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Abstract 

      As a new technology, blockchain provides the necessary capabilities to assure 

data integrity and data security through encryption. Mostly, all existing algorithms 

that provide security rely on the process of discovering a suitable key. Hence, key 

generation is considered the core of powerful encryption. This paper uses Zernike 

moment and Mersenne prime numbers to generate strong prime numbers by 

extracting the features from biometrics (speech). This proposed system sends these 

unique and strong prime numbers to the RSA algorithm to generate the keys. These 

keys represent a public address and a private key in a cryptocurrency wallet that is 

used to encrypt transactions. The benefit of this work is that it provides a high 

degree of protection to secure personal user transactions by creating secure keys that 

can be used for insecure channels. 
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 توليد مفاتيح لمحفظة البلوكجين بالاعتماد على الصوت
 

 ، اسيا علي ، نداء فليح  اسماء رشيد
التكنولوجية ، بغداد ، العراق قسم علوم الحاسوب ، الجامعة   

 الخلاصة 
تقنية           توفر  (Blockchain) تعتبر  حيث  الحالية،  الحقبة  في  التقنيات  اهم  من   blockchainواحدة 

التشفير. ان اغلب الخوارزميات التي    استعمالالقدرات اللازمة لضمان سلامة البيانات وأمن البيانات من خلال  
تقوم بالحفاظ على البيانات تعتمد على عملية اكتشاف مفتاح مناسب ، لان إنشاء المفتاح الافضل يعتبر جوهر  

الأولية لتوليد أعداد أولية قوية    Mersenneوأعداد    Zernikeلحظة    نستعملالتشفير القوي. في  هذه الورقة  
الأولية   الأرقام  هذه  المقترح  النظام  هذا  يرسل  )الكلام(.  الحيوية  القياسات  من  الميزات  استخراج  طريق  عن 

لإنشاء المفاتيح. تمثل هذه المفاتيح عنوانًا عامًا ومفتاحًا خاصًا في محفظة    RSAالفريدة والقوية إلى خوارزمية  
كما تكمن فائدة هذا العمل في   عامة الاستخدام.   (Blockchain)لتشفير البيانات في    ستعمل للعملات المشفرة ت  

است يمكن  آمنة  مفاتيح  إنشاء  خلال  من  الشخصية  البيانات  لتأمين  الحماية  من  عالية  درجة  يوفر    عمالها أنه 
   للقنوات غير الآمنة. 

 1. Introduction 

       The fundamental premise of blockchain technology is that it makes use of a distributed 

database to facilitate a variety of transactions that are totally visible to participants. The 
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blockchain system verifies all transactions, and after a transaction is completed, it preserves 

all transaction records in perpetuity [1]. According to the blockchain's standards, it enables 

complete verification of all transactions and maintains an unalterable record of all transactions 

[2] [3].  

 

     In terms of blockchain technology, Bitcoin is one of the most renowned instances, having 

introduced the world to a multi-billion-dollar market with all transactions being anonymous 

and devoid of any centralized authority. It is one of the most well-known cryptocurrencies, 

attracting millions of people to participate, but it is also fraught with controversy [4]. 

Cryptography, a part of mathematics, is used to create an open, distributed ledger of all 

transactions involving value, money, items, property, work, or even notes. Cryptography 

ensures that data cannot be tampered with. It was developed as a way to account for Bitcoin 

and is currently used in a range of commercial applications. The basic role of the blockchain 

is to ensure data integrity. Computerizing code and adding any document to the blockchain is 

a simple process [5].  

 

A blockchain is a form of database that the public can access by holding an encrypted ledger; 

this implies that a “block” is the current segment of the blockchain that records the most 

recent transactions. Once authenticated, it becomes an indelible component of the developing 

blockchain. The system's administrators utilize a computer to store bundles of documents 

created by others, known as "blocks," in chronological order. The "block" is the most 

significant component of the blockchain, as it verifies and stores all recent transactions. After 

the block is completed, it is saved in the blockchain's permanent database. When a block is 

finished, it takes precedence over the previous one. In this manner, several blocks are linked 

to one another. Each block carries some information, some from the previous block and some 

from the new block [6], [7]: 

 

• Data: The information contained in each block is determined by the type of blockchain 

[8]. 

• Hash: The block contains a hash, which can be compared to a biometric. It is always 

unique and serves to identify the block. Changes made within the block will cause the hash to 

change. The hash function is extremely useful in the detection and upgrading of blocks. This 

essentially produces blockchains and secures the blockchain [8]. 

• The hash of the previous block: The initial block is referred to as “the block header”. If 

the checksum of the preceding blocks is modified, the subsequent blocks become invalid [8]. 

The Blockchain employs cryptography in a variety of ways, particularly for security and 

privacy features. Cryptography is used in a variety of applications, including digital 

signatures, wallet generation, and secure transparent transactions [9-11]. As shown in Figure 

1, hashing, digital signatures, and Merkle Trees are some of the most important cryptographic 

techniques utilized in blockchain [12]. 
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Figure 1: Cryptography's Role in Blockchain [12]. 

 

      A digital wallet, represented in Figure 2, is made up of private and public keys. The 

private key produces the public key, and the public key produces the public key identifier. 

The private key can only be used with the digital object linked to the public key address. A 

private key can be used to enable the secure management of digital assets. Digital things can 

be obtained using the public key and the public key ID. The maintenance of private keys is 

the same as managing digital assets. The purpose of the blockchain wallet is to store and 

manage cryptographic keys [13] [14]. This application has three key functions: managing user 

transaction addresses; initiating transfer operations; and accessing transaction history. Each 

user has a wallet with a unique set of secret keys that they can access. Thus, attackers will 

target users' digital assets by stealing them from their wallets [15]. 

  

 
Figure 2: Digital wallet [15]. 

 

      A cryptocurrency wallet is a sort of cryptography program that stores and manages a 

user's private keys, addresses, and seeds in the blockchain and cryptocurrency ecosystems. 

This program is capable of running on a web server, a laptop, a smartphone, or even on 
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customized hardware [16] [17]. It would securely produce and store keys, as well as facilitate 

their backup and recovery. There are numerous wallet kinds, including brain wallets, paper 

wallets, hot wallets, cold wallets, desktop wallets, and many others [18].  

 

     Biometric technology is rapidly gaining popularity, becoming an indispensable part of 

daily life [19]. A biometric system attempts to identify personal data using biological and 

behavioral characteristics [20 -22]. To be helpful and dependable, biometric technology must 

meet the following requirements: uniqueness, availability, permanence, collectability, 

performance, acceptability, and resistance to circumvention [23 -25].  

 

     Speech is a biometric blend of physical and behavioral elements. The form and size of the 

vocal tracts, mouth, nasal cavities, and lips involved in sound synthesis influence the physical 

qualities of a person's voice. During feature extraction, formants or sound qualities that are 

unique to each person's vocal tract are frequently measured [26] [27]. 

 

     The following is how the paper is organized: Section 2 includes related works. The 

Zernike moment and Mersenne number are presented in sections 3 and 4. The proposed 

system methodology is presented in section 5. Section 6 describes the results. Section 6 

ultimately offers a conclusion. 

 

2. Related Works 

      Some papers on the implementation of wallet generators have recently been released. 

Benli [28] suggested a model called BioWallet for securing electronic currency within wallets 

using biometric methods by utilizing user fingerprints. The proposed model improves both the 

usability and security of payment transactions involving digital currencies stored in wallets. 

Gutoski [29] presented an HD wallet that could store several private keys. Some security 

issues arise because of the hierarchical nature of the private keys, which are linked to each 

other. Rezaeighaleh [30] proposed a new digital technique for securely backing up a hardware 

wallet that depends on the hardware wallet's display screen's side-channel human visual 

verification. They use this mechanism to securely transmit the root of private keys between 

hardware wallets, even when using an insecure interface such as a smartphone. When this 

process is complete, the user will have two hardware wallets with identical private keys, one 

of which she can use as her primary wallet and the other as a backup wallet. Li [31] devised a 

new methodology for user authentication and used it to create an electronic wallet that enables 

the user to acquire verification without revealing his or her secret key and increases the use of 

the secret key application, allowing the currency system to perform the authorization function. 

He [32] proposed a revolutionary bitcoin wallet administration technique based on 

Decentralized Multi-Constrained Derangement (DMCD) for securely and reliably storing 

keys in a decentralized network. The data distribution technique DMCD provides a high 

degree of data dispersion and a better balance of storage space usage and contribution, thereby 

ensuring the security and stability of critical storage and recovery. Thota [33] developed and 

demonstrated a secure mobile software wallet for use on the Hyperledger Fabric blockchain 

network. According to them, a Hyperledger Fabric transaction flow is an excellent example of 

the employment of the software wallet in the network. Their presentation demonstrated how 

software wallets may enhance security and empower end-users by seamlessly integrating with 

company processes. 
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3. Zerinke Moment 

     Zernike defined a series of complex coefficients that define an ortho set over the unit 

circle's interior, i.e., x2 + y2 = 1. Assume that Vnm is the collection of these formulas (x, y). 

These expressions have the following structure [34]:  

 

𝑉𝑛𝑚(𝑥, 𝑦) = 𝑉𝑛𝑚(𝑝, 𝜃) = 𝑅𝑛𝑚(𝑝)𝑒𝑗𝑚𝜃                                                                                (1) 

 

      When n is a positive integer or zero, m is a nonnegative and even integer subject to 

constraints (n|m|), is the length of the vector from the origin to the (x, y) pixel, and is the 

counterclockwise angle between the vector and the x-axis. Rnm() is a radial polynomial of the 

form [35]: 

(𝑝) =  ∑ (−1)𝑠  (

𝑛−𝑠

𝑠(𝑛+|𝑚|)
 𝑗𝑛−2𝑠

2
𝑠 (𝑛 −

|𝑚|

2
) 𝑠)

(𝑛−|𝑚|)/2
𝑠=0                                               (2)                                            

 

      Zernike functions are a collection of orthogonal basis functions that are unit circle 

mapped. Zernike moments are formed by projecting a pattern onto those functions. They 

share three significant traits [36] [37]: 

• The orthogonality of this feature assures that each moment's contribution is distinct and 

independent. 

• The rotation invariance property states that the magnitude of Zernike moments is invariant 

concerning the pattern's planar rotation around its center of mass. 

• Low-frequency components of a pattern are mostly encoded as low-order moments, 

resulting in data compression. As a result, microscopic descriptors are impervious to noise 

and deformation. 

   

4. Mersenne Prime Number 

      The Mersenne number is named after Marin Mersenne, a French monk who conducted 

early 17th-century research on these numbers. These numbers have the form Mp = 2p -1, 

where p is a prime integer [38]. 

 

      The first few Mersenne prime numbers are 1, 3, 7, 15, 31, 63, 127, 255, etc. 

 

       The great Mersenne Prime race has been going on for almost 600 years and shows no 

signs of slowing down. This list includes some of the more suitably sized prime numbers that 

create Mersenne primes [39]: 

2,3,5,7,13,17,19,31,61,89,107,127,521,607,1279,2203,2281,3217,4253,4423,9689,9941,1121

3,19937,21701,23209,44497,86243,.................... and so on. 

 

5. The Proposed System Methodology 

     The proposed system goal is to generate a strong and unique prime number that will be 

used to generate public and private keys for the wallet. In the proposed system, there are three 

stages: reading audio; feature extraction; and generating prime, as shown in Figure 3. 
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Figure 3: Block diagram of the proposed system. 

 

           Initially, the proposed system read the LJ speech dataset that consisted of 13,100 short 

audio clips, one-dimensional speech signals converted to two-dimensional. Secondly, the 

feature extraction is started by using the Zernike moment, where at least 25 values (features) 

are extracted using the Zernike moment. Each feature contains at least 10 digits. There is a 

good aspect to the Zernike moment that will aid in the generation of a strong key. These 

features will be treated as float points, as shown in Table 1. 

 

Table 1: Features extracted from each speech. 

No. of Speech Float Points Features 

Speech 1 

0.31830988618378314, 0.5914831235934308, 0.7279063960930335, 

0.8079711591751931, 0.7640721507018284, 0.9605032300660602, 

0.6069726063107997, 0.7155732857598893, 0.462331867365562, ……. 

Speech 2 

0.3183098861837909, 0.8509106145003062, 0.38230833132629793, 

0.28630842592842837, 0.1473311602400111, 0.16256306535335932, 

0.4054412984647574, 0.31354745909421583, 0.2794961439362199, ….. 

Speech 3 

0.3183098861837897, 0.3506705981460109, 0.3372916147357609, 

0.30879297625230595, 0.6375328182746908, 0.2550195925612763, 

0.2573759355931037, 0.7178481077128454, 0.20650345490203728, …. 

 

      Then take a complete integer number of features (prime) and extract the previous and next 

prime for each one by using the Zernike function, as well as, the proposed system takes a 

partly integer number of features and passes them to the Mersenne number to extract unique 

and strong primes by removing redundant primes, as shown in algorithm 1 and algorithm 2. 
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Algorithm 1: Feature extracting by using Zernike moment. 

Input: Biometric speech file; 

Output: Extract features (previous and next prime); 

Initialization; 

Step_1: Divide Input into Frames;  

Step_2: For each Frame do the following:  

Frame = 1; 

While (frame < number of frames) 

Step_2.1: Feature extract by using Zernike moment by taking a completely integer number; 

Step_2.2: Feature extract by using Mersenne number by taking partly integer number; 

Frame = frame + 1; 

End while 

End 

 

Algorithm 2: Strong prime number extracting  

Input: Prime number (n); 

Output: Strong prime (n); 

Initialization; 

Previous prime = n -1; 

Next prime = n + 1; 

Step_1: For each prime do the following:  

While (next prime = false && previous prime = false) 

Next prime = next prime + 1; 

Previous prime = previous prime - 1; 

End while 

Step_2: Mean = (previous prime + next prime) / 2; 

If (n > mean) 

Return strong; 

Else  

Return weak; 

End if 

End 

 

      Finally, the system recognizes the precise keys that will be utilized in the RSA technique 

based on these prime features. When both x and y are primes, these keys must be strong. As a 

consequence, this proposal generates strong keys while maintaining a high level of security to 

protect information transmitted through insecure channels. 

 

6. Results and Discussion  

     The proposed system employs a new approach for generating a key from a speech by 

extracting the features represented by Zernike moments. The proposed system computes the 

25 features from Zernike moments after reading each speech from the dataset. Each speech 

has several parameters, as shown in Table 2.  
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Table 2: Speech Parameters. 

Parameters Speech 1 Speech 2 Speech 3 

Size 415 KB 81.8 KB 221 KB 

Type WAV WAV WAV 

Number of channels 1 1 1 

Sample width 2 2 2 

Frame rate 22050 22050 22050 

Number of frames 212893 41885 113309 

 

       After reading the speech, the proposed system extracts Zernike features from it by using 

Zernike moments with many radii. Each speech has a twenty-five-prime feature with a radius 

starting at 2500 and above. Then remove a decimal point from each feature and take a 

complete number to extract the previous (x) and next prime (y) for each prime feature, as 

shown in Table 3. 

 

Table 3: Example of four features for each speech 

No. of Speech 
Zernike Prime 

(Completely Number) 
X Value (Previous Prime) Y Value (Next Prime 

Speech 1 

31830988618378314 31830988618378307 31830988618378333 

5914831235934308 5914831235934301 5914831235934373 

7279063960930335 7279063960930301 7279063960930379 

8079711591751931 8079711591751873 8079711591752011 

Speech 2 

3183098861837909 3183098861837899 3183098861837953 

8509106145003062 8509106145003053 8509106145003151 

38230833132629793 38230833132629779 38230833132629821 

28630842592842837 28630842592842827 28630842592842839 

Speech 3 

3183098861837897 3183098861837879 3183098861837899 

3506705981460109 3506705981460089 3506705981460119 

3372916147357609 3372916147357439 3372916147357613 

30879297625230595 30879297625230553 30879297625230673 

 

         After that, the proposed system takes part of the number of each feature extracted by the 

Zernike moment and enters it into Mersenne prime to extract a strong and unique prime by 

removing the redundant primes. For example, the first feature value equals 

0.31830988618378314. We take the integer number 31830988618378314 and use the Simpy 

library to find the next and previous prime for it. Then take the first three integer numbers, 

318, and find the next and previous prime. Then enter them into Mersenne prime to see if they 

are primes and generate a strong and unique prime. 
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      After discovering the prime number, the proposed system used x as a p and y as a q to 

obtain the public key and private key in the RSA algorithm during the key generation stage to 

encrypt the data. Table 4 illustrates the comparison between related works in terms of the 

method used and their encryption algorithms. 

 

Table 4: The comparison between related works 

No. of Reference Method Encryption Algorithm 

[28] Take biometric information from the user 

(Username, Password) as a keys 

RSA 

[29] With a master public key size of O, it can withstand 

the leakage of up to m private keys (m). 

One-more discrete logarithm 

problem (1MDLP) 

[30] Even when using an untrusted terminal, such as a 

smartphone, securely transfer the root of private 

keys from one hardware wallet to another. 

Elliptic-curve cryptography 

[31] Hierarchical key generation scheme A new digital signature algorithm 

[32] To ensure the high availability of stored keys, use a 

Shamir-Kademlia-Neighbor (SKN) redundancy 

method. 

DCMD to manage the key 

efficiently, 

securely, and stably 

The Proposal Using Zernike moment and Mersenne prime number 

to generate a strong prime number by extracting the 

features from biometric (speech) to generating a 

private key and public key of Wallet. 

RSA 

 

7. Conclusion 

        Blockchain technology is one of the most powerful methods that is currently used in 

most of the available distributed systems all over the world. However, improving blockchain 

entities is a critical goal in many of the available and evolving works. In this work, the 

creation and encryption of a generic blockchain wallet’s transactions are designed and 

implemented. The proposed system generates the keys that are used in the RSA algorithm to 

secure the transactions. This proposal is presented by extracting the twenty-five feature values 

from a speech file by using Zernike moment. Then these feature values remove decimal points 

from them and enter them into Mersenne prime to obtain many prime numbers. These 

numbers detect unique and strong prime numbers, which will be used in the RSA algorithm to 

protect the information. Because the created keys are based on biometrics (speech), extracting 

the features using Zernike moment and utilizing Mersenne number to obtain the keys, these 

keys will be strong and unique for the specific person that can use them to protect the wallet’s 

transactions. These keys represent a public address and a private key. The public address will 

be used to receive cryptocurrency and check your Blockchain balance. The private key, on the 

other hand, will be used in conjunction with this public key to gain access to and spend the 

cryptocurrency. Our proposed method of generating the key and the RSA algorithm prevents 

the attacker from guessing the key because it is required to break the ciphertext. 
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