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Abstract

In this paper, a new modification was proposed to enhance the security level in
the Blowfish algorithm by increasing the difficulty of cracking the original message
which will lead to be safe against unauthorized attack. This algorithm is a symmetric
variable-length key, 64-bit block cipher and it is implemented using gray scale
images of different sizes. Instead of using a single key in cipher operation, another
key (KEY?2) of one byte length was used in the proposed algorithm which has taken
place in the Feistel function in the first round both in encryption and decryption
processes. In addition, the proposed modified Blowfish algorithm uses five Shoxes
instead of four; the additional key (KEY?2) is selected randomly from additional
Shox5, the fifth Sbox is formed in GF(2%) and it is variable to increase the
complexity of the proposed algorithm. The obtained results were tested using many
criteria: correlation criteria, number of pixels change rate (NPCR) and mean square
error (MSE). These tested factors were approved by the output results which
demonstrated that the correlation of image elements in the proposed algorithm was
significantly reduced during the encryption operation. Also, the algorithm is very
resistant to attempts of breaking the cryptographic key since two keys were used in
the encryption/ decryption operations which lead to increase the complexity factor in
the proposed algorithm.

Keywords: Blowfish, MSE, Encryption, Decryption, NPCR, Correlation, Gray scale
images.
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Introduction

In the symmetric cipher systems, the sender and receiver use identical key in the cipher operation
(encryption and decryption). Symmetric key methods can be categorized into two sets; either block
ciphers or stream ciphers [1]. Blowfish is a symmetric block cipher that can be effectively used for
encrypting and safeguarding of data. It takes 64-bit block size and a variable key length from 32-bit up
to 448 bit and it is a 16-round Feistel cipher and uses large key-dependent S-boxes [2].

Finite fields are fields with only finitely many elements, these are also called Galois Fields GF, in
honor of Evariste Galois (1811-1832) who in his study of roots of polynomials discovered many of
their fundamental properties. Too many cryptographic algorithms are based on finite field arithmetic
(such as: Diffie and Hellman, 1976; ElGamal, 1985; Miller, 1986; Kravitz, 1993 and the Advanced
Encryption Standard, AES) [3]. Arithmetic in a finite field is different from standard integer
arithmetic. There are a limited number of elements in the finite field; all operations performed in the
finite field result in an element within that field [1]. Finite fields of order p, where p is a prime
number, is denoted as GF(p). The GF(2") ; for n > 1; is another representation for prime numbers were
all arithmetic operations are mod over irreducible polynomials [4].This paper presents a proposed
modification of the Blowfish algorithm in Feistel function based on finite fields GF(2") to increase the
complexity degree in encryption and decryption processes.

Related works

In [5] suggests an improvement to the blowfish algorithm, the modifications made inside the F-
Function and the key generated process to increase the complexity and the confusion for the s-boxes.
The achieved results proved that the time needed to attack the proposed algorithm was increased
compared to the Blowfish algorithm. [6]introduce a new method to enhance the security level in key
expansion layout in Blowfish algorithm. This enhancement was done using multiple keys, these keys
generated by Cellular Automata (CA) randomly. The CA produces numbers as a pseudo number
generator (PSNG) which represent multiple keys used in different rounds of the algorithm. The
obtained results shown the proposed algorithm was resistant to breaking cipher key. In [7] proposed a
new method to derive the encryption key in the Blowfish algorithm from a color image chosen by the
sender and receiver users. The key is selected from a specific position in the image, the goal of the
proposed algorithm is to overcome the weakness of the Blowfish algorithm key since it is symmetric.
The results of the suggested method lead to increase the difficulty of cryptanalyst against cracking the
key. In [8] Focus of this research is to optimize the four S-boxes into two S-boxes in original Blowfish
algorithm to increase the speed and examine the effectiveness and limitations of some Block cipher
algorithms. The program simulation result provides better performance as well as security. The main
advantage of optimized Blowfish is that the execution time is reduced to 0.2 milliseconds and the
throughput is increased to 0.24 bytes/milliseconds compare than original algorithms.

Blowfish Algorithm

In 1993, Bruce Schneier designed the Blowfish algorithm that has many benefits. It is considered
fast, free alternative to existing encryption algorithms and it is also appropriate to implement on
hardware in an efficient manner, beside that no license is required [9]. The Blowfish algorithm is a 64-
bit block cipher and has three basic operators include XOR, addition and lookup tables; such tables are
four S-BOXES and P-array used for mapping operations. This algorithm is based on a Feistel structure
design on each round and the strategy of F-function uses the same DES principles. The security level
of the Blowfish algorithm is the same as DES but it offers more speed and greater easy
implementation on software for such characteristics, it is proposed as an alternative to the DES [10].
The implementation of the Blowfish algorithm in 32-bit microprocessors is faster than DES, especially
when the caches are large, for example Pentium and the PowerPC. The Blowfish algorithm involves
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two phases: the first phase; the 448- bit key at most are converted into totaling 4168 bytes of many
subkey arrays. While the second phase; data encryption; lies in 16-rounds of Feistel structure network
and each round has its own key permutation and data substitution operations. All operations of
addition and XOR are implemented with word of 32-bit length in each round. The only additional
operations are four indexed array data lookups per round [11].

Digital Color Image Processing Concepts

An image can be defined as two-dimensional array of integer numbers, the height and the width
which are represented by rows and columns respectively. Each element in this array is denoted point
of color called pixels by which the size of an image is specified. Each pixel in the image is indexed by
x and y coordinates and stored as 24-bit in color images and 8-bit in gray scale images. The 24-bit
images are extended over three bytes which are RGB (red, green, blue) colors respectively. The colors
are found by mixing these three RGB colors in different properties [12].

Each pixel has its own properties in the digital image; address indexing as row and column, size
and color value. The digitization operation could be defined as an electronic conversion of the
photographic image through a digital camera or scanner devices [13]. Figure-1 shows the Blowfish
encryption algorithm to encrypt the gray image file.

Color Image

Gray Image Key (4-56 byte)

Key
Expansion
{4168 bytes)

El ted Imag:
neryp = Data Encryption

(8 bytes)

Encrypted Image

Data decryption
(8 bytes)

Figure 1- The image encryption by Blowfish algorithm.

Encryption Quality Evaluation

The image encryption operations are defined as the change of pixel value in the image file which
could be irregular. The quality of an image encryption means the higher difference between each pixel
value before and after the cipher operation. The encryption measurement can be expressed numerically
of the total changes, or deviation, in pixel value between the original and encrypted images [14]. In
this study, three different factors will be used to measure the encryption quality as in following:

The Correlation Coefficient

The image correlation coefficient measures the relationship, or correlation, between adjacent pixels
in the image. This coefficient clarifies the matching between the adjoining pixels. For the encrypted
image, this coefficient should be small to make the recognition of any pixel from its neighbor so hard.
For example, x; and y; are two pixel pairs, then the correlation coefficient can be obtained by the
equation [15]:

E(x) = 2N, x (1)
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Where /D(x) # 0 and /D(y) # 0
where x; and y; are gray level value of two adjacent pixels, N is the number of pairs (x;, y;) and E(X) is
the mean of xi and E(y) is the mean of y;.
Mean Square Error

Mean Square Error (MSE) is one of the most widely used quality degradation metrics.
Let X and Y two images of size N*M for each one, representing the plain image and encrypted or
decrypted images. The mean square error between the two images is thus defined as in the following
equation [16]:

MSE = SN SIS X G ) = Y (6 )P (5)

The more Y is similar to X, the more MSE is small. Obviously, the greatest similarity is achieved
when MSE equal to 0.
The Number of Pixels Change Rate

The Number of Pixels Change Rate (NPCR) is criteria to assess the differences between the
original image and the encrypted image, the mathematical formula of the NPCR measure is formulated
as in the following equation [16]:

YL Xy Dif (i) .

NPCR = : 100
e o (1IN~ =T1'(0,))
Dif(.J) = {, 1G, )~ = I'(i, ) (©)

I(Lj) and I’(i,j) represent the source and encrypted images respectively. As large obtained as possible
for NPCR value is considered better to reach the ideal encryption scheme for the digital image
performance.
The Proposed Modified Blowfish Algorithm
Instead of using a single key (KEY1) in cipher operation, another key (KEY?2) of one byte length
was used in the proposed algorithm, this modification was taken place in the Feistel function. The
proposed modified Blowfish algorithm uses five Sboxes instead of four; the additional key(KEY?2) is
selected randomly from additional Sbox5, the new Sbox5 is a nonlinear substitution table that gets a
number and returns another number, this table is built in GF(2%). Equations (7) and (8) clarify the
mathematical model to compute each value in various Sbox5 and Shox5™ respectively. The additional
fifth Sbox is variable, this means different Sboxes (Sbox5) are created in GF(2°). Three initial keys are
needed for generating Shox5 as follows:
1. Valuel: This key is one byte long; it is used to create the Sbox5 on condition that this key has its
associated inverse value for building its inverse table Sbox5™ to retrieve the decrypted values.
2. Value2: This key also has one byte long and is used as affine additive value to increase the
randomness of the created Sbox5.
3. Value3 (poly): This key represents 30 different irreducible polynomials [17] used to module the
addition and multiplication operations to normalized the output results in GF(2°).
Equations 7 and 8 had shown the mathematic formulas to build the fifth Shox5and its inverse as in
follow:
Sbox5[i][j] = {Valuel * MI[i][j] + Value2}Mod poly (7
Sbox57i][j] = {Value™ = MI[i][j] + Value2~1}Mod poly (8)

where MI represents the Multiplicative Invers table in GF(2°) [13]. Table-1 clarifies the suggested
three keys to create three different Sboxe5 tables, the values in first and second columns are variables
and depend on user selection. Figures- 2 and 3 clarify the proposed Sbox5 and Shox5™ tables formed
using the keys in the first row of Table-1. Both sender and receiver agree in advance to select any
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value from Shox5 which represents KEY2 to encrypt each pixel in the image. The inverse KEY2™" can
be obtained from Equation 8 or Sbox5™ to decrypt the pixels.

The additional key used in encrypted operation is Exclusive OR with Least Significant Byte (LSB)
of the plaintext. Each formed Sbox5 has 256 elements, the additional key is selected depending on its
row and column indexes, for example; if KEY2=0xA7 selected from Figure-2, where its row index is
0x06 and column index is 0xOC, while in Figure-3 row=0x0A and column=0x07 is the reverse value
of KEY2.

Table 1- Three different keys to form various Sbox5 in the proposed algorithm.

Valuel Value2 Irreducible polynomial
0x4C 0xC1. XEHxP+x+x+1
0x67 0x82 XEHx +x°+x+1
0x85 0x45. XX+ +xi+1

The purpose of the second key (KEY2) in cipher operation is to increase the complexity and
difficulty of cracking the cipher text as explained below:
1- The second key (KEY2) is variable that depends on its row and column indexes (both ended
parties satisfy in advanced on them), the total number of KEY2 space in single Sbox5 is:
Kspace = 256 ©)
2- Different Sbox5 could be created in GF(2%) from the initial three values, the maximum total space
for Shox5 that could be created is clarified as in follow:

Sboxspace = 256(valuel)  256(Value2) = 30(Value3) (10)
3- The total KEY2 space in multiples Sbox5 as declared in equations 9 and 10 will be:
KEYrotalgyqe, = 256 * 256 % 256 * 30 (11)

This complexity degree obtained from the proposed algorithm compared to Blowfish algorithm is
considered highs this added complexity was achieved using the KEY2 and Sbox5, the
modification was applied both in the first round of encryption and decryption operations. Figure-4
shows the block diagram for the proposed modification in Feistel function, while Figure-5
demonstrates the modified Blowfish algorithm. The block of 32- bit is divided into 8-bit blocks a,
b, ¢, and d, the operations inside Function F(X,) are modified and given by the following steps:
F(X)=((S1,a+S2,d )mod 23%) @ ((S3,b + S4,c Ymod 23?)

Split the last byte of block F(X,) as L

L & KEY2 (8-bit)

Merge the L with block F(X,), where key?2 represent the second key (8-bit length )

AN S
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Figure 2- Sbox5 of Valuel=0x4C and Value2=0xC1.
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Figure 3- Inverse Sbox5 ™ of Value1=0x4C and Value2=0xC1.
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32 bit

24 bit
L

32 bit

Color Image

Gray Image

Encrypted Image

o
Data decryption
(8 bytes)
+Second key
(1byte)
=

Figure 5- The proposed modification of the Blowfish encryption algorithm.

Experimental results and discussions

The proposed system has been established using Visual Basic.NET programming language,
Windows 7 with 64-bit operating system, Intel(R) Core(TM) i5. Three BMP files each of size(300*
300) pixels are used to test the proposed system for the encryption quality as shown in Figure- 6. The
proposed modification was applied both in encryption and decryption operations, while Figure- 7, for

First Key (4-56
byte)

Key
Expansion
(4168 bytes)

Data Encryption
(8 bytes)
+Second key

(1 byte)

example, shows the results of execution of the Blowfish algorithm.
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Lena 300*300 Baboon 300*300 Peppers 300*300

Figure 6- Three different BMP images used to test the encryption quality.

Gray Image Encrypted Image Decrypted Image

[ Blowfish Encryption ] [ Blowfish Decryption I

First Key Second Key | Modified Encryption | | Modified Decryption |

| fedcba9876543210 A9

Figure 7- The output results of Blowfish algorithm.

The three encryption quality evaluation metrics were used to test the proposed modification
algorithm for different images and various KEY2. Table-2 gives the details of KEY2 that is used to
evaluate the implemented results for three criteria. The second column clarifies the different three
values used in creating different two Sbox5 as explained in the previous section. While the third and
fourth columns represent the second encrypted and decrypted keys and their indices in row and
column respectively.

Table 2- Two KEY2 values from different Sbox5 and their initial values

Index Three initial keys to Encryption Decryption
create Shox5 KEY, Value In Hex KEY,? Value In Hex
1- _ Row=0x0E Row=0x0A
Valuel—0X4C Clo.=0x07 CIO.: 0x09
Value2=0xC1
A X +x+1 0xA9 Ox E7
2- _ Row=0x06 Row=0x0C
Valuel=0x85 Col.= 0x03 Col.= 0x05
Value2=0x45
P+ +x +1 C5 63
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Table- 3 presents the results using three images, two different KEY?2 were selected randomly from
two created Sbox5 in the proposed modified Blowfish algorithm. The details of each encrypted key
were explained in Table-1. The correlation in encryption operation is considered better if the value
closed to zero. The reduction value represents the obtained decrease ratio improvement when
implementing the modified algorithm. It has been noticed that the correlation value obtained from the
modified algorithm is less compared to Blowfish algorithm. The percentage improvement (Reduction)
value is computed as in Equation 12, the original is the correlation value of the Blowfish algorithm
while the new value is the correlation of the modified algorithm.

. original value—new value
Reduction = 22

+100 (12)

new value

Table 3- Correlation values comparisons between the two algorithms.

Modified Blowfish
Image file Blowfish First KEY?2 Second KEY2
name 0xA9 Reduction 0xC5 Reduction%
Lena 0.0114 0.0073 36% 0.0099 13%
Baboon 0.0118 0.0091 23% 0.00643 46%
Peppers 0.0094 0.0045 52% 0.0076 19%

Table- 4 illustrate the MSE results of different images for both operations using different KEY2. In
encryption operation, the largest MSE values lead to better encryption process. By comparing the
results of the Blowfish and the modified algorithms, it has been observed that MSE increases when
using the latest one. In decryption operation, this measurement represents the quality of the retrieval
image in which lower value leads to the smallest error rate in the decrypted image. Also by comparing
the results between the two algorithms, the MSE is decreased in the modified algorithm which is
considered an improvement.

Table 4- Mean Square Error (MSE) in Encryption/Decryption operations.

Image file Modified Blowfish Modified Blowfish
name / Encryption / Decryption
Blowfish KEY2 Blowfish KEY2
0xA9 0xC5 0xA9 0xC5
Lena 8593.52 8673.46 8594.96 157.737 150.917 34.325
Baboon 7142.71 7184.73 7164.40 112.359 107.509 24.452
Peppers 7876.53 7940.97 7879.82 112.359 107.509 24.452

The number of pixels change rate (NPCR) is considered good if this measurement value is high.
Table-5 shows compassion between the two algorithms for NPCR values. From this table, it can be
noticed that this value is increased when implementing the modified algorithm in the encryption
process. While in decryption process, this metric is considered best if the obtained values are small.
Thus, the results in modified algorithm are considered to be the best.

Table 5- The number of pixels change rate in Encryption/ Decryption operations.

Modified Blowfish/ Encryption Modified Blowfish/ Decryption
Image file | Blowfish KEY?2 Blowfish KEY2
name 0xA9 0xC5 0xA9 0xC5
Lena 99.5943 99.6477 99.7064 0.4695 0.4522 0.4523
Baboon 99.5966 99.6383 99.62592 0.33442 0.3153 0.3143
Peppers 99.5966 99.6360 99.6202 0.33440 0.31534 0.3053
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Conclusions

This paper suggests a new modification of the Blowfish algorithm to improve the security level
using two keys in encryption operations, this will lead to increase the complexity level in modified
algorithm. The aforementioned enhancement made the new suggested approach safe against
unauthorized attack, instead of using a single key in cipher operation, another key of one byte length
was used in the proposed algorithm. This modification has taken place in the Feistel function, where
the second key has a length of 8-bit. The proposed modified Blowfish algorithm uses five Sboxes
instead of four; the additional key is selected randomly from additional Sbox5 depends on its row and
column indexes. Several criteria such as correlation, number of pixels change rate and mean square
error (MSE) are used to evaluate both algorithms. The obtained results of the proposed algorithm were
better compared to the Blowfish algorithm.
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