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Abstract

As smartphones incorporate location data, there is a growing concern about
location privacy as smartphone technologies advance. Using a remote server, the
mobile applications are able to capture the current location coordinates at any time
and store them. The client awards authorization to an outsider. The outsider can gain
admittance to area information on the worker by JSON Web Token (JWT).
Protection is giving cover to clients, access control, and secure information
stockpiling. Encryption guarantees the security of the location area on the remote
server using the Rivest Shamir Adleman (RSA) algorithm. This paper introduced
two utilizations of cell phones (tokens, and location). The principal application can
give area information by means of the geographic position method of these gadgets.
Every cell phone can create a token. The token holds secret keys got from versatile
fixed identifiers for the most part of the Social Security Number (SSN) for each SIM
(Endorser Personality Module) Chronic Number) and IMEI (Global Portable
Hardware Character) by RSA calculation. The token is going through the short and
informative administration of Short Message Service (SMS) from the client to the
outsider. Information is scrambled before being stored on a faraway worker. The
actual worker can't comprehend the area’s information. The third-party cannot
follow the area if the client utilizes distinctive mystery keys. The client’s data and
area information are saved by the various workers. The proposed application offers a
mysterious sharing instrument that uses token verification to grant clients access to
scrambled area data and provides encryption data in a remote server with an
authentication token, achieving mutual authentication on each mobile device and
user concealment.
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1. Introduction

Location-based services have gotten popular through cell phones, like utilizing cell
networks, GPS, WIFI, and Bluetooth. Finding geographic places for versatile clients that are
turning out to be more convenient and precise can be accomplished with low-control and
minimal-cost gadgets. Thus, the privacy of the site becomes at all times and at all times more
reasonable [1]. When the problem of position share is overcome, the token content depends
on the query of content. The JSON Web Token was used to protect the shared location data.
Each mobile device has an independent role in determining the token content. To protect user
location data [2], an asymmetric key is used. With Android Emulators, the mobile application
works. The Android studio and the Android software development kit have created the mobile
application (SDK). Position data (latitude, longitude, and current time and date) can be
provided in the application, which will later be used in mobile location. The GSM/UMTS and
GPS can naturally deliver these geographical coordinates [3].

The user app allows the geographic location of a cell phone to be identified for each
specific period in this design concept. A third-party application permits access to the
geographical location of the user. The user stores information (user and third party) on server
1, generates a token, and stores the native app with password and user name (PW, UN) and
the existing time and date for every specific period of time. The user and third parties
exchange their tokens directly through SMS messages. The token analyzes and obtains the
modulus, private key, and (PW, UN) in the third-party application. In a mobile device, the
HTTP transaction uses a server-side 2 user location encoder, a (PW, UN), and decrypts
position information with a private key and a modulus. Figure 1 shows a description of
location privacy [4].

In this paper, the contributions can be summarized as follows: confidentiality of stored data
is provided in the application by encryption/decryption data using RSA algorithms for the
privacy of a location. The location data, which can be received from a third-party authority, is
transformed into a remote server. Token creation includes a JWT secret key and sends it to
authorized users. The token gives access to encrypted data, which can only be decrypted
through a token parser.
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Figure 1: Basic design location privacy [4].

2. Related Works

In [5], privacy location is improved by introducing a dual encryption method by using the
LocX technology. Before storage on various servers, location data and user information were
encrypted. A third party cannot track a remote server’s location, and a remote server cannot
recognize the location data itself. Asymmetrical keys were applied in order to encrypt data
locations using 2 keys (private key/public key). LocX is used to improve the privacy of a
localization. LocX uses low-cost symmetric keys to encrypt/decrypt data so that all mobile
phones work efficiently. [6], use of Android location privacy by enabling localization data to
be transferred in an encrypted style. This paper presents a number of methods offered in
encryption algorithms for the transmission of data in an encrypted way (RSA, Blowfish,
Triple DES, AES). The application securely transmits data and third-party servers guess the
method of encryption. In [7], the authors propose that information about the location of a user
be protected to prevent violation of privacy. In semanticized information, a user's behavior
includes space and time data. The space and time factors for semantic information are taken
into consideration, and the b-diversity technique is proposed in order to prevent exposure to
sensitive user behavior. [8], discusses how the ambiguous server can transform publicly
available geographical data into a hidden personal region during user technicians to have a
privacy system for user location sharing. [9], offers enhanced security and privacy-preserving
location sharing using Bloom Filter to conceal sensitive data exchanges in the
communications of location sharing procedures. [10], shows that the new algorithm allows
users to accurately locale search services (LSSs) with high privacy protection and reduces
quality loss (QL).

3. Theoretical Background
3.1 RSA algorithm

The RSA algorithm is based on equations in which the real public/private key challenge is
generated. The secret keys are associated with high numbers and are used to multiply large
numbers. When users select small prime numbers, it can penetrate, or it will take a very long
time to select a large number. RSA is the most popular cryptography in asymmetric; a public
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RSA key is used to encrypt data so that only a private key can decrypt it. RSA can be
described briefly as follows [11, 12]:

1. Primesp, q.

2. Moduls = p*q, phi=(p —1) *(q —1).

3. Public key and private key are computed, such that private key = public key”™-1 mod(phi).
4. Moduls, e is a public key and the plaintext M is encrypted as C = Me mod modulus.

5. The private key d is required to decrypt the cipher text as M = C% mod modulus.

3.2 Tokens

The authorization token can be implemented via JWT. Each mobile device generates a
token that contains all the information for secret keys derived from a mobile device’s fixed
identifier such as the SIM Serial Number and IMEI. The JWT claim sends an SMS message
[13, 14]. The JWT consists of three structures separated by the dots (.) as in the following [15,
16]:
e Header: There are two parts in the header. The first part is the token type, such as HMAC,
and the second part is hashing algorithms such as SHA256.
e Payload: It is the second part of the token, which consists of a claim that contains the
token reserved. The claim is the statement about supplementary metadata and entities (usually
users). The JWT defines eight claims that can be included in a token as issuer (iss), subject
(sub), audience (aud), expiration time (exp), not before (nbf), issued at (iat), JWT ID (jti), and
type (typ).
e Signature: Created to take an encoded header that is used to verify if it is trusted or not.

4. Proposed Methods

The proposed model offers privacy and encryption of user location via two mobile
applications. The first application described for the user whose location is tracked is
registering personal information (name, username, password, email, and phone number) and
reading the mobile device’s fixed identifiers (IMEI number and SIM Serial Number). All
information is stored on an external server (server 1). After the user’s information registration
process is completed, the user enters the third-party information (name, phone number, and
email). The third-party is authorized personnel to access the user’s location. The application
generates a secret key according to the RSA Algorithm, the token created by JWT, and sends
it via SMS to a third-party. The location coordinates are encrypted by an RSA algorithm and
then stored on another external server (server 1). As illustrated in Figure 2, the location data,
password merged with the username, and current date and time were stored on another server
(server 2). The third-party is allowed access to the user’s location by token. The application
uses a token parser to obtain the user's encrypted location while the user sends the password
and username to the server. The third-party can decrypt the location data after receiving it
from the server. The results are displayed on the Google map. Figure 3 shows a basic system
that can be separated into three parts: Key Generation, Location Encryption/Decryption, and
Token Phase.
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Figure -2 Sequence Diagram that allows the location to be tracked.
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Figure 3: Sequence Diagram of third-party that allows Token parser to obtain user location.

4.1 Key Generation

The mobile device can encrypt (latitude and longitude) since the secret key is available to
the device. The device creates the (public and private) keys according to RSA algorithm rules
depending on the mobile device’s IMEI number and SIM serial number. The encryption and
decryption use different keys. The public key is used to encrypt the location data. This key
does not need to be kept and is derived from a unique IMEI number. The private key is used
to decrypt the location data. For security reasons, this key does not need to be kept. It can get
the private key when analyzing the received token from the person tracked. The public key
and private key were generated in Algorithm 1.
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Algorithm (1): Description of the generated secret key.

Input: IMEI, SSN;
Output: public key, private key, modulus;
Begin

Step 1: Get the IMEI number and SIM serial number for your smartphone.

Step 2: Convert type IMEI and SIM serial number from String into Biginteger.

Step 3: Choose two prime numbers: convert number for the IMEI and SIM serial number into
the prime number using the command nextProbablePrime ().

Step 4: Account multiply between subtracting one from IMEI prime (from step3) and subtract
one from SIM serial number prime (from step3), the result put in variable type Biglinteger
name Phi.

Step 5: Account multiply between IMEI prime (from step3) and SIM serial number prime
(from step3d), the result put in a variable type Biglnteger name modulus.

Step 6: Choose public key: public key equal SIM Serial Number prime (from step3).

Step 7: Private key computed by Inverse of Public Key.

End

4.2 Location Encryption/Decryption

The mobile application obtains the current position via a positioning technique such as a
GPS network or cellular network. After the application gets the user’s location (latitude and
longitude), the mobile device encrypts this result and sends it to the remote server. The server
cannot compute the encryption and decryption locations for the user’s location. This paradigm
protects and prevents the exposure of the user location. The user location encryption uses the
public key. The mobile device allowed to be tracked generates the public/private key as
indicated in the algorithm (1). The private key and modulus are sent to a third party. The
third-party uses the private key and modulus for data decryption. The following steps have
been taken to encrypt/decrypt at a user location by the RSA algorithm, as described in
Algorithm (2).

Algorithm (2): Description of the encryption/decryption.

Input: public key, private key, modulus, m represents user location (latitude or longitude)
type Double.

Output: cipher user location (E), plain text user location (D).

Begin

Step 1: Call an algorithm (1) that gets each from (public key, private key, modulus).

Step 2: Convert type m from Double into Biglinteger.

Step 3: Encryption m according to the equations m.modPow(publicKey, modulus) or (m
public key mod modulus), the result put in a variable name E.

Step 4: Decryption according to the equations E.modPow(priavteKey, modulus) or (E *
private key mod modulus), the result put in a variable name D.

End

4.3 Location Token phase

The token authentication allows third-parties to use their username, password, private
key, and modulus after the token analysis. The token has been created on the user’s mobile
device; the user can send a token by SMS to a third party; the third party can access the user’s
location on the remote server. The JWT is a representation of the claim format, which is
contained in the password+username, private key, and modulus parameters. That is using the
payload structure (setlssuer(password+username), setAudience(modulus) and
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setSubject(privateKey)), that will be used for a password with a username as an authentication
code with a remote server thus retrieved user location encryption. This code includes Java
syntax and consists of instructions which will be executed to create a token authentication:
compactiws = Jwts.builder()

. setlssuer (password+username.toString())

. setAudience (modulus.toString())

. setSubject (privateKey.toString())

. compact ();

5. Results

The experiment is introduced to provide the location privacy of each mobile device during
two applications for a mobile device. The applications are implemented with a written
program in the Java language on the Android Studio platform. The first application allows the
user to register user and third-party information. The login is a process automatically done by
an IMEI number through a technique that connects to a server (1) and identifies the name,
username, and password. Figure 4 represents the registration and login process. The user and
third-party information are stored on an external server (1); the server database has a MySQL
database, illustrated in Figure 5.

(b) (©)
Figure 4: Application interface (a) user information (b) third-party information (c) login
according to IMEI number
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Figure 5: MySQL database contains (user and third-party) information.

Actually, the user application completes the registration process immediately, generates
the secret key by the Algorithm (1), and therefore will get the public key, private key, and
modulus according to the RSA algorithm rules. Choose a real phone device that has the IMEI
number (359435058919189) and SIM serial number (8996405440003317062), the secret key
result illustrated in Table 1.

Table 1: Key generation according to IMEI and SIM Serial Number

Name Contain number

Prime IMEI 359535058919213

Prime SIM Serial Number 8996405440003317073
Modulus 3233623519388720626047914330623549

Public key 8996405440003317073

Private key 486122456754935784080520434084017

Each mobile device that generates the token has all the information for secret keys; the
token is derived from (password + username), modulus, and private key. The token can be
distributed by SMS message. A third party was allowed to track a mobile device’s location.
At any time, the tokens are revoked and newly configured by changing the user account
(username and password). The token is used when the third-party wants to access the remote
server (2). The token was parsed into components (password + username, private key, and
modulus). The application must verify (password + username) authorization for every HTTP
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transaction to fetch encrypt location data from the server (2), and the result is presented to
create a token according to the following paragraph (Token phase):
eyJhbGciOiJub25I1n0.eyJpc3MiOiJhbGkxMTFhbGkgbmFmYWEILCIhdWQIiOilzMj
MzNjIzZNTE5Mzg4NzIwNjI12MDQ30TEOMzMwNjIzNTQ5liwic3ViljoiNDg2MTIyND
U2NzUOOTM1NzgOMDgwNTIWNDMOMDgOMDE3InNO.

The application is allowed to track the user’s location on the mobile device. These application
processes are running in a background service using the Android service. Continue to update
current location data every 5 minutes and send encrypted location data according to
Algorithm (2) on the server (server 2). The application was implemented at 4:19 pm on 13"
July, 2018. The user's location (latitude = 33.2474611, longitude = 44.3624758) was obtained.
The results were encrypted as follows: Table 2, while Figure 6 indicates encrypted location
data on a remote server (server 2).

Table 2: Encryption of Location Data
Location Encryption

Latitude 2495612171684066113795008517790938

longitude 1275352528256259212590582905457369

The second application of the mobile device, after obtaining the token from the user and
allowing him to track the coordinates of his position, performed the token analysis by
(Jwts.parser()). The result (jwt.getBody()) was put into the matrix of the string type being
split on the basis of the comma. Getting three elements in the matrix, the first of the
password+username, the second of the modulus, and the three of the private keys. After the
query process for the location data according to the password+username of the server (2), the
location data is decrypted according to modulus and private key, after getting latitude and
longitude, and then represented in the Google maps as shown in Figure 7.

dateandtime tokenioc longit lat a o Tws

W oy Il s

T Y

£ 142620130013 und1iak nafan 275340101850

0000000 ovOoOUrCTOCLCUOUUODOUCTDTEUODURDRDUODRYLRDYO
1

TETETETX

Comcie o |

Figure 6: Stored Encryption Location data with date and time.
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Figure 7: Second application: (a) Interface of entering token and (b) Result for location
data.

6. Conclusions

The techniques used in this paper attempt to improve location privacy via a mobile
application by encrypting data on a remote server with an authentication token, achieving
mutual authentication on each mobile device, and enabling user concealment on all the
Android mobile phones with two remote servers. The low computational cost and the fact that
the user can change his username and password at any time by contacting the remote server
means that the application uses inexpensive symmetric keys derived from IMEI and SIM
serial numbers to encrypt data. In the future, the token content will be established between the
mobile device of the user and the remote server. Privacy can be used by two cryptographic
algorithms with a dual asymmetric key. It uses a different kind of server database
management system like Oracle/SQL Server to establish the more powerful main central
database.
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