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Abstract

Because of the rapid development and use of the Internet as a communication
media emerged to need a high level of security during data transmission and one of
these ways is "Steganography". This paper reviews the Least Signification Bit
steganography used for embedding text file with related image in gray-scale image.
As well as we discuss the bit plane which is divided into eight different images
when combination them we get the actual image. The findings of the research was
the stego-image is indistinguishable to the naked eye from the original cover image
when the value of bit less than four Thus we get to the goal is to cover up the
existence of a connection or hidden data. The Peak to Signal Noise Ratio(PSNR)
and Mean Square Error (MSE) value is calculated so that the quality of the cover
image before and after the data hiding is evaluated.

Keywords: Steganography, Least Significant bit embedding, Bit plane, Mean
Square Error, Peak Signal to Noise Ratio.

5y shall Asanl 81 cudl Al o alaieyl dajibal) sasmia Jailug £1is) duajlsd

2o cmmand phu [ cuad cpall plaaa s
LGl oy ¢ Adhall daalall ¢ Dle) S calal) clidlal) !
bl ety <l Analad) cpuslal) asle and”
iy
dle e (M dalall el Juai¥) Jilus lediay i) ASud aladinly aped) skl cay
Aaal J8Y Q)0 oda (papaiidiy L (phall oda (e daly’ Cilagleall clia) o 5 bl Ja @ ) e
Ladliey L WISy Laley ygem Jala 3 4y Alall 3 §ypm po oo il (el iy (53
Al 4dadl) 3yseall o dians Lt paall viad dilide Hpm Al o puidts (Ally Cull (g5ie
i (e 32yl Gaally Wi Sy Waaaxiall Lilugll (gl Al peall o) (& Gl W) Juags )
5 el e Gaagdl I Jeas s Aaggf e JB ) (s5in dadl (585 Ledie LaY) (D) 3)pea
ool gl ) 5)LaY) A gl ppe Janssia olidinl e iy 5f Jlai) asmy e Akl
LAY 2y 5 J8 Lgiaga il saneiall il cilile e ggind ) Alugall ysall 335

*Email: huda_irag81@yahoo.com
2188



Najeeb and Ali Journal of Science, 2017, Vol. 58, No.4B, pp: 2188-2199

1. Introduction

There are many ways which play an important role with regard to information security, including
the most common and well-known encryption method (Cryptography) which is change the basic data
in accordance with the particular method to become illegible.

Another art aims to hide the data completely is known as hiding of information (Steganography)
which is a method or technique to hide data within a digital medium , so as to hide the existence of any
contact or exchange of information into a cover media and is not aware of this contact only the persons
concerned [1].

The basic difference between encryption and steganography is that when you encrypt the
information, the third party can know that there is a contact between the two parties or two
destinations but he cannot understand the information because it is encrypted. In the case of hiding of
information (Steganography), the third party does not know that there is something hidden or that is a
contact between the two parties because it was used as an intermediary to hide this contact completely
[2].

2. Related Works

Over the past years, information security has become the focus of many researchers who are trying
to find new solutions, technologies and ideas that ensure the safe transfer of information through the
network, especially the Internet, without interference. As a result, there are many techniques and
methods currently used in information security. In this article we will highlight some ways to protect
information.Vijay kumar [3] proposed a new algorithm of steganographic which is based on logical
process for embedding MSB of secret image in to LSB of cover image which resulted in a significant
improvement with lower computational complexity. A.S.Mahdi et al. [4]. designed proposed system is
to hide image in image by using discrete cosine transformation method (DCT) and discrete wavelet
transformation method (DWT) and Least Significant Bit (LSB). The system will embed the (input)
secret image color inside a cover image color the secret image apply it discrete cosine transformation
method (DCT) and the cover image is decomposing into four parts (LL, LH, HL, HH) by using
discrete wavelet transformation method (DWT) and the secret image hidden in the part (HH) in
segment Least Significant Bit (LSB) of cover image, and produce (output) stego image. And uses the
stego key for extraction the data hidden (secret image) from stego cover through use the process
embedding inverse. Divya.E [5] presented hiding text message inside grayscale image using two
approaches which are : Particle Swarm Optimization algorithm (PSO) and Discrete Wavelet
Transform (DWT) . In the end, the researcher concluded that both these approaches gives excellent
peak-signal-to-noise-ratio. Nikita Sharma [6] proposed a new approach that combined Discrete
Wavelet Transform (DWT) Technique and RSA algorithm with Hash-LSB Technique for getting
image steganography. First the secret message be encrypted by RSA algorithm then embedded by
Discrete Wavelet Transform for obtaining cover image Which will be sent.Wejdan A. Amer [7] is
proposed an improved text hiding with the image that have a high confidentiality by implementing a
strong password method so as to ensure no change will be made in the pixel values of the cover image
after text hiding

Most of the offered works that are relevant to our research did not embed different types of data, it
was embedded either image or text message inside another image, but in this paper both of them are
successfully embedded inside a single image.

3. Steganographic System

The word steganography basically derived from a Greek word meaning "hidden writing".
Steganography includes four different types are: text files steganography, image steganography, video
steganography and audio steganography [8].

The structure of a steganography, as shown in Figure-1, composed of a cover image, secret data
and stego image. The cover can be a video, image or audio while the secret data can be an image, text
message, video or audio and resulting from the process of concealment is stego [5].
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Steganography
C .
over :> Technique Stego

Secret data

Figure 1-Steganographicsystem

4. Steganography Techniques

There are several techniques of steganography, the most common techniques will be explained as
below:

A. LSB (Least Significant bit embedding)

The grayscale images consist of number of values called pixels which are represented as 8-bit
binary strings (2° = 256) between 0 and 255 represent gradient gray values between black and white.
Secret data are hidden in the LSBs of the 8-bit binary strings; this method is called "LSB
steganography."[9]

The LSB is a simple and common method which used with steganography for embedding secret data
in to the least significant bits of the pixel values in a Cover image [8, 9].

Suppose the first eight pixels of the Cover image are:

11010010 00100111 11101001 11101000 10000001 01010111 11101001 01000011
11001000 01001010 10010111 11101001 00100110 00010101 00100110 00100111

After hiding the message "Hi" whose binary value is 01001000 01101001, by LSB the values of
these pixels become:

11010010 00100111 11101000 11101000 10000001 01010110 11101000 01000010
11001000 01001011 10010111 11101000 00100111 00010100 00100110 00100111
B. Bit Plane Slicing

Digitally, an image is represented in terms of pixels. These pixels can be expressed in bits. The
grayscale image contains eight bit binary value; hence an image can be sliced up into 8 bit planes
which give a sequence of binary images. In Figure-2 we can see that a grayscale image "mouse" is
considered as a combination of eight bit-planes where each bit-plane can be represented by a binary
matrix. Plane 1 contains the lowest order bit of all the pixels in the image. And plane 8 contains the
highest order bit of all the pixels in the image [10].

: Va4 . (i
Binary formats for 73 & 76 71— 1a i
Values are (8-bit representation) |1 s «ssust et e A T e
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Bit plane 1 Bit plane 2 Bit plane 3 Bit plane 4

Bit plane 6 Bit plane 7 Bit plane 8

Figure 2-Bit plane slicing of a grayscale image

C. Mean Square Error and Peak Signal to Noise Ratio

MES is the measurement of mean square error between cover image and stego image. Its value
should be minimization while PSNR used for measure the quality of stego image. Its value should be
high. Both of them are standard measurement used in steganography technique for the sake of test the
quality of the stego images. MSE is computed as follows: [11, 12]

MSE = —SRISMOXG)) - YARDIE (1)
Image X which is nxm monochrome with noisy approximation Y.
Where
2552

5. Proposed System Design

The proposed work is to combine two types of steganography (text files steganography and image
steganography) which is based on LSB and Bit plane to make image is not appeared what is inside it.
In this work we are first hiding text file with image related to it inside the grayscale cover image and
send the generation image is "Stego2". Then when the Stego2 image received, the text file with image
had been retrieved.
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Figure 3 -The flowchart of the Proposed Method
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A. Steganography model for embedding text file and Secret image inside Cover image.

Enter the
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for

A

J No smoking - Notepad l SRR X

|Fi|e Edit Format View Help

No smoking

in public areas
because it is harmful
to health.

+Calculate PSNR

Stego? and MES

Figure 4-Steganography model for embedding.

Procedure 1:( proposed steganography Procedure)

Input : Cover and Secret image , Bit plane and Text file.
Output : Stego2 image.

Step 1 :Convert the text file to ASCII values and Cover image to 8-bit stream.
Step 2 :Perform LSB operation on Cover image for each pixels until all the bits of text file embedded.

Step 3 : Create Stegol image.

Step 4 : Covert Secret image to binary image.
Step 5 :Get the bit plane to hide the Secret image in. The lowest bit is numbered 2, and the highest

allowable bit plane is 8. Then perform LSB operation on Stegol image for each 8-bit stream
until all the bits of Secret image embedded.

Step 6: Convert the result to decimal value that will generate stego2 image.

Step 7 :Calculate MSE and PSNR between Cover and Stego2 image.

2193



Najeeb and Ali Journal of Science, 2017, Vol. 58, No.4B, pp: 2188-2199

B. Steganography model for retrieving original text file and Secret image from Stego2 image
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Figure 5-Steganography model for retrieving

Procedure 2: (Multimedia Extraction Procedure)

Input : Stego2 image.
Output : Text file and Secret image.

Step 1: Read Stego2 image then convert it to 8-bit stream.
Step2 :Perform LSB operation on Stego2 image and retrieve bits of text file from Bit "1" as well
as retrieve Secret image by using the same bit plane which the Secret image is hidden in.
Step3 :Convert the result to decimal value for getting Secret image and to character for getting text
file.
Step4 :Write original hidden text file and Secret image.

6. Experimental Results
6. Results

This model has implemented in MATLAB 2013a using LSB Steganography technique. We used
TIF images as Cover image and JPG images as Secret image to get TIF images which represent Stego
image.
6.1. Embed secret data

The text file "Parking. TXT" have been hidden inside grayscale image "Socha .TIF" which is
became "Cover image". This text have been embedded in Bit "1" by using Steganography1l algorithm
and create” Stegol.TIF", then hide "Bus .JPG" which is "Secret image" inside Stegol image by using
Steganography?2 algorithm, here we must determine the value of Bit plane to hide the Secret image in
which is from 2 to 8.In the end it will create a final image "Stego2.TIF" that will send and calculate
both of MES and PSNR to know the quality of image sent"Stego2"by compared it with the original
image "Cover image".
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J Parking - Notepad o / \

File Edit Format View Help
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Figure 6-Text file and Secret image which they will be hidden.
Bit plane 1 Bit plane 2 Bit plane 3 Bit plane 4

Bit plane 6 Bit plane 8
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Figure 8- Steganography1l algorithm shows cover image with its histogram and Stegol image with its
histogram where text file was been hidden in
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Figure 11-Steganography?2 algorithmshowsStego2 image with its histogram where text file and Secret
image were been hidden in, where shows all possibilities of Stego2 image when the value of Bit plane

from 2 to 8.
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Table 1: shows the results of MSE and PSNR obtained for different between Cover image andStego?2

image
"bich will be ide in MSE e
2 2.2756 445599
3 7.5534 39.3494
4 34.585 32.742
5 109.81 27.7242
6 425.32 21.8436
7 1578.7 16.123
8 9668.1 8.2774

6.2. Retrieve secret data

The hidden data can be retrieved easily from the received image "Stego2". By using Steganography
algorithm, "Original_Parking. TXT" has been retrieved from Bit "1" and retrieved Secret image from
the same Bit plane which was entered in the Embed secret data part.

Stego2 with bit 2

When the value of
Bit plane that
entered is 2

When the value of
Bit plane that
entered is 3

When the value of
Bit plane that
entered is 4

oL

j Criginal_Parking - Notepad

[ File Edit Format View Help
Attention... )
here station parking

4 [ | 3

j Criginal_Parking - Notepad

|F\Ie Edit Format View Help
Attention... )
here station parking

4 [ | 3

j Criginal_Parking - Notepad

Retrieved Secret Image

[ File Edit Format View Help
Attention... _
here station parking
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@

Figure 12- Steganographyl algorlthm shows retrieved text file and Secret |mage from all possibilities
of Stego2 image when entered value of Bit plane from 2 to 8.

7. Conclusion.

Steganography is the art of writing hidden messages which have four types. But often it is using
only one type of steganographic techniques. So in this proposed work combined two types of it. Inside
image we embedded file text and related image in by using bit plane where Sometimes called "LSB
Watermarking".

This work is implemented successfully when we used JPG and TIF images with various sizes
where file text embedded in bit 1 and the Secret image embedded in any bit from 2 to 8, but when the
values of bit equal 4 or more may allow the presence of a Secret image be noticeable in the Stego2
image and MSE become bigger while PNSR become smaller, therefore there is really no reason to use
any other bit plane than the lowest bit. Finally we conclude that proposed approach gives good quality
of Stego2 image when the Secret image hides in bit 2 or 3.
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