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Abstract

In the last decade, 3D models gained interest in many applications, such as
games, the medical field, and manufacture. It is necessary to protect these models
from unauthorized copying, distribution, and editing. Digital watermarking is the
best way to solve this problem. This paper introduces a robust watermarking method
by embedding the watermark in the low-frequency domain, then selecting the
coarsest level for embedding the watermark based on the strength factor. The
invisibility of the watermark for the proposed algorithm is tested by using different
measurements, such as HD and PSNR. The robustness was tested by using different
types of attacks; the correlation coefficient was applied for the evaluation of the
extracted watermark. From the results, it is clear that the proposed algorithm
achieved good invisibility and robustness against the geometrical attack and the
added noise.

Keywords: 3D watermarking, frequency domain, wavelet, 3D model.
A gall Jagad aladiialy slagy) 450 o Mailly dilal) dadlad) sldAl
Al aaa e
Gyl ealany daela el Ay )
Ll
Slaally ¢ Gl e cliadail) e yaad) & 2l AN & 3l alaia¥) ol ¢ oualall Saall 8
daad)l dalall Adlad) . piailly anysilly Gl (e Lilen Gy ol (e el Cums ¢ gaieailly ¢ bl
D o 25l A Ao Ayl i & il 13a 8 L AKE o3 Jal Jead) Al e
LAl A el Aipid SV (ggiall a5 & e algll 23l Jlae b &Sl Al e
sl dale e 2l
& iy PSNR 5 HD (e dibide bl alasiuly dagiall duayylall alall i) axe lodl
sl A0 A auil Lo )Y Jelee aladiuly clangll (pe Adlide lsil alasiols sl lasl
gl agagll am Aigds Al are Al e B ) Aagal dueplal) s dadll o
-sliaguall dilal
1. Introduction
Image, audio, and video are types of multimedia that have been focused on by extensive
research during the last decade. The 3D mesh models are very important in the fields of

virtual reality, Computer-Aided Design (CAD), games, and medical applications. Therefore,
there has been a growing need to protect these models for copyright purposes. Watermarking

*Email: muna_majeed@yahoo.com
4999



Laftah Iragi Journal of Science, 2021, Vol. 62, No. 12, pp: 4999-5007

is an effective method to achieve this protection. The digital watermark should achieve
imperceptibility, robustness, and capacity [1-3].

The watermark should be robust against different attack types, such as compression, addition
of noise, and geometrical transformation. Blind and not blind watermarking are the main two
types of watermarks, depending on the need for the 3D mesh to retrieve the original
watermark [4-6].

The embedding process can be divided into a spatial domain and a frequency domain. In the
spatial domain, the embedding is applied by changing the original 3D mesh directly. It is easy
to implement but not robust to some types of attack. In the transform domain, the 3D model is
converted to transform domains, as performed by the Discrete Wavelet Transform (DWT) and
Discrete Cosine Transform (DCT). The watermark is embedded by changing the coefficients
of the 3D mesh transform model [7-9].

Many different types of 3D file formats are found. The most popular formats are “.OBJ” and
“.OFF”. The structure of the 3D model includes vertices, faces, and edges. Each vertex
contains three coordinates (X, Y, and Z) [10, 11]. Figure 1 shows a block diagram of the
embedding and extracting modules of the watermarking scheme.
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Figure 1- A block diagram for the 3D general watermarking scheme [12]

2. Related Works

Many related works have introduced watermarking in the 3D model.

A 3D watermarking, using saliency and wavelet transform, was introduced by changing the
coefficients based on quantifying index modulation [13]. The results revealed good
robustness against some types of attacks and imperceptibility. Multiresolution was
implemented for a 3D semi-regular mesh, producing a sequence of approximation meshes and
coefficients of wavelet. Then, the saliency was computed by applying 1% level wavelet
decomposition and salient points were extracted.

A 3D watermarking using frequency domain was proposed [4]. The region selected for
embedding the watermark in the 3D model was robust, with the embedding being applied in
the low frequency domain of the wavelet transform.

The pixels of the image were normalized and had a range of 0-255. Then, the wavelet
transform algorithm was used to convert the 2D image to the image in the frequency domain,
using a wavelet transform.
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Another study proposed a 3D mesh watermarking for the triangle and the semi-regular mesh,
according to the bit value. The watermark was embedded by changing the coefficients of
wavelet [14].

Wavelet transform was applied to the original 3D mesh after a uniform scaling. The
embedding process was performed by modifying the wavelet coefficients according to the bit
to be inserted. Various attacks were used to test the algorithm’s robustness, like translation,
scaling, and rotation.

3. 3D Multiresolution

In the wavelet transform, the multiresolution is composed of the signal at different levels,
which is considered a powerful tool that is widely used in the literature.

The wavelet transform is used to decompose a polygonal model and display it at several
resolutions. A low-resolution portion and a detailed part are created from the high-resolution
polygons. The detailed portions are represented by wavelet coefficient vectors, one for each
resolution level, whereas the coarse model is represented by the low resolution component.
Different levels of frequency are produced, from the low resolution level (coarse) to medium
and high resolution (detailed). The main reason for using multiresolution in 3D watermarking
is the high robustness against attacks, especially when embedding the watermark in the
coarsest level.

Figure 2 shows the multi-level decomposition of wavelet for a 3D mesh “Bunny model” [15].

Figure 2- The Bunny mesh wavelet decomposition: (a) dense mesh; (b) first level wavelet
decomposition; (c) second level wavelet decompositions; (d) Bunny representation of the
coarsest mesh level.

4. The Proposed System

In this paper, a non-blind 3D model watermarking method dependent on 3D multiresolution
analysis was introduced. The main idea of wavelet transform to 3D mesh is to decompose it
into level resolution until it reaches the coarsest level of mesh. Decomposition of semi-regular
triangle meshes is achieved by subdividing the surface and combining all the four triangles
into one triangle, as shown in Figure 2.

In the proposed method, low- resolution is chosen for the embedding process by modifying
the coefficients of the wavelet transform. The visible strength factor is used to control the
imperceptibility of watermark chosen from experiments. The watermark is a text that is firstly
converted to a binary stream before embedding.

The formula for altering the coefficients and embedding process is as follows:
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C =C+ a*bin (1)

where o is the strength factor, “bin” is the binary string of watermark, C is the coefficient of
the wavelet transform, and C’ is the new wavelet transform coefficient. Figure 3 describes the
block diagram for the main stages of the proposed algorithm. The following are the main
steps of the 3D watermark embedding algorithm .

3D model watermark embedding algorithm
Input: 3D model, watermark.
Output: 3D watermarking model.
Stepl: Read 3D model.
Step2: Convert to a triangle mesh.
Step3: Load watermark (text).
Step4: Convert the watermark to a binary string.
Step5: Apply wavelet transform for the triangle mesh by subdividing the surface until it
reaches the coarsest level.
Step6: For each bit in the binary string do
Step7: Perform the formula (1) which modifies the coefficients for low level of mesh wavelet
transform.
Step8: End For
Stpe9: Display the watermarked model.
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Figure 3- The 3D embedding proposed algorithm block diagram
For the extraction of the watermark from the 3D watermarked model, the same steps of the
proposed embedding process are performed, but in the reverse order. Because the proposed
method is not blind so that the wavelet coefficient for the original and the watermarked
models are needed to extract the embedded binary stream, as in the following formula (2).

bin =C —C/a (2)
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5. Experimental Results

To evaluate the proposed method, different semi-regular mesh models are used. These include
Bunny (34835, 69473), David-head (23889, 47280), and Pips (428,768), where the first value
in the bracket represents the vertices number and the second is faces number.

Table 1 shows the original model and the watermarked model, i.e. after embedding the
watermark, where the strength factor is (0.001) and the watermark is ‘Copyright Protection’.

Table 1- The original model and the watermarked model after embedding the watermark
Model name Original model Watermarked model

D >

Bunny model

David-head model

David-head model

Hausdorff Distance (HD) and Peak Signal to Noise Ratio (PSNR) were used as
measurements to test the imperceptibility of the proposed method.
HD is one of the important metric tools used to measure the similarity between two sets of
points representing two objects. HD is the maximum distance of a points in one set to the
closed point in the another set [16, 17]. The purpose is to reduce the HD value between the
original 3D mesh and 3D watermarked mesh to zero, as given in equation (3).

HD(A, B) = max,ea{minpep{d(a, b)}} ©)
where A is the original mesh, B is the watermarked mesh, and d(a, b) is the Euclidean
distance from a to b in the 3D space [18].

The PSNR is another measurement to find the effect of adding a watermark to an object,
embedding the watermark, and modifying the object shape by changing the vertices values.
The PSNR can be calculated using equation (4) [19, 20].

PSNR = 10log10(MSE) (4)
To measure the imperceptibility of the watermarked model, the Mean Square Error (MSE)
metric was used and computed as in equation (5) [21].

MSE = 1/m (51, —L ) (5)

(vi—v{)

where v; is the original 3D mesh vertex, v;’ is the 3D watermarked mesh vertex, and m is the
vertices number in the model [22-24].
Table 2 shows the values of PSNR and HD for the watermarked 3D mesh model.
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Table 2-PSNR and HD values for the watermarked 3D mesh model

Model name PSNR HD
39.95
David-head 00.002
Pips 36.78 0.0125
Bunny 40.12 0.0002

Figure 4 elucidates a histogram for the original and the watermarked models for the bunny 3D
model. The distribution of vertices for (X, y, z) are shown. It is clear that there is no noticeable
change in the vertices’ locations before and after the embedding process.
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Figure 4- A histogram for the original model and the watermarked model after embedding the
watermark

The main objective of the proposed algorithm is not only to embed a watermark in
the 3D model, but the watermark must also be robust against attacks. Hence, to evaluate the
robustness of the proposed algorithm, different types of attacks were applied to the 3D
watermark model. These included the geometry transformation attacks (Rotation, Scaling, and
Translation) and the adding noise attacks.

The correlation factor (CF) was used as a measure for the distortion in the watermark. If its
value is close to 1, this means that the watermark’s retrieval after the attack is good [25, 26].

Tisy (Wi -w ) wi=w)

SN (wi-w]) N )2
where w/ and w represent the mean values of the bit sequence w; for the recovered
watermark and bit sequence w; for the embedded watermark, respectively. This correlation
value determines the similarity between two matrices and ranges between —1 and +1.
The geometric attacks were used to evaluate the proposed algorithms. Rotation is the process
of rotating a 3D mesh in different directions with a specific angle, while scaling is modifying
the vertices size values of a 3D object. Translation implies the process of moving a 3D mesh
toward a specific direction. Figure 5 shows the Bunny model with the different geometrical
attacks.

CF =

(6)
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Figure 5- Watermarked Bunny Model with Transformation Attack

Adding noise is achieved by changing the location values of vertices for the mesh. Noise may
be introduced either maliciously (intentionally) to destroy the watermark or not maliciously,

i.e. from signal processing. Figure 6 shows the effects of adding noise to every vertex in the
3D watermarked models, with a noise level equal to 0.001.

(a) VWatermarked model

( b) Noise model
Figure 6- Adding noise to watermarked models
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Tables (3) shows the results of CF for the 3D watermark model recovered after applying the
geometrical attack and noise addition attack, with different levels of noise. From the results,
we conclude that the watermark was extracted correctly from the 3D watermarked model
following the applied attacks, without loss in the watermark.

Tables 3- The results of (CF) after applying attacksfor 3D watermarked model

Model name Translation Scaling Rotation Noise
0.01 | 0.001 | 0.0001
David-head 1 1 1 1 1 1
Pips 1 1 1 1
Bunny 1 1 1 1

6. Conclusions

In this paper, we presented a new watermarking algorithm for 3D meshes in the frequency
domain. Our algorithm converted the original mesh into a 3D multiresolution by applying
wavelet transforms for the semi-regular mesh. Each wavelet coefficient in the coarsest level
was changed due to embedding and extracting the watermark based on the strength factor.

The results presented show clearly that our algorithm has good performance in terms of
visibility and robustness. The watermarked model retrieves correctly with no error when
various attacks (noise addition, translation, rotation, and uniform scaling) are applied.
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