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Abstract  
      Currently, medical images represent basis of clinical diagnosis and source of 

telehealth and teleconsultation processes. Exchange of these images can be subject 

to several challenges, such as transmission bandwidth scarcity, time delivery, fraud, 

tampering, modifying, privacy, and more. This paper will introduce an algorithm 

consisting of a combination of compression and encryption techniques to meet such 

challenges in medical images field. First, compression is done by applying the 

Adaptive Arithmetic Coding (AAC) technique and controllable frequency 

quantization process in Discrete Wavelet Transform. After that, encryption process 

is applied using RSA and SHA-256 algorithms to encrypt the compressed file and to 

create digital signature. Performance analysis has shown that the algorithm can 

produce high compression ratio with good image quality, whereas range of PSNR 

near 45 dB and SIM is 0.88 as average values. For the security analysis, we have 

adopted data encryption and digital signature to guarantee the main data security 

services including integrity, authentication, and confidentiality, making the 

algorithm secure against passive or active attacks. 

  

Keywords: Compression, Encryption, Medical Image, RSA, PSNR, Quantization, 

Arithmetic Coding, DWT. 
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 الخلاصة:
الرييوا اليةييية تسثييس الاسيياش فييا التذييخيص الدييرفر   مرييدا م ييم فييا اصييتحح فييا الوقييح الحا يير        

خيييدمات الرةايييية الريييحية ةيييا بعيييد  الاستذيييااات ةيييا بعيييد  يسويييا أي يخزييي  تتييياد  تمييي  الريييوا لمعد يييد ميييا 
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السزغوط  إلذاء التوقي  الرقسا  أظ ر تحمرس الأداء أي الخوااةمية يسوا أي تشت  لدتة  غش ةاليية مي   يودة 
كقيييم متوسييية  لتحمرييس  00 8هييو  SIMةس   ديديير 54بييالقرب مييا  PSNRصييواة  رييدة   فييا  ييرا أي لييياق 

الأميياي   اةتسييدلا تذييجرر الةيالييات  التوقييي  الرقسييا لزييساي خييدمات أميياي الةيالييات الرنيدييية بسييا فييا ،ليي   ييساي 
 الخروصية  السرادقة  الدرفة   مسا يجعس الخوااةمية آمشة  د ال جسات الخاممة  الشذية 

 

 

1 INTRODUCTION 
The tremendous growth of ICT releases a wide range of applications in E-health like 

teleconsultation, tele-diagnosis, tele-radiology, etc. At the present time medical images may 

be stored locally for archive purposes or be shared for teleconsultation and tele-diagnosis 

purposes. Nevertheless, local storage structures cannot ensure the scalable storage abilities 

especially with massive number of medical images produced every day. For that problem, 

cloud storage can be adopted to offer scalable storage area with online data access. But keep 

in mind, huge cloud storage spaces should be purchased from providers. Away from that, data 

storage in remote cloud systems leads to many security issues. Healthcare organizations may 

anxiety data is vulnerable when sharing or storing it remotely. However, various security 

services such as confidentiality, privacy, integrity, authentication, and control access are 

required to be satisfied in cloud-based infrastructures [1] [2]. On the other side, the large size 

of medical images requires to be minimized before transmission or storage it. Data 

compression algorithms can use here to generate the output data with a smaller size [3]. Data 

compression techniques broadly are divided into two categories, lossless and lossy 

compression. first is a data compression technique that doesn’t eliminate any information 

from input data, while lossy techniques eliminate some of information from input data [4]. A 

higher compression ratio can be generated through using lossy compression methods without 

seeing destruction in source image data [5]. Using lossy compression techniques may create 

mistrust by many doctors or consultants where image information loss may cause loss of ROI 

or diagnostic areas. Even though lossy compression provides attractive quality but it may add 

medically undesirable objects into image. On the other hand, using lossless techniques will 

satisfy high quality but does not ensure a high compression ratio [6]. However, these 

problems lead to urgent need for an effective solution to meet possibility of data transmission 

with acceptable access time and sufficient security services. The solution to these problems 

can be achieved through combining data compression and encryption techniques. Through 

these techniques we will reduce size of data before transmission it and enhance its security in 

transmission and remote storage. In this regard, in this paper we will begin from the following 

question: How can we develop an algorithm to verify medical image security to ensure a high 

compression ratio while preserving good images quality? To achieve that we propose an 

integration of compression and encryption schemes. For compression scheme, Adaptive 

Arithmetic Coding (AAC) technique incorporated with adaptive quantization process in the 

discrete wavelet domain (DWT) will be used. First, the medical image will be compressed 

through applying DWT then quantization and AAC are applied. The quantization factors can 

be changed until reach the acceptable compression ratio and image quality. This allows the 

algorithm to be more flexible and adaptive. For encryption purpose, we used RSA and SHA-

256 algorithms for encrypting data and creating a digital signature. After the compression 

process, security process will begin through creating a digital signature of compressed file and 

then secure it using sender’s secret key. After that, the compressed file with digital signature 

will be secure again using receiver’s public key. Here digital signature will verify the 

authenticity of both the data contents and its origin. As a result, the encryption of compete file 

will ensure the data will be secure in the transmission from both passive and active attacks. 

The paper details can be summarized as: Section 2 contains related works. Section 3 will 

detail contain literature used here. In section 4, proposed algorithm is presented. Also, section 
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5 will include experimental evaluation and security analyses. Finally, conclusions will be 

presented in sect. 6. 

Literature Review 

Transmission and sharing of medical images is a daily routine so, it is vital to find an efficient 

way to share them securely. This encourages researchers to make a huge effort for this 

purpose. The aim was to satisfy transmission bandwidth utilization with security approval. So, 

the authors were working to combine compression and encryption techniques in a single 

scheme. Three views for combining these techniques have been claimed: first compression 

tracked by encryption, second view starts with encryption, then compression, and finally, 

cooperative compression-encryption is suggested. 

Encryption-Compression (E-C) Methods 

These approaches start by encrypting images then compressing them. As general speaking, 

these schemes will take an extended processing time because data will be encrypted with 

redundant data that later may be eliminated in the compressing stage. This will provide an 

additional burden on processing time. However, in [7], they suggested compression of 

secured images using resolution progressive compression (RPC). DES algorithm tracked by 

Huffman coding and arithmetic coding. As a result, scheme was introduced an acceptable 

compression ratio, but data authentication and ownership are not guaranteed. In [8], they used 

3D-AES and RSA cryptographic techniques for data encryption, with Shanon Fano is used as 

a lossless compression method. This scheme was provided a high level of data security and 

confidentiality. In [9], they suggested a joint scheme of symmetric encryption using random 

permutation algorithm and Haar and Daubechies wavelet lossy compression techniques. It 

ensured high security and compression ratio, but may cause something damage in the original 

image. In [10], they proposed the combination RSA and SPIHT methods as encryption and 

compression techniques. They concluded the usage of RSA would ensure high security with 

less processing time as compared with AES and 3D-AES algorithms. In [11], they used DWT, 

Singular Value Decomposition (SVD), and Huffman coding for medical image compression 

and encryption purpose. In [12], the researcher proposed partial image encryption and 

compression that takes on chaotic 3D combined with an adaptive thresholding method that is 

considered a lossy scheme. Here, least significant parts are lossy compressed by using a 

simple thresholding rule and arithmetic coding. The compression and security investigation 

demonstrates high-security levels for images in real time uses. However, according to [13] 

and [14], this scheme is not being better, and this back to two reasons: the processing time 

consumed in the redundant data encryption and second due to an attacker can access the 

original data due to more hints. In [15], data are encrypted through combination of RSA, 

Steganography and Huffman coding with DWT. They have ensured the algorithm efficiency 

through different metrics such as compression ratio, PSNR, SSIM, and compression saving. 

However, the algorithm lacks to authentication verification. 

Compression-Encryption (C-E) Methods 

These methods can minimize data size before encrypting it to ensure a lesser amount of 

processing time. In [16], they used DWT for image compression, and then DES encrypts the 

compressed images. They were intended to allow delivery of medical images in an efficiently 

and securely manner. Unfortunately, because DES, it is relatively slow to satisfy real-time 

constraint. In [17], they based on DWT as an image encryption method through encrypting 

the DWT coefficients then scrambling them by adjusting chaos sequence. In [18], the authors 

created a medical image encryption scheme using 2-D DWT and chaos transform. The image 

is DWTed then, low and high frequencies are scrambled by chaos transform. In [19], they 

suggested an algorithm for image compression-encryption using multilevel wavelet 

transform; then thresholding is practiced as a final step in the compression scheme. Security is 

achieved through decomposing the compressed image through 2-D DWT and scrambling 
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them. Joined lossy and lossless algorithms with DCT, quantization, and Huffman coding to 

get a high compression ratio, then followed by asymmetric security algorithm (SHA1) for 

data encrypting purposes is suggested in [20]. In [21], they suggested use of adaptive 

compression to get an adequate compression rate. The suggested method can reduce data size 

through analyzing frequencies frequently and holding them in a tabular form. They used 

Milline transform approach for data security. In [22], a medical image compression-

encryption system through compressive sensing, RSA, and SHA-256 is suggested. In [23], 

they suggested an algorithm for patient data security through using a combination of Hyper 

Chaotic-LZW and DWT-SVD for data compression and security. However, according to [5], 

[24] and [23], C-E methods will decrease data duplication which is vulnerable to cryptanalytic 

exploiting. So that the compression process can accelerate the encryption process; on the 

other side, the decryption method will provide corresponding plaintexts. Moreover, firstly 

compression can decrease efficiency of some attacks; brute force may take extended time 

[25]. 

Hybrid Compression-Encryption 

These methods are based on joining a compression and encryption, or vice versa. This joint is 

not operated in sequence order. This model is predictable to merge tremendous properties of 

lossy and lossless methods and to equalize the weakness of symmetric and asymmetric 

cryptosystems, mainly the complexity and execution time are the main drawbacks of this 

approach [26-30]. However, from the previous studies, we develop an algorithm with 

following contributions. 

1. The algorithm based on asymmetric key instead of symmetric encryption that has 

major disadvantage in distribution of secret key and takes longer processing time. 

2. The algorithm enhances data integrity and authenticity using digital signature. 

3. The compression algorithm is followed by an encryption process that allows to 

operating the algorithm as lossy or lossless without affecting decryption process. 

4. The compression algorithm is adaptive through using AAC and adjustable 

quantization. 

5. The control of DC values in DWT without compressing and quantizing ensures good 

image quality. 

Research Methodology 

Discrete Wavelet Transform (DWT) 

DWT is mainly suitable for non-stationary signals analysis, image processing as an example. 

DWT decomposes image signal into four bands at different frequencies named low-frequency 

band (LL1), horizontal detail band (HL1), vertical detail band (LH1), and diagonal detail band 

(HH1). Moreover, LL1 can be DWTed again to provide another four sub-bands called LL2, 

HL2, LH2, and HH2. The LL band contains main features of image so that any modification 

here may be observable. The other three bands contain high frequencies that describe 

marginal information like edges and textures. Figure 1 illustrates a 2-DWT of MRI image 

[31]. Here, we will decompose medical image using 2-DWT. Because of the human visual 

system (HVS) is further sensitive to low frequencies (LL bands), high level bands of the 1-D 

DWT will be ignored where it has less sensitivity affect [32].  
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Figure 1-2-level DWT decomposition. 

Adaptive Arithmetic Coding 

As others entropy encoding schemes, arithmetic coding is created for lossless data 

compression. It is centered on assigning the least number of bits to most frequently used 

symbols, whereas most bits are assigned to most infrequently symbols [33]. There are two 

methods for data compression in arithmetic coding, static and adaptive method. In static 

method, symbols probability is computed through a large number of experimental data and 

high compression ratio is achieved.  Meanwhile, symbols probability distributions may differ 

in each sequence, so compression efficiency is not greatest in static scheme. Moreover, the 

symbols probabilities table requires adding to the compressed file, which may cause a minor 

reduction in the compression efficiency [34]. To solve these weaknesses, an adaptive 

arithmetic coding technique is used that updates symbols’ probability continuously while 

processing data. Thus, the probability distributions aren’t transmitted to the AAC decoder.  

Adaptive Quantization  

Human Vision System (HVS) is proper at distinguishing slight variances in brightness over a 

quite large area, but it doesn’t so respectable at differentiating particular strength of variance 

in high-frequency brightness areas [35]. This will allow decreasing amount of information by 

reducing high frequencies. This can be done just through applying quantization process by 

dividing each coefficient in frequency domain by a constant, then rounding to the nearest 

integer [21]. Quantization is applied to control compression quality through excluding some 

information of data that has been compressed. The excluded information is information that is 

considered to be at least important to HVS [36]. The formula of frequency quantization 

defined in Eq. (1). The inverse quantization can be calculated using equation (2) to restoring 

the coefficients to their original form. The formula of inverse quantization  

             
         

                   
                                                             

 

                                                                     (2) 

 

Here quantization process is done on DWT sub-bands coefficients to minimize number of bits 

required to represent them. The output is a sequence of integer numbers that have to be set 

bit-by-bit. The quantization factors according to different bands are selecting to control 

quality of compressed image. For high compression ratio, large quantization factor is needed 

but this will produce lossy compression and cause to degrade image quality. If a lesser 

quantization value is selected, compression will be lossless. To maintain image quality, 

coefficients of LL2 sub-band need a smaller quantization value than coefficients of LH, HL, 

and HH bands.  

Cryptographic Hash Function 

A hash algorithm results in a fixed-size value called hash digest for any variable-length data 

as input. Any alteration that occurred for any segment (even one bit) in data will result in a 

different digest value; this will use to verify data integrity [5]. It must be a one-way function: 
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for any data D, basically, it is difficult to extract a message M such that H (M) =D. As well, it 

should be collision-free such that for any different data blocks A and B, there are different 

hash values H (A) ≠ H(B) [37]. Here, SHA-3 is utilized that can result in 256-bits digest.  

RSA Encryption Algorithm 

RSA is an asymmetric cryptographic scheme that requires two keys: private and public keys 

[5]. Data security is based on keys used, where strong keys make decryption process more 

difficult. It is not necessary for public key to be secret; on the other hand, private key should 

be secure so encrypted data can’t be decrypted [17]. Here, we will use RSA algorithm for 

medical image encryption and digital signature creation to validate confidentiality, integrity, 

and origin authentication [38], [2]. RSA cryptosystem can be shortened in the following steps, 

where, c-cipher text, m–message [5]. 

1. Choose two prime numbers x and y, where x ≠ y. 

2. Compute n = x × y.  

3. Compute φ (n) = (x -1) × (y -1). 

4. Choose integer e such that gcd (e, φ (n)) =1 such that 1 < e <φ (n). 

5. Compute private key, d = e
-1 

mod φ(n)). 

6. Public key = {e, n}. 

7. Private key = {d, n}. 

8. Encryption: c = m
e
 mod n. 

9. Decryption: m = c
d
 mod n. 

Performance Evaluation Metrics 

Data compression ratio 

Data compression ratio is used to measure data size reduction made by a data compression 

method [12]. As shown in equation (3), compression ratio is the ratio between uncompressed 

and compressed data size. 

 

    
                         

                    
                                            (3) 

Data-rate saving 

Data rate saving means the reduction in data-rate in relative to uncompressed data rate [9]. Eq. 

(4) shows how data rate saving can be calculated. 

         
                    

                     
                               (4) 

Peak signal-to-noise ratio (PSNR) 

PSNR is the relation between maximum possible power of signal and noise power that affects 

its quality [12]. The higher value of PSNR means better compression that results in higher 

matching between compressed and uncompressed image [4]. PSNR is computed using mean 

squared error (MSE) as shown in Eq. (6). Given m × n image I and its reconstructed one K, 

MSE is:  

     
 

  
∑  

   

   

∑        

   

   

                                      

               (
    

   
)                                           (6) 

where MAX is the maximum pixel value in the image.  

Structural Similarity (SSIM)  

SSIM computes similarity between two images through attempt to measure change in 

luminance, contrast, and structure of digital image. Its results more consistent with human 

perception than PSNR [30]. As long as SSIM value is nearest to 1, reconstructed image is 

exactly similar to original image [8]. The SSIM metric can be computed between the original 

image x and reconstructed image y by Eq. (7): 
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where µx is mean of x, µy is mean of y, σ
2
x is variance of x, σ

2
y is variance of y, and σxy is 

covariance of x and y. 

4. MEDICAL IMAGES COMPRESSION-ENCRYPTION ALGORITHM 

The proposed algorithm takes advantage of the AAC algorithm and the quantization technique 

which makes it more flexible and efficient to compress medical image that typically have 

large redundant data. Moreover, DWT itself provides additional compression to data. This 

makes ability to preserve image quality with high compression ratio the main feature of the 

suggested system. Also, because of possibility of transfer of medical images and their share 

between doctors, we took into consideration security of images over the Internet or in cloud 

storage; we made an algorithm based on method of RSA and SHA-256 algorithms. Figure 2 

illustrates suggested compression-encryption algorithm. 

 
Figure 2-Compression-Encryption Algorithm. 

 

4.1   Compression Process 

The compression process benefits from frequency transformation, quantization process, and 

then the AAC technique to provide high compression ratio. It consists of the following steps: 

INPUT: M × N uncompressed medical image, Quantization Factors (Qf1, Qf2),  

OUTPUT: Medical Compressed Image File 

Step 1: Load the Medical image to the algorithm as input image and determine the 

quantization factors.  

Step 2: Convert the image color space from RGB to YCbCr 

Step 3: Apply two levels DWT. This step produces 7-levels (LL2, HL1, LH1, HL1, HH1, 

HL2, LH2, HH2)  

Step 4: Eliminate high-frequency components of first level (LH1, HL1, HH1) 

Step 5: Quantizing the high-frequency levels of 2-DWT (LH2, HL2, HH2) by dividing 

coefficients by Qf2. 

Step 6: Apply AAC on each quantized Sub-band (HL2, LH2, and HH2) 

Step 7: Spilt LL2 sub-band into 8×8 blocks, 

(7) 
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Step 8: Repeat for each 8×8 block 

 Quantize the coefficients of each block (Divide each block by a Factor 1) 

 All DC-values of each 8×8 block are stored in a new array called: DC-Values. This array 

will add in the header of compressed file. 

 Other 63 coefficients from each 8×8 block are stored in one-dimensional vector. 

Step 9: Concatenate all 8×8 blocks in one n×8×8 vector where n is the number of blocks. 

Step 10: Compress the final vector values using AAC. 

Step 11: Store the complete data in one file that will include quantization factors, LH2, HL2, 

HH2 compressed blocks, quantized DC-values of LL2 blocks, and the compressed [(n×8×8) – 

n] vector of 63 coefficients of LL2. 

The DWT is used to eliminating high frequencies from medical image that cause to increase 

redundant data. On the other hand, LL2 sub-band generated in the 2-D DWT will be 

preserved here because it has main information of medical image that will ensure high quality 

after decompression process. Moreover, the DC value from each 8×8 block will be quantized 

only and stored in a separate vector without any further compression. 

 
 

 

 

 

 

 

 

 

 

 

Figure 3-Medical image compression process.   Figure 4-Medical image decompression 

process. 
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4.2  Decompression Algorithm 

The suggested algorithm can be a lossy or lossless method. This depends on the coefficients. 

In the proposed algorithm the quantization coefficients (Qf1, Qf2) are stored in the final file.  

 

INPUT: M×N compressed file. OUTPUT: Medical Uncompressed Image  

Step 1: Load the compressed file to the algorithm.  

Step 2: Extract the main components of the compressed file that are: Qf1, Qf2, LH2, HL2, 

HH2 compressed blocks, Vector of quantized DC-values of LL2 blocks, and the compressed 

[(n×8×8) – n] vector of 63 LL2. 

Step 3: Decompress the LH2, HL2, HH2 sub-bands using AAC.  

Step 4: Dequantize the coefficients of LH2, HL2, HH2 blocks. 

Step 5: Decompress the one-dimensional vector of 63 coefficients of LL2 blocks using AAC.  

Step 6: Dequantize the values in the vector of DC-values of LL2 blocks  

Step 7: Dequantize the values in the decompressed vector of the 63 coefficients of all LL2 

blocks. 

Step 8: Reconstruct 8×8 LL2 blocks. 

Step 9: Apply 2-D IDWT. 

Step 10: Convert the image color space from YCbCr to RGB. 

4.3 Security Verification Process 

As shown in Figure 5, we use public key algorithm to ensure data security and integrity 

through  

1. Compute the hash value of the compressed file. 

2. Encrypt the computed hash value using the sender private key. 

3. Concatenate the computed hash value with the compressed file.  

4. Encrypt the complete file using RSA with the receiver public key. 

        This process will satisfy digital signature that will ensure data authentication and 

integrity. To do that, the image’s hash value is encrypted using sender’s RSA private key. 

However, only the receivers who have the sender’s RSA public key can decrypt the digital 

signature and verify the integrity of the send image. However, more than image integrity 

verification, encryption of digest value with sender’s private key can ensure data was sent by 

authentic sender. For data confidentiality, combination of digital signature and image data 

should be encrypted, but receiver’s public key will be used. 
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Figure 5-Medical Images Encryption Process 

 

5. RESULTS AND ANALYSIS 

The strength and efficiency of the proposed scheme are achieved through two types of 

analysis that are compression and security analysis. Compression analysis validates the 

compression process efficiency through applying the algorithm on many medical images and 

check mentioned metrics. For security analysis, security method is analyzed through 

validating the realization of many security services.  

5.1 Compression Algorithm Analysis  

However, we tested the algorithm on 12 medical images with different sizes from 700 KB to 

19 MB. The images are acquired with different modalities like mammography, MRI, CT, 

Ultrasound, etc. The algorithm will be tested with different values of quantization values. 

However, Figure 6 shows the images used here. 

First, we applied the algorithm with equalized quantization factors (Qf1=Qf2 =0.015) to 

ensure high image quality with acceptance compression ratio. From Table 1, we can conclude 

that storage saving may be 40% as average, which is acceptance value in medical image 

compression. Also, from the Table, we can see that the SSIM values close to 1 which means 

images have good quality. On another side, PSNR values are near to 50 that ensure 

decompressed images have good quality and tight quality of original image, as shown in 

Figure 7. 
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Figure 6-Tests Medical Images 

In Table 2, we applied the algorithm but with larger values for quantization factors that are 

0.025. This would ensure a higher compression ratio and storage-saving that will be greater 

than 70% but, on the other side it will degrade image quality slightly as it can be observed in 

Figure 8. Also, the SSIM metric will move away from 1, and PSNR will be decreased. 

In Table 3, we applied the algorithm but with larger values for quantization factors that are  

0.5. This would cause to degrade image quality and corrupt the main features of medical 

images, as shown in Figure 9. On the other side, these values will ensure a higher 

compression ratio with storage saving near to 90% as average. However, as long as the 

quantization values will be higher, the compression ratio will increase but image quality will 

degrade more.  

 

Table 1-Metrics factors with QF1=Qf2=0.015. 

Image # Actual 

Size 

Size after compression C.R Storage Saving (%) SSIM PSNR 

Image #1 19.060 KB 10200 KB 1.8686 46.48 0.93322 46.8115 

Image #2 16,085 KB 8540 KB 1.8835 46.91 0.90295 45.6925 

Image #3 12,647 KB 6916 KB 1.8287 45.32 0.93134 47.2173 

Image #4 10,132 KB 5311 KB 1.9077 47.58 0.89918 46.4206 

Image #5 9,589 KB 4530 KB 2.1168 52.76 0.92409 47.6093 

Image #6 8,250 KB 4435 KB 1.8602 46.24 0.91302 46.9432 

Image #7 4,085 KB 1779 KB 2.2962 56.45 0.91487 45.9225 
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Image #8 2,049 KB 1390 KB 1.4741 32.16 0.90021 46.7143 

Image #9 910 KB 534 KB 1.7041 41.32 0.93112 45.7872 

Image #10 850 KB 520 KB 1.6346 38.82 0.92293 46.9851 

Image #11 800 KB 455 KB 1.7582 43.13 0.89822 45.9343 

Image #12 761 KB 383 KB 1.8471 45.86 0.92200 46.6543 

 

 
Figure 7-Tests images after compression with Qf1=Qf2=0.015. 

Table 2-Metrics factors with QF1=Qf2=0.025 

Image # Actual Size  Size after compression C.R Storage Saving (%) SSIM PSNR 

Image #1 19.060 KB 3,974 KB 4.829 79.29 0.78002 43.8115 

Image #2 16,085 KB 3,536 KB 4.5489 78.02 0.78295 41.6925 

Image #3 12,647 KB 3,227 KB 3.9191 74.48 0.73034 42.8230 

Image #4 10,132 KB 3,062 KB 3.3089 69.78 0.75298 41.4248 

Image #5 9,589 KB 2,554 KB 3.7545 73.37 0.74009 43.6001 

Image #6 8,250 KB 2,097 KB 3.9342 74.58 0.80008 43.9036 

Image #7 4,085 KB 1,139 KB 3.5865 72.12 0.69904 42.9129 

Image #8 2,049 KB 846 KB 2.422 58.71 0.70028 41.7333 

Image #9 910 KB 387 KB 2.3514 57.47 0.80012 42.9071 

Image #10 850 KB 350 KB 2.4286 58.82 0.79913 43.0039 

Image #11 800 KB 250 KB 3.201 68.75 0.70906 42.1299 

Image #12 761 KB 212 KB 3.5896 72.14 0.68410 41.8544 
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However, as long as the quantization factors be at acceptable range will provide compressed 

images with acceptable C.R, SSIM, and PSNR. This leads to making the algorithm flexible 

and can be tested until reaching the required compression ratio or image quality. The PSNR 

and SSIM metrics will decrease as long as values of quantization factors are increased. But 

even with high values for QF1 and QF2 like, 0.5 or 0.8, image quality metrics SSIM and 

PSNR will be acceptable. In Figure 10 and 11, we compare the PSNR and SSIM for all 

selected images for different values for QF1 and QF2, respectively. 

As testing for compression ratio, Figure 12 shows the comparison of C.R for the tested 

images with different values of QF1 and QF2. As shown from Figure 12 the C.R will increase 

when values of QF1 and QF2 are increased. 

 
Figure 8-Tests images compression with QF1=QF2=0.025. 

Table 3- Metrics factors with QF1=QF2=0.5 

Image # Actual Size Size after compression C.R Storage Saving (%) SSIM PSNR 

Image #1 19.060 KB 810 KB 23.5309 95.75 0.64049 31.0162 

Image #2 16,085 KB 645 KB 24.938 95.99 0.61134 30.4501 

Image #3 12,647 KB 476 KB 26.5693 96.24 0.61909 31.2380 

Image #4 10,132 KB 346 KB 29.2832 96.59 0.58882 32.7753 

Image #5 9,589 KB 309 KB 31.0324 96.78 0.60029 29.9870 

Image #6 8,250 KB 210 KB 39.2857 97.45 0.63527 31.9114 

Image #7 4,085 KB 173 KB 23.6127 95.76 0.62402 32.9035 

Image #8 2,049 KB 109 KB 18.7982 94.68 0.59099 29.9593 

Image #9 910 KB 90 KB 10.1111 90.11 0.6091 30.1002 

Image #10 850 KB 83 KB 10.241 90.24 0.63713 29.5411 

Image #11 800 KB 76 KB 10.5263 90.5 0.61009 29.8118 

Image #12 761 KB 68 KB 11.1912 91.06 0.61009 30.9456 
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Figure 9- Tests images compression with QF1=Qf2=0.5 

 

 
Figure 10- PSNR comparison among four selected quantization factors 
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Figure 11-SSIM comparison among four selected quantization factors. 

 

 
Figure 12- C.R comparison among four selected quantization factors. 

5.2 Security Analysis 
      The use of a compression scheme ensures satisfactory storage-saving but cannot ensure 

any security over transmission channel, causing data vulnerable to hacking during its 

transmission. Although the compression method may guarantee a little security because it 

produces a scrambled data, just knowing the compression algorithm will reveal contents of 

image, so implementation of encryption algorithms is essential. In this scheme, data integrity 

is ensured, and its confidentiality and authentication are guaranteed. However, data disclosure 

and access to its contents require presence of encryption keys to be effective, so, on the 

assumption that keys are preserved secret, confidentiality and integrity are confirmed. Also, 

the algorithm derives its security from robustness of RSA and digital signature techniques. 

However, security analysis is realized through the following services. 

5.2.1 Data Origin Authentication 
It is crucial to receiver to make sure received images are accessed from sender who is indeed 

source of data and indeed verified. So, nobody has acted as an authenticated user and sent 

fake data. To achieve that, data source authentication is applied through creating a digital 

signature. Before sending compressed image, sender computes hash value and signs it using 

his private key. When the file has been received, receiver will compute its hash value and 
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decrypt sent hash value using sender’s public key and compare them. Unless using key pair of 

authenticated sender, the comparison process will fail because the key association will fail. 

This can prove data is really sent from sender himself and data source authenticity. 

5.2.2 Confidentiality and Integrity 
The proposed scheme guarantees medical images confidentiality and integrity over the 

network and in the storage. The medical image is encrypted using receiver’s public key, so to 

decrypt data private key is needed to discover or modify data. This will inhibit attackers from 

disclosure contents of medical images. So, data confidentiality and integrity are well-kept to 

sender. Moreover, digital signature is used to verify data integrity. The digital signature can 

verify to detect any attempt to modify the image is noticeable. Any modification in the file 

over the Internet will produce various digital signature making all data disclosure attempts are 

exposed. If any attempt to modify secured image, as well as the digital signature, can be 

identified and the effect is passed to the sender. 

5.2.3 Security Attacks 

All teleconsultation or tele-diagnosis services are accessed through The Internet. There is a 

threat that data could be hacked over the Internet. An attacker may attempt to eavesdrop 

image in its transmission to disclosure or change its contents. Data encryption makes data 

unreadable, so any attack, either was passive or active, is prevented. Also, digital signature 

makes any passive or active attack are detectable. Brute force attacks are presented in 

different ways like: decrypting data and testing if the output is meaningful data. Here, the 

compression process will provide scrambled data so, attacker should first decrypt data and 

then decompress it to see if the meaningful output is presented. This will be time-consuming, 

and moreover, if attacker has no impression of data compression earlier, cryptanalysis will not 

solve it. 

6. CONCLUSION AND FUTURE WORKS. 

       In this study, we have suggested a novel medical images compression–encryption system 

using DWT, quantization, adaptive arithmetic coding, RSA, and SHA-256 techniques. The 

proposed system preserves the main advantages inherent in compression and cryptography 

disciplines. The sequence of compression then encryption provides less processing time for 

the encryption process through eliminating the redundant data. Image compression process 

bases on multiple techniques that are DWT, AAC, and quantization process not only provides 

high C.R, but more of that it gives good quality of image after decompression process with a 

satisfying PSNR and SSIM metrics. On the other side, the encryption process will take 

advantages of RSA and SHA-256 to secure medical images and verify their integrity and 

authenticity through creating the digital signature. The experimental analysis shows that the 

suggested compression-encryption system efficiently compresses, and encrypts medical 

images from different modalities. The results verify that the suggested scheme is efficient, 

secure and robust to compress-encrypt images. It resists passive and active attacks like brute-

force attacks and noise attacks. Also it can verify integrity and authenticity of image data in 

storage and on transmission channel.  

For more efficiency, through exploits parallel or clustering processing system to enhance 

speed of compression-encryption process in real time applications. Also, adaptability of 

quantization factors should be enhanced automatically by using machine learning algorithms 

to determining the optimal quantization factors according to image quality. 
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