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Abstract

The widespread use of images, especially color images and rapid advancement of
computer science, have led to an emphasis on securing these images and defending
them against intruders. One of the most popular ways to protect images is to use
encryption algorithms that convert data in a way that is not recognized by someone
other than the intended user. The Advanced Encryption Standard algorithm (AES) is
one of the most protected encryption algorithms. However, due to various types of
theoretical and practical assaults, like a statistical attack, differential analysis, and
brute force attack, its security is under attack.
In this paper, a modified AES coined as (M-AES) is proposed to improve the
efficiency of the AES algorithm by increasing the algorithm's security to make the
algorithm more suitable for color image encryption, and make it more resistant to
many attacks. The modification is conducted on ShiftRows transformation of the
original AES algorithm. To test the efficiency of the proposed M-AES algorithm,
several images are drawn from the Signal and Image Processing Institute's (SIPI)
image dataset. Moreover, the Mean Square Error (MSE), Peak Signal-to-Noise Ratio
(PSNR), Entropy (H), Correlation Coefficient (CC), visual evaluation of histogram,
Number of Pixels Change Rate (NPCR) and Unified Average Changing Intensity
(UACI) are used as an evaluation metric. The results show that proposed
modification to the AES algorithm makes the algorithm more appropriate to image
and surpasses the original AES.

Keywords: Advanced Encryption Standard, Image Encryption, ShiftRows step.
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1. Introduction
The widespread usage of images on the Internet requires a fast, reliable, and robust
security to store and transmit them over the network [1], and Image Security has become a
critical issue [2]. One of emerging challenges in image processing especially color images is
that encryption techniques need an additional requirement because image data have properties
like high redundancy, bulk capacity, and high correlation between the pixels. Therefore,
having an efficient cryptographic algorithm is considered to be imperative, to provide higher
security in images, and to protect the images from any attacker [1].

Advanced Encryption Standard (AES) is one of the most commonly and widely
symmetric block cipher algorithms used for protecting multimedia data such as images [3].
Attacks considered during design of AES includes statistical attacks, differential
cryptanalysis, square attacks, and related key attacks. At the moment AES algorithm has not
been broken. However, cryptanalysis of AES has not stopped [4]. But, since standardization
of AES in NIST FIPS-197 and its adoption for use in a wide range of high-security
applications has resulted in wide examination of vulnerabilities in AES and has also given rise
to extended forms of attacks [5], so main focus of this paper is to supplement the standard
AES and propose a new modification on AES design to enhance its security by increasing
randomness and level of security of AES algorithm to make it more suitable for encrypting
color image.

The rest of the paper is structured as follows. Section 2 presents related works. Original AES
algorithm is explained in section 3. The proposed modification to AES algorithm for color
image encryption is discussed in Section 4. Results and conclusions are provided in sections 5
and 6, respectively.

2. Related works

In the last years, various approaches and techniques have been introduced for modifying
Advanced Encryption Standard (AES) algorithm [6]. Wadi & Zainal in 2014 proposed a
modification on standard AES by conducting three modifications, first by using MixColumns
transformation in five rounds rather than ten rounds in the original AES-128. The second
modification is changing the key schedule operation by adding MixColumns transformation
to the operation. The third modification is a simple S-box used for encryption and decryption
instead of S-box in the original AES [7]. Kaur & Mehla in 2014 proposed a revised version of
AES algorithm. The alteration is made on various transformation steps in AES algorithm.
Basically, the modification is focused on ShiftRows transformation, MixColumns
transformation, and key expansion modification. The modified algorithm takes less time than
the original, and it is secured against brute force attack [8]. In 2015, Vaidehi & Rabi made
modifications to AES algorithm for reducing hardware complexity and energy consumption
of AES Encryption to strengthen AES encryption using Common Subexpression Elimination
(CSE) technique to develop the Enhanced MixColumns transformation for AES encryption.
Enhanced MixColumns transformation results showed a 10.93% decrease in Slices, a 13.6 %
decrease in LUTs, and a 1.19% decrease in delay consumption compared to conventional
MixColumns [3]. In 2015, Abdulgader et al. suggested modifications to enhance the AES
algorithm's performance and make it more suitable for secured image storage and
transmission. The modification includes a circular shift and a round key to make S-box
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depends on secret keys and the MixColumns is replaced by chaotic maps. The comparison
shows that the proposed method offers strong encryption efficiency and takes less time to
encrypt images [9]. In 2015, Alabaichi & Salih proposed an update to AES algorithm, which
included AES dynamic S-box generation. The produced S-box is more dynamic and key-
dependent, making it more challenging for differential and linear cryptanalysis. Compared to
the original AES, result of that enhancement showed that it provided more security [2]. In
2016, Hoomod & Zewayr suggested a new chaotic method for improving AES by removing
the transformation of MixColumns to decrease the time needed for this process. Compared to
traditional MixColumns operation, result of the new method showed the enhancement of
protection by providing more entropy and better correlation [10]. Riyaldhi & Kurniawan in
2017 proposed a modification that has been made by reducing ShiftRows circular process and
S-box modification for MixColumns transformation. Result showed that the percentage
improvement in the encryption process is 86.143% and the decryption process is 13.085%,
and the method needs to consume a bigger memory to store two modified S-box map and
Array ShiftRows map [11]. D'Souza & Panchal in 2017, proposed AES for the message
transmission algorithm using a hybrid method to dynamic key generation and dynamic S-box
generation. Results showed that the proposed change offers high security and increases the
uncertainty of the ciphertext. In addition, it defends the message from brute-force, algebraic,
linear, and differential attacks [12]. In 2018, Felicisimo & Wenceslao proposed a modified
AES algorithm using many substitution boxes (S-boxes), Where the Rijndael S-box is the first
S-box and the second S-box is built via an XOR operation and affine transformation, the
MixColumns operation is replaced within the cipher's internal rounds. Results of simulation
testing showed that a substantial difference in speed efficiency has been found between the
two versions that favor the proposed AES algorithm using multiple S-boxes. The results also
revealed that AES-2S-box performed more efficiently compared to the original AES [1]. A
modified AES algorithm that addresses necessity image encryption was proposed by Gamido
et al. in 2018. The modified algorithm used bit permutation instead of Mixcolumn to reduce
the algorithm's computational requirement for encrypting images. The result showed that an
entirely different encrypted image was generated by the modified algorithm and that
whenever there is a slight change in the plaintext image, there is a major difference in the
encrypted image. The result also revealed that the proposed algorithm is faster than AES and
is amenable to statistical and differential attacks, causing it more suitable for image
encryption [4]. In 2019, Thinn & Thwin suggested AES modification by including an extra or
second key. As well as another change to the original SubBytes operation is done by using
transportation operation. The proposed algorithm gave a good performance, high security and
it can be applied to applications that share sensitive data via an insecure network [13]. Singh
et al. in 2019 proposed modification on AES algorithm by using a new Dynamic AES
algorithm developed that done by generates dynamic key-dependent S-boxes with dynamic
irreducible polynomial and affine constant. Singh et al, in 2019, proposed a modification on
AES algorithm by generating dynamic key-dependent S-boxes with dynamic irreducible
polynomial and affine constant. Modified AES and standard AES algorithms are used for
encrypting a color and grayscale image. It observed that both algorithms did well [14]. Kumar
& Karthigaikumar in 2020, proposed to change the AES algorithm by using dynamic
ShiftRows, SubBytes, and MixColumns operations in 2020. The security of the AES
algorithm has been improved by achieving a larger avalanche effect than that of the traditional
AES [5]. In 2020, Lavanya & Karpagam suggested a change to AES algorithm through a
change in cipher processing and key expansion. The modified AES key schedule algorithm
with an active key added sub-function has shown a gradual increase in unpredictability and
distribution features. The modified AES produced an improved performance in terms of
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balance and hamming distance and reduces the ciphertext's statistical cryptanalysis when
compared with the original AES. It also raises the algorithm's complexity.

3. Advanced encryption standard

AES is a cipher algorithm for symmetric-key blocks. It has been selected as a standard among
symmetric cipher algorithms because of its high performance [4]. In AES, rounds consist of
four encryption transformations. SubBytes, ShiftRows, MixColumns, and AddRoundKey.
The cipher rounds are shown in the following four transformations.

1. The SubBytes transformation is a non-linear byte substitution that applies to each byte
of the State independently [12]. This transformation includes substituting different values for
the bytes of the state matrix. Using a substitution table called S-box. The AES S-box is a
permutation of 8-bit values with a total of 256 entries constructed as a 16 x 16 lookup table.
For the 16-byte state array, substitution is performed byte-by-byte. The left half of the
selected byte selects the rows in the s-box, and the right half of the selected byte selects the s-
box column. The corresponding row and column crossing point on the s-box table is the byte
that substitutes the corresponding byte. In order to substitute all the contents of the state array,
this step is repeated in the same way [5].

2. The transformation of ShiftRows is a simple byte transposition [12]. Based on their
row location, every row of the state matrix except the first row is cyclically left-shifted [5].
The second row is shifted by one byte, the third row is shifted by 2 bytes, and the fourth row
by three bytes [11].

3. The MixColumns transformation is done by combining each state column by carrying
out matrix multiplication with a fixed square matrix, and it operates on the state column by
column [15].

4. AddRoundKey transformation, the round key is XORed with the state array after
SubBytes, ShiftRows, and MixColumns transformation to generate the intermediate cipher
results [5].

Reverse operations of the encryption method are the decryption of the AES. Every round
consists of four processes carried out in reverse order during decryption: InvAddRoundKey,
InvMixColumns, InvShiftRows, and InvSubBytes [4]. In all rounds, the four transformations
are present. Inverse MixColumns will no longer perform in the final round [12]. Figure 1
illustrates the structure of AES algorithm.
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Figure 1- AES algorithm structure. (a) Encryption process. (b) Decryption process.

4. The proposed modified AES (M — AES) for color image

The proposed image encryption aim is to get a cipher image from a plain image by modifying
the original AES. The following subsections present the proposed AES and how it is used to
encrypt an image.

4.1 Modified AES (M — AES)

The characteristics of the proposed modified AES (M — AES) concentrate on increasing level
of security of AES algorithm. Core of the proposed method is to replace ShiftRows
transformation of original AES by another one coined as mShiftRows. Structure of the
M — AES algorithm is like the original AES completely except replacement of ShiftRows
step by (mShiftRows) step, which will be explained in next subsection. Figure 2 illustrates
overall structure of the proposed modified AES (M — AES) algorithm.
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Figure 2- The overall structure of the proposed modified AES (M — AES) algorithm.

4.1.1 Modified ShiftRows (mShiftRows)

The proposed mShiftRows transformation tries to make statistical relationship between both
plaintext and ciphertext as complicated as possible to impede the key from being inferred.
This can be done by performing the following two steps:

1. Re-arrange the column transformation is used to re-arrange the columns of the state
array by replacing the first column with the fourth. The fourth column takes the first position,
the third column is replaced by the second column, and the second column takes its place (see
Figure 3). In this scenario, the diffusion property will be improved by the permutation process
on the value of a state array. Figure 4 provides an example illustration of the proposed idea of
this transformation.

S0,0[S01[502[503 S03[S02[S01]S0,0
S10[S11[S12[813 S13(S12(S1,1[S1,0
$20[S821[s822(823 S23(S822(821[S820
S$30[S31[s32[833 $33(832(831[830

(a) (b)

Figure 3-(a) State array. (b) After re-arrange column.
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State array:

6E | 4C | 90 | EC

46 |E7 | 4A | C3

A6 | 8C | DS |95

The new state array after re-arrange columns is below.

EC |90 | 4C | 6E
C3 (4A | E7 | 46
95 | D8 | 8C | A6

Figure 4- Re-arrange columns step of M — AES algorithm

2-Zigzag transformation aims to perform a scrambling process that can only handle matrix
of size N x N. There are several zigzag transformations. In this paper, the zigzag
transformation shown in Figure 5 is adopted. It’s used to confuse the sparse coefficient matrix
and increase the security level of the encryption algorithm. The position of the starting pixel
in the matrix is very important for zigzag transformation, and different locations can cause

different effects of confusion. Figure 6 gives an example illustration of the proposed idea of
this transformation.

1 5 2 3 B
A

5 8

‘/ A

W

9 /
P

2

4
13—> 14 15—> 16

Figure 5-Zigzag transformation
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State array :

97 | 4D | F2 | 87
EC| 90 | 4C| 6E
C3 | 4A| E7 | 46

New state array after apply zigzag transformation

97 | 90 | 4A | 6E
4D | F2 |95 | 46
EC| 87 | D3| 8C
C3 | 4C| E7| A6

Figure 6-An example of zigzag transformation.

For the decryption process, the proposed InvShiftRows transformation is adopted. In which
same structure of mShiftRows with reverse process is applied. That means Inverse zigzag
process is applied to the state array. Then Inverse of the re-arranged the column is performed.
Figure 7 and 8 give an example illustration of Inverse zigzag transformation and Inverse re-
arrange columns transformation, respectively.

State array:

97 |90 | 4A | 6E
4D [ F2 | 95 | 46
EC|87 | D8 |8C
C3 |4C| E7| Ao

4

State array after apply Inverse zigzag transformation

97 (4D | F2 | 87
EC| 90 | 4C| 6E
C3 (4A | E7| 46
95 (D8 | 8C| A6

Figure 7- An example of inverse zigzag transformation
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97 |4D| F2 | 87 87 |F2 | 4D | 97

EC|[90 |[4C|6E 6E [4C |90 [EC
C3 [4A[E7|46 ‘ 46 [E7 [4A]C3
95 | D8|8C| A6 A6 [8C | D8 [ 95

Figure 8-An example of inverse re-arrange columns transformation

4. 2 Encryption color image by using M — AES algorithm

For Encrypting color image using M — AES algorithm, first A color image I,, of size w X h is
disintegrated into three components R,G,and B.Then, each component is encrypted
independently using M — AES with a secret key of 256 bits to produce three encrypted
components Ry, G and By . Finally, the three encrypted components are merged to produce a
ciphered image I, . Figure 9 depicts the whole encryption process of the proposed method.

M-AES algorithm

Plain image

¥
Input Initial Key (From Key
¥+ v Generation Block)
138 hits ¥ State Matrix =21
— ]
KeyExpansion
128 bits ¢
Decompose image into R, G, B l AR swney M
3 128 bits i
G SubBytes
mShiftRows
{4 MixColumns
Encrypt R, G, B by using M_AES algorithm AddRoundKey € T
¥ ¥ ¥ . !
128 bits | i
G :
SubByvtes :
l' l' mShiftRows E
Merge the R, G, B components AddRound Key .
3 128 bits &
Output

Cipher image

Figure 9- The overall structure of the color image encryption by M — AES algorithm.
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5. Experimental results
The proposed M — AES has been tested for various 24-bit color images of size (256 X
256) pixels. These images are available at the USC-SIPI image database in bmp format. The
evaluation of the encrypted image is based on histogram analysis, correlation coefficient,
information entropy, NPCR, UACI, PSNR, and MSE. The experiments are conducted on a
computer with Intel Core i5 CPU @ 2.70 MHZ with Windows 10 using MATLAB software.
All the experiments encrypt the original images with a key of length 256 bits.
K
= {7A24432646294A404E635266546A576E5A7234753778214125442A472D4B6150}
5.1 Evaluation concerning statistical attack
In the statistical attack, the attacker utilizes statistical weaknesses in a cryptographic scheme
to identify data that is confidential. The M — AES is evaluated regarding entropy (H),
histogram analysis, and correlation coefficient to illustrate its ability to withstand statistical
attacks.
Information entropy is one of the quantitative measurement kinds that evince how random a
signal source. It can be defined as in Equation 1.

H(m)= —Y¥Y¥ ,P(mi)log2P (mi) (1)
In which P (m i) and log refer to the probability of occurrence of symbol m i and the base 2
logarithm, respectively [16].
Correlation coefficient (CC) is calculated as in Equation 2 which measures the correlation of
adjacent pixels [17].

cov(xy)
"y = 7beope) @
E() = 2N, x;

D(x) = = 2N, (x; — E(x))”

cov(x,y) = %Zilil(xi —Ex))(yi —E()
Where vy is the horizontal adjacent pixel of x, N is the total number of pixels in N XN image,

cov(x, y) is covariance at pixels positions x and y,,/D (x) is standard deviation, D(x) is
variance, also E(x) is mean.

Histogram analysis (Figure 10 and 11) show that histogram of plain images and encrypted
image respectively. Obviously, histogram of ciphered image and plain image are completely
different in all components (red, green, and blue).The encrypted image has a uniformly
distributed histogram, indicating only a limited amount of data information is identified. The
consequence of the histogram analysis indicates that M — AES is immune from the statistical
attack.
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HOLERr!
- FRES

(b) (c) (d) (e)

Figure 10-Histogram of the plain images. (a) The plain image. (b), (c) and (d) represent the
histogram for red, green and blue components respectively. (e) Combining the histogram of
all components.

AT
HIEELNI
1

(a) (b) (c) (d) (e)
Figure 11- Histogram of the encrypted images using M — AES. (a) The plain image. (b), (c)
and (d) represent the histogram for red, green and blue components respectively. (e)
Combining the histogram of all components.
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The entropy of encrypted images of the M — AES is reported in Table 1. The result
clarifies that it is protected against the statistical attack.

Table 1- Information entropy result for AES and M — AES

Method Image Name R G B Average
Peppers 7.9975 7.9970 7.9972 7.9972
Lena 7.9970 7.9970 7.9974 7.9971
Baboon 7.9973 7.9973 7.9975 7.9974
Original AES Female 79974 | 79971 | 7.9972 | 7.9972
House 7.9972 7.9970 7.9975 7.9972
Couple 7.9968 7.9976 7.9970 7.9971
Female(from Bell Labs) 7.9972 7.9969 7.9972 7.9971
Peppers 7.9971 7.9974 7.9971 7.9972
Lena 7.9974 7.9973 7.9973 7.9973
Baboon 7.9971 7.9972 7.9972 7.9972
M — AES Female 7.9971 | 7.9968 | 7.9970 7.9970
House 7.9974 7.9970 7.9973 7.9972
Couple 7.9970 7.9971 7.9968 7.9970
Female (from Bell Labs) 7.9976 7.9975 7.9976 7.9976

Table 2 quantifies the average correlation coefficient in horizontal (H), vertical (V), and
diagonal (D) directions for cipher image of M — AES. The results indicate that M — AES are

better than the AES to resist the statistical attack.

Figure 12 and 13 show the distribution of two adjacent pixels in V, H, and D of plain and
encrypted images respectively. The figures obviously reveal that correlation coefficients
between pixels in three components of the plain image and its corresponding encrypted image
are very small which clarify that the encrypted image presents the properties of a random
image and the M-AES surpasses the original AES in correlation which provides a high

random image.
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Table 2- Correlation coefficient result for AES and the M — AES

Image name Direction Original AES M — AES
H -0.0173 -0.0056
Peppers \ 0.0062 0.0001
D 0.0152 -0.0017
H 0.0044 -0.0262
Lena \ -0.0090 -0.0019
D -0.0132 -0.0200
H -0.0164 -0.0071
Baboon \Y -0.0036 -0.0019
D 0.0062 0.0007
H -0.0170 -0.0100
Female \ -0.0062 -0.0069
D -0.0017 -0.0082
H 0.0093 0.0004
House \ 0.0132 0.0098
D -0.0288 -0.0038
H -0.0013 -0.0003
Couple \ -0.0029 -0.0025
D -0.0196 -0.0027
H 0.0039 -0.0119
Female(from Bell Labs) \'4 -0.0033 -0.0010
D -0.0074 -0.0042

Figure 12-Correlation coefficient for Lena plain image. The 1% column presents vertical
direction. The 2™ column presents horizontal direction. The 3™ column presents diagonal
direction.

306



Jassim and Hameed Iragi Journal of Science, 2022, Vol. 63, No. 1, pp: 294-312

Figure 13- Correlation coefficient for Lena cipher image using M — AES. The 1% column
presents vertical direction. The 2™ column presents horizontal direction. The 3™ column
presents diagonal direction.

5.2 Evaluation concerning the differential attack
NPCR and UACI metrics are applied to analyze the impact of altering one pixel in the plain
image on the cipher image that are calculated as in Equations 3 and 4 respectively [3].
¥, 22, DG
NPCR = ==2=—— x100% (3)
: .. _ (0,ifC1(Lj)) = CZ(I,J')}
Where: D (i,j) = {1, ifC1(Lj) = C2(1Lj)
M and N are image width and height respectively, and C1 and C2 are encrypted images of
the plain image and the modified one [18].
1 C1(i,j)—C2(3,j)

UACI = —— [2 =220 100% (4)
Detailed results reported in Tables 3 and 4 clarify that M — AES is very sensitive to a slight
change of LSB of key and able to resist the differential attack.
Table 3-The value of NPCR for the cipher images using M — AES after changing LSB of the
secret key

Method Image Name R G B Average
Peppers 99.6323 99.5651 99.6048 99.6007

Lena 99.6017 99.5789 99.5407 99.5738

Baboon 99.6201 99.6429 99.6368 99.6333

Original AES Female 99.6002 99.5865 99.5880 99.5916
House 99.5987 99.6063 99.6384 99.6145

Couple 99.6216 99.6399 99.6094 99.6236

Fema'ﬁgfgg)m Bell 99.5865 99.5819 99.6323 99.6002
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Peppers 99.6002 99.6063 99.6140 99.6068
Lena 99.6277 9.5987 99.6216 99.6160

Baboon 99.5789 99.6368 99.6231 99.6129

M — AES Female 99.6368 99.6536 99.5621 99.6175
House 9.6460 9.6155 99.5911 99.6175

Couple 99.6033 99.6338 99.6231 99.6201

Fema'fg;;’)m Bell 99.5956 99.5972 99.6155 99.6028

Table 4-UACI values of cipher images using M — AES after changing LSB of the secret key

Method Image Name R G B Average
Peppers 33.4014 33.3982 33.3752 33.3916

Lena 33.4410 33.4955 33.5230 33.4865

Baboon 33.5588 33.3435 33.3404 33.4143

Original AES Female 33.4608 33.6287 33.6418 335771
House 33.4289 33.4042 33.5043 33.4458

Couple 33.3567 33.3145 33.4543 33.3752

Fema'fgfggm Bell 33.3886 33.3892 33.5471 33.4416

Peppers 33.4971 33.4445 33.5006 33.4807

Lena 33.4761 33.5557 33.5782 33.5367

Baboon 33.5738 33.4787 33.4770 33.5098

M — AES Female 33.5242 33.4672 33.3680 33.4531
House 33.4790 33.3363 33.5463 33.4539

Couple 33.5911 33.5276 33.3132 33.4773

Female(from Bell 33.4316 33.4344 33.6842 33.5167

Labs)

5.1 Evaluation concerning MSE and PSNR
Mean Square Error (MSE) is used to assess the performance of using M — AES. MSE is
denoted by Equation 5 [19].

MSE = —— M, ¥, (CGi) - CGi)2) (5)
Where C (i, j) original image pixel, C’ (i, j) is encrypted image pixel and M and N are the size
of the original or encrypted image.

Peak Signal-To-Noise Ratio (PSNR) is one of the metrics used to estimate encryption quality
in the image encryption system [3]. PSNR is defined in Equation 6
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MXNx2552
PSNR =10 xlogs, [z{-”isl29’:‘(,1(p(i,j>—c(i,f>)2] o

The results from Table 5 point out that the MSE value between the cipher image and the plain
image is large. This means M — AES is more immunity to attacks than the original AES.

Table 5-MSE value between original images and the corresponding encrypted by the M-AES

Method Image Name R G B Average
Peppers 7978.1 1097.1 1097.2 9973.7

Lena 1056.1 8933.2 7025.4 8840.0

Baboon 8241.1 7195.9 8968.2 8135.1

Original Female 9295.9 9123.0 7007.4 8475.4

AES

House 6844.5 8680.9 9545.9 8357.1

Couple 1402.5 15934 1616.1 1537.3

Fema'fg;;’)m Bell 6753.5 6527.2 6538.4 6606.4

Peppers 7893.9 1105.6 1103.8 9996.2

Lena 1053.9 8890.3 7034.4 8821.4

Baboon 8239.0 7260.5 8956.3 8152.0

M — AES Female 9422.6 9092.8 7049.5 8521.6
House 6819.7 8630.8 9625.0 8358.5

Couple 1409.8 1592.6 1626.2 1542.8

Female(from Bell 6642.5 6427.6 6549.8 6539.9

Labs)

The PSNR value between the original image and the encrypted one is listed in Table 6.
Results reveal that PSNR values between the original and encrypted images via M — AES are
small and better than the original algorithm which means that the attacker unable to recognize
the image.
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Table 6-PSNR value between original images and the corresponding encrypted by the M-
AES

Method Image Name R G B Average
Peppers 9.1118 7.7284 7.7279 8.1423

Lena 7.8936 8.6207 9.6641 8.6663

Baboon 8.9710 9.5599 8.6037 9.0272

Original AES Female 8.4479 8.5294 9.6752 8.8492
House 9.7774 8.7452 8.3326 8.9103

Couple 6.6619 6.1075 6.0462 6.2631

Female(from Bell Labs) 9.8355 9.9836 9.9761 9.9312

Peppers 9.1579 7.6947 7.7017 8.1325

Lena 7.9026 8.6416 9.6585 8.6754

Baboon 8.9720 9.5211 8.6095 9.0182

M — AES Female 8.3891 8.5438 9.6492 8.8256
House 9.7932 8.7703 8.2968 8.9095

Couple 6.6394 6.1098 6.0191 6.2476

Female(from Bell Labs) 9.9075 10.0503 9.9686 9.9751

5.4 Evaluation concerning the key sensitivity analysis

Key sensitivity is a significant influence on the security of the cryptosystem. The changes of
one bit in the secret key have to be followed by the generation of a completely different
encrypted result [18]. A good encryption algorithm should be highly sensitive to change in the
secret key [20]. M — AES proves the high sensitivity of the encryption key as shown in Figure
14 that depicts the key sensitivity of M — AES regarding of encryption and decryption
respectively, where the keys K1 and K2 and K3 are differed in one bit. The figure shows
that decryption process is not capable of recovering the original image when a slightly change
was performed to the secret key.

4

() (b) (©) (d)
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(€) () (9) (h)

Figure 14-Key sensitivity results. (a) (plain image) Lena, (b) cipher image (C1) that
encrypted with K1, (c) cipher image (C2) that encrypted with K2, (d) cipher image difference
C1 — C2;(e) decipher image D1 that decrypted (C1) with K1,(f) decipher image D2 that
decrypted (C1) with K2,(g) decipher image D3 that decrypted (C1) with K3,(h) decipher
image difference D3 — D2 (K1 and K2 are different only in one bit; K2 and K3 are also
different only in one bit; and K1 # K3).

6. Conclusions

This paper proposed a modification to the AES algorithm for color image encryption, which
is called a Modified Advanced Encryption Standard (M — AES) to improve the security level
of the encryption process. The modification is conducting on the ShiftRows step of the
original AES algorithm by replacing it with two steps. First step is done by re-arranging
columns of the state array, and second step is done by conducting zigzag transformation on
the state array. Through the evaluation of M — AES, the results clearly showed that the
proposed method exhibits the lowest correlation coefficients among pixels in the encrypted
image of the original AES algorithm ,and the results of some metrics, such as entropy,
histogram distribution, proved that the M — AES is strong against Statistical attacks. The
results show that M — AES method provides good encryption quality compared with the AES
algorithm. The M — AES is sensitive to any changes that occur in the secret key, thus making
the M — AES method robust against any attack. Differential analysis shows that the M — AES
is robust, and that it prevents differential attacks. Through the evaluation of M — AES , the
results show that it provides a better security level when a comparison was made with AES.
Therefore, M — AES is highly secure and is suitable for color image encryption.
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