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Abstract 
     In this research paper, a new blind and robust fingerprint image watermarking 

scheme based on a combination of dual-tree complex wavelet transform (DTCWT) 

and discrete cosine transform (DCT) domains is demonstrated. The major concern is 

to afford a solution in reducing the consequence of geometric attacks. It is due to the 

fingerprint features that may be impacted by the incorporated watermark, fingerprint 

rotations, and displacements that result in multiple feature sets. To integrate the bits 

of the watermark sequence into a differential process, two DCT-transformed sub-

vectors are implemented. The initial sub-vectors were obtained by sub-sampling in 

the host fingerprint image of both real and imaginary parts of the DTCWT wavelet 

coefficients. The basic difference between the relevant sub-vectors of the 

watermarked fingerprint image in the extraction stage directly provides the inserted 

watermark sequence. It is not necessary to extract watermark data from an original 

fingerprint image. Therefore, the technique suggested is evaluated using 80 

fingerprint images from 10 persons, from both CASIA-V5-DB and FVC2002-DB2 

fingerprint database. For each person, eight fingerprints are set as the template and 

the watermark are inserted in each image. A comparison between the obtained 

results with other geometric robust techniques results is performed afterwards. The 

comparison results show that the proposed technique has stronger robustness against 

common image processing processes and geometric attacks such as cropping, 

resizing, and rotation. 

 

Keywords: Fingerprint, Fingerprint image watermarking, DTCWT, DCT, 

Geometric robust. 

 

Introduction 
     A fingerprint is demonstrated on the surface of a fingertip by the interpretation of the ridge and 

valley pattern. The combination of their minutiae points determines the exclusivity of a fingerprint  [1, 

2]. Because of their distinctiveness, fingerprint images are generally used for user authentication 

purposes. Thus, it is essential to protect the fingerprint‟s authenticity. Digital watermarking can be 

used to verify the authenticity of a fingerprint sample [3]. The basic idea of the digital watermarking 

approach lies in embedding watermark data into the original fingerprint image in order to maintain 

fingerprint ownership security. In addition, the watermark data can be encrypted before entrenching 

the watermark as a second layer of protection [4]. A secret key is used to determine the locations 

where the watermark would also be inserted in the fingerprint image. If the user wants to check the 

fingerprint images that could have been corrupted or skewed, the embedded watermark sequence can 

be retrieved on the basis of the secret key used to encode the watermark. Thus, the operator‟s key role 

is preventing attackers from gaining access to the watermark data. 
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There are two main impediments to the fingerprint watermarking algorithms that may obstacle the 

fingerprint images watermarking process. Firstly, the features of fingerprint may likely be mainly 

affected by the integrated watermark. Secondly, fingerprint rotations and displacements guide to 

various sets of characteristics [5]. Thus, challenges of protecting the authenticity of the fingerprint 

images using watermarking techniques are becoming increasingly important to be faced by 

researchers. 

     Depending on the area in which the watermark pattern is integrated, the methods of watermarking 

can be categorised within three embedding areas. The domains include the spatial domain, frequency 

domain and multiresolution domain. Firstly, the spatial domain acts in embedding fingerprint 

watermark directly into the pixels of the host image [6]. A common technique used for watermarking 

in the spatial domain involves the substitution of the least significant bits (LSBs) with more significant 

bits in the image pixel [6]. The technique has several advantages such as fewer complications coupled 

with a high payload. However, they are not sufficiently robust against the common forms of image 

processing attacks such as compression. In addition, this approach is highly vulnerable to piracy 

attacks as the watermark can be easily modified during the process of watermarked image 

transmission between a sender and a receiver.  

     Secondly, the frequency domain denotes the rate of change in the values of the pixel at the spatial 

domain. In the frequency domain, insertion of watermarks is made into the image transform 

coefficients. An inverse transformation is used to rebuild the watermarked image [7]. The commonly 

used watermarking transformation techniques in the frequency domain are the Fast Fourier Transform 

(FFT) technique and the Discrete Cosine Transform (DCT) [7]. The use of DCT algorithms to embed 

watermark into a fingerprint image proved to be sufficient against compression attacks. However, it 

does not reveal sufficient robustness against geometric transformations such as rotations or 

translations. Moreover, this transformation often affects the coefficient of many DCT algorithms. 

Hence, fingerprint watermarking through DCT algorithm in the frequency domain is limited in its 

efficiency. 

     Finally, the multiresolution domain presents an embedding domain to the watermark, both in the 

spatial and the frequency domains. The notable transformations used in the multiresolution domain are 

the contourlet transform (CT) and the Discrete Wavelet Transform (DWT) [7]. It was observed that 

the highlighted techniques offer better robustness and higher image imperceptibility. Specifically, for 

digital image watermarking, the DWT was used more regularly. This is based on the features of its 

time/frequency decomposition that are considered to be more identical to the human visual systems 

theoretical models as compared to the other transform from previous methods [7].  

     Besides the general approach of embedding watermark in a single domain, there are other studies 

wherein two domains (hybrid domains) have been explored such as hybrid spatial and frequency 

domain, hybrid spatial and multiresolution domain, or hybrid frequency and multiresolution domain 

[7].  Based on the results that have been recorded in fingerprint image watermarking techniques, both 

multiresolution and hybrid (frequency / multiresolution) domains are proved to be the best, especially 

due to their capability to preserve the minutiae number at the extraction stage. These embedding 

domains offer good verification performances. In addition, they present a desirable compromise 

between robustness and imperceptibility. However, the underlying challenge now is on how to 

enhance the robustness of the fingerprint watermarking procedure against most of the geometric 

attacks, such as translations or rotations, without a need for the original fingerprint template at the 

extraction stage (blind). This would help to provide higher security and robustness without corrupting 

minutiae points. 

     Overall, the most important bit is not a favoured section in which to entrench a robust watermark 

because perceptually it may possibly affect the watermark where the watermark may become 

noticeable [8]. Therefore, identifying where to embed the watermark is a compromise between 

robustness and perception.  

     Therefore, in this paper, we proposed to utilize the advantages of frequency and multiresolution 

domains by combining DTCWT and DCT to produce a robust blind watermarking technique. Being 

robust means that our method is able to maintain the originality of the fingerprint from geometric 

attacks. Being blind means that our method works without a need for the original fingerprint image to 

extract the watermark and, thus, beefing up the robustness of watermark data and the security of the 

fingerprint recognition system.  
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     The next sections of this paper will discuss related work based on other watermarking techniques 

that dealt with geometric attacks, as well as a discussion about DTCWT and DCT, followed by the 

methodology of our watermarking technique, and ends with experimental results and discussion. 

Related Work 
     Robustness is a key issue in many prospective applications of watermarking fingerprint image 

technologies. Usually, the hybrid (frequency / multiresolution) domains are the best due to their 

capability to preserve the minutiae points and better robustness against attacks on watermark data [9]. 

In the multiresolution domain, DWT has become the most advanced choice among all the 

multiresolution domains for image watermarking techniques. This is because the magnitude of DWT 

coefficients is larger in the lowest band at each level of decomposition; it is possible to use a larger 

scaling factor for watermark embedding [10]. In addition, DWT is very suitable to identify the areas in 

the host image where a watermark can be embedded effectively. In particular, this property allows 

exploitation of the masking effect of the human visual system. For example, in case a DWT coefficient 

is modified, only the region corresponding to that coefficient will be modified [11]. In the DWT, the 

image is divided into four sub-bands named LL, LH, HL, and HH at level 1. The LH and HL signify 

the horizontally and vertically high-frequency details, respectively. The HH contains the noise and 

edge information. Whilst, LL signifies low-frequency input signal coefficients [12]. The disintegration 

of the LL band is performed more frequently until the desired decomposition stage found by the 

technique is reached. 

     The features of the fingerprint can likely be affected by the entrenched watermark, rotations of 

fingerprints and displacements which lead to numerous sets of features. The DWT has two drawbacks. 

Firstly, it lacks shift invariance, which means small shifts in input signal can cause big changes in the 

energy distribution of wavelet coefficients. Secondly, the DWT has poor directional selectivity for 

diagonal features, which is obvious from the impulse responses of the filters‟ individual sub-bands. On 

the other side, the complex wavelet transform (CWT) is efficient and effective, and has only a modest 

redundancy quantity; It still provides approximate shift invariance and better directional selectivity 

[13, 14]. In opposition to the conventional DWT, which uses three directions (horizontal, vertical and 

diagonal), the CWT uses a single tree (one-dimensional ;1-D) of filters with complex coefficients. 

Enhanced implementation of the CWT is a dual-tree complex wavelet transform (DTCWT) [15]. It is 

an improvement version of the wavelets transforms that provides 12 direction wavelets, six for the 

actual tree and six for the imaginary tree at the angles of ±5, ±10, and ±15 in two dimensions. 

Fingerprint image watermarking that implemented DTCWT has achieved a good result [16]. That 

implementation was founded on dual-tree complex wavelet transformation (DTCWT) for embedding a 

binary image into fingerprint by an encrypted password in order to prevent it from possible effects on 

the embedded watermark. In addition, it embeds the watermark in all parts of the fingerprint image 

without affecting the features and is able to retain mostly the same array of fingerprint features even 

after some rotations have been made to the fingerprint images. However, the proposed algorithm in the 

above mentioned study [16] requires the original fingerprint template at the extraction stage (not 

blind). Thus, the attackers can easily use the original secure data to attack the system.  

To address this problem, a combination of DTCWT and DCT domains is presented in our proposed 

technique. Two DCT-transformed sub-vectors are used to integrate the watermark sequence bits into a 

differential system. During the extraction stage, the simple difference between the correlating sub-

vectors of the watermarked fingerprint image effectively results in an integrated watermark sequence. 

No original fingerprint image is needed to extract watermark information (blind). On the other hand, 

DCT-based watermarking is based on two facts. Firstly, much of the signal energy lies at low 

frequencies sub-band which contains the most important visual parts of the image. Secondly, high-

frequency components of the image are removed through compression and noise attacks. The 

watermark is therefore embedded by modifying the coefficients of the middle-frequency sub-band, so 

that the visibility of the image will not be affected, and the watermark will not be removed by 

compression. 

     Based on the related works, we noticed that DTCWT and DCT technique have advantages in the 

fingerprint image watermarking technique. Thus, we provide further explanation about these two 

techniques in the following subsections. 
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Dual-Tree Complex Wavelet Transform (DTCWT) 
     The dual-tree hybrid complex wavelet transform requires two real DWTs. The two transforms 

together provide an overall transform. The first transform of the DWT identifies the real part and the 

second transform identifies the imaginary part. The actual two wavelets incorporated together with the 

two actual wavelet transforms are demonstrated as  and . After the filters are produced, the 

complex wavelet is roughly expected as follows: 

                                                                                 (1) 

     where  is the real part and  is the imaginary part. In the 2-D DTCWT, the 2-D wavelet 

function  is integrated with the row-column of the wavelet transform, where is a 

complex wavelet represented by 

                                                            (2) 

 is obtained from the equation: 

                              

                                                         (3) 

 

     The real part of the complex wavelet is taken, and then the sums of two separable wavelets are 

obtained: 

                  RealPart{ }=                                                          (4) 

     The watermark has a checkerboard style pattern. The directional filter of DTCWT is added to the 

watermarked image for decomposition purposes. The subsequent images are the output of the one-

directional filter from the high pass and low pass filters. The DTCWT decomposition‟s real and 

imaginary parts of the fingerprint image are presented in Figure-1 

Figure 1- Image of fingerprint (a), Fingerprint of the imaginary part (b), Fingerprint of the real part 

(c). 

 

     The coefficients of the DTCWT obtained from the primary filter bank are called the actual part and 

the coefficients derived from the other filter are named the imaginary part. The actual part of the 

image consists of less significant data than the imaginary part containing additional information.  

Recently, DTCWT [13,17] is used for watermarking [14, 15] due to its property of nearly shift-

invariance and better direction selectivity. The coefficients of DTCWT possess 6 directions, i.e., ±15, 

±45 and ±75, compared with the three directions exhibited by the normal DWT, i.e., 0, 90 and ±45.     

The positioning of the coefficients of DTCWT is illustrated in Figure-2. In that Figure,  is the low 

pass frequency coefficient at level s and to represent the high-pass frequency coefficients of 

level s at directions 1 to 6. 
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Figure 2- Positioning of the coefficients in a 2-level decomposition of DTCWT. 

 

    Overall, it is difficult to embed the watermark in the low frequency components, since arbitrarily 

changing the low frequency coefficients may result in an important change in the visual quality of the 

image. Four bands of low frequency coefficients can be attained due to the dual-tree decomposition of 

the DTCWT, in which each one is a shifted version of another [18]. Typically, high-pass complex 

coefficients of DTCWT correspond to the edges and fine details of the images in six various directions. 

Embedding the watermark in these locations is not simply noticeable to the human eyes. 

In the embedding process, the input image is initially decomposed into level s, where s=1 is chosen. Let 

us represent the complex coefficients as 

                                                                         (5) 

where s and d denote the level of decomposition and directions of the coefficients, respectively, d∈{1, 2, 

3, 4, 5, 6};  and represent the real and imaginary coefficients obtained from decomposing 

using DTCWT with two different trees, respectively [18]. 

Discrete Cosine Transform (DCT) 
     The discrete cosine transform (DCT) is one of the most common linear transformations in digital 

signal process technology. The most common  definition of a 1-Dimension sequence of length 

is: 

                                                                              (6) 

where 

                           

The corresponding inverse transformation for 1- Dimension sequence x of length  is: 

 

                                                                                              (7) 

     The middle frequency sub-band is the appropriate part in DCT domain decomposition to embed the 

watermark. The lower frequencies sub band contains the most visually parts of the image.  

Furthermore, it's easy to remove components of the image through compression and noise attacks in 

the high frequency bands. Consequently, the embedded watermark in the middle frequency sub- band 

will not affect cover image visibility and will not be removed it by compression. 

Two DCT-transformed sub-vectors are implemented, obtained by sub-sampling in the host fingerprint 

image of both real and imaginary parts of the DTCWT LL sub-band wavelet coefficients. The 
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differential embedding of the watermark in the resulting two transformed sub-vectors of the DCT 

guarantees the blind extraction of the watermark. 

 

 

Methodology: DTCWT-DCT  
     The new proposed fingerprint image watermarking algorithm is extended from combining the idea of 

K. Ramani et al. [10] and Benoraira et al. [12], that uses the hybrid domain of DTCWT and DCT, with 

the differential embedding method. The technique of differential embedding depends on two DCT 

transformed sub-vectors to ensure the blind extraction of the watermark. The blindness and robustness of 

watermarking fingerprint image depends on the hybrid domain of DTCWT and DCT. The proposed 

method is achieved under the biometric image (fingerprint), which means that it concentrates on 

biometric features. These features are combined between unique ridges and minutia points for the 

purpose of improving the security of biometric data, whilst the proposed method by Ramani et al. [10] 

concentrated on the copyright protection of digital images. In addition, it was based on the differential 

method to choose the best place of the embedded watermark without affecting minutia points within the 

cover fingerprint image. Furthermore, achieving the blindness means that there is no needed for the 

original cover image to extract the embedded watermark. While, K. Ramani et al. [10] did not mention 

this method (differential method) in his algorithm. On the other hand, the choice of the embedding of the 

coefficient sub-bands in the proposed DCT-DTCWT algorithm is far more adjustable than those used in 

the study of Benoraira et al. [12] (the used frequency domain is not the same) because of the proprieties 

of the used transform domain. 

    To insert the watermark within the fingerprint image, this hybrid algorithm is proposed where each 

transform has its own advantages for the watermarking scheme. The transform DCT permits to divide 

the image into different blocks and to insert easily the watermark in the blocks selected. While, the 

transform DTCWT uses the fingerprint images of parallel lines (ridges) at varying angles. This algorithm 

inserts the watermark within the fingerprint image, in other words, the imaginary and real parts. This is 

chosen because if an attack occurs while it is being broadcasted, it can quickly be identified. Likewise, if 

only the actual part is used for the embedding of a watermark and the unauthorized body manages to 

remove a watermark, the data on the minutiae point will not be changed since the actual part contains 

less information.  

In using imaginary and real parts, an attack can be recognized although the distribution of minutia 

will be changed. In addition, this algorithm has a perfect reconstruction; its shift invariance is 

approximate while its directional advantage is selective. 
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Figure 3- Fingerprint Identification/Verification System using Digital Watermarking. 

 

     The flowchart shown in Figure-3 represents the fingerprint verification system using digital 

watermarking in general. It is divided into two interrelated sections, which are fingerprint image 

watermarking system and fingerprint-based authentication system. The verification process begins with 

the verification system using watermarking technique on fingerprint image, which is the study subject in 

this paper, and the process is completed with identification by the fingerprint-based authentication 

system. The following is a brief explanation of the most important steps of the research proposal 

methodology shown in Fig.  3.  The watermarking embedding system begins with performing a 

fingerprint scan using a fingerprint scanner to acquire a fingerprint image. The embedding process 

consists of implementing on the fingerprint image that contains valid features, as a host image, and the 

bipolar {-1,1} binary sequence  of size , as a watermark. This is performed using DTCWT, DCT, 

and the differential embedding method which will be explained in detail later on. In this stage, the 

watermark data is embedded in a fingerprint image to be used in the fingerprint-based authentication 

system.  

     The next process in the watermarking embedding system is the feature extraction of fingerprint 

features. The extracted features are stored in the database to be used during the feature matching. The 

watermark is embedded to measure if the fingerprint image may be attacked by attackers during the 

transmission stage. The assumption is that they may be intended for watermark detection, counterfeiting, 

or image processing operations, such as compression, noise or geometric attacks such as cropping and 

rotation.  

     Prior to the fingerprint-based authentication system, the watermarking extracting system is 

implemented and the watermark is extracted from the watermarked fingerprint image, which may have 

been attacked. The extracting of the watermark does not need the original fingerprint image (blind), 

whereby, only the differential extracting method will be used and explained in details. 

 Finally, the extracted watermark is compared with the original image. If the extracted watermark is not 

genuine, the verification process is rejected and the process is ended. Otherwise, the extracted watermark 

is sent to the fingerprint-based authentication system to be matched with the genuine features in the 

database and the process is ended with the approved verification. 

DTCWT-DCT 

W L
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     Based on the general fingerprint verification system using digital watermarking as described in Fig. 

3, the watermarking system with the DTCWT-DCT as a watermark embedding method is proposed as 

shown in Fig. 4. The advantages of the DTCWT-DCT depend on DTCWT and DCT; DTCWT 

preserves ridge angles and it is characterized with perfect reconstruction, its shift invariance is 

approximate, and its directional advantage is selective; while DCT permits to divide the image into 

different blocks and to easily embed the watermark into selected blocks. It is also sufficient for 

compression attacks. The main steps of the proposed watermark embedding procedure can be 

described as follows: 

 

Original

Fingerprint

Image

DTCWT

Decomposition

Zigzag Scan

DCT

Decomposition

Differential

Embedding
Secret KeyBenary

Watermark

IDCT

Composition

Inverse Zigzag Scan

IDTCWT

Composition

Watermarked

Fingerprint

Image

 
Figure 4- The embedding procedure of the proposed DTCWT-DCT technique. 

 

A. Watermark Embedding Process 
     The first process in DTCWT-DCT method is the proposed watermark embedding process, as 

shown in Fig.  4. The process can be described as follows: 

Step 1:  DTCWT is performed on the input fingerprint image . to obtain DTCWT coefficients of 

fingerprint image which is referred to as follows:   

                                                                               (8) 

 

     where  is the original fingerprint image, ,  and  are the real, imaginary and complex 

coefficients at either scale of decomposition, respectively, while is the number of 

coefficients attained at either scale  of decomposition. The high value coefficients for fingerprint 

image decomposition define the ridges, short ridges and other transition points. These points are 

known as “minutia points” that correspond with high values coefficients, while low values correspond 

with continuous lines; this is when applying DTCWT decomposition in fingerprint image. The middle 

of the fingerprint usually contains minutiae points. The transform DTCWT decomposes the fingerprint 

image by using two 2D DWT to obtain additional coefficients. One collection of them speaks to the 

genuine part, and the other speaks to the imaginary part. The benefit of additional coefficients is that if 
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modifications happen in one coefficient, the other will adapt with these modifications. Thus, it will be 

easy to restore the original fingerprint image without being affected by the watermarking process.  

Step 2: A zigzag scanning is performed on a complex coefficients matrix which is obtained from 

DTCWT decomposition. The aim is to convert it into a vector of complex coefficients to easily 

process the watermarking, where  and   is the size of the complex coefficients matrix. 

Step 3: The coefficients vector  is decomposed within two (related) sub-vectors,  and , to allow 

applying the differential embedding technique (will be explained in details in the next steps) as 

follows: 

 

                                                                                                   (9) 

                                                                                                (10) 

where . 

Step 4: DCT is performed on  and  to create their DCT changed forms, and , which permit an 

image to be decomposed into various blocks in such way that making it much easier to embed the 

watermark into selected blocks. 

                                                                                                        (11) 

                                                                                                        (12) 

Step 5: The watermark (binary sequence  of size ) sequence bits for  is inserted 

within the changed vectors  and  using a differential embedding method that is a mathematical 

equation, as describe in equations  13 and 14. It allows including the watermark randomly into the 

transformed vectors  and   obtained from  transform, to be used in the extraction stage without 

the need for the original data (blind). This will output two changed (by watermarking) sub-vectors and 

as follows: 

                                                                         (13) 

                                                                          (14) 

     where  is the gain factor and are the random places into the highly strength band of  1Z   and 2Z

within the watermark bits are integrated. These spots are the elements of a vector  which can be 

produced by the usage of an arbitrary change operation: 

                                                                                                              (15) 

                                                                                           (16) 

    where is the grain of the related Pseudo Random Number Generator (PNRG),  and  are the 

beginning and the ending places, respectively, of the highly strength band applied to be put in the 

watermark, as shown in Fig. 5. Therefore, the user‟s secret key is , which prevents the 

watermark from tempering or unauthorized access by attackers. 

 

Figure 5- The differential embedding of the watermark in the high energy band of the transformed sub-

vectors  
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                   and   [18] 

 

 

Step 6: The inverse DCT  is performed on and using the following equations 17 and 18. 

The purpose of performing the  is to reconstruct the vector of complex coefficients 

embedded by the watermark. 

                                                                                           (17) 

                                                                                           (18) 

Step 7: The two changed sub-vectors and are combined in the composing step using the opposite 

operation in equations 7 and 8 in order to produce the modified vector  to reconstruct the complex 

coefficients vector embedded by the watermark: 

                                                                                               (19) 

                                                                                              (20) 

where . 

Step 8: The modified vector is converted within the matrix employing the inverse of the zigzag scanning 

operation to reconstruct the complex coefficients matrix embedded by the watermark. 

Step 9: The DTCWT coefficients are changed and the opposite wavelet transform IDTCWT is executed 

to attain the watermarked fingerprint image . The perfect image reconstruction has been assisted by 

using the redundancy of data (real/imaginary components) presented in the DTCWT algorithm. In fact, if 

the DTCWT coefficients have been slightly modified, we should be able to reconstruct a very similar 

image to the original one [14]. Thus, the controlled watermark embedding in the wavelet coefficients of 

the fingerprint image is unlikely to be altering its main features, and the identification phase using the 

image minutia can be performed without concern.  

Note 1: The parameters a and b should be chosen to satisfy the following conditions:  

--First, a > 0: the DC-components of the transformed sub-vectors and must remain unchanged in 

order to preserve the quality of the watermarked image. 

--Second, b - a ≥ L: the insertion band has to be wide enough to insert all the watermark‟s bits. 

--Third, b ≤ N/2: the watermarking is done in the height energy band of  and  in order to guarantee 

the robustness of the method.  

Note 2: While the normal differential embedding would be as follows:   =  + αw and  = - 

αw (by omitting the insertion locations), the fact that the transformed sub-vectors  and  in (11) and 

(12) are highly correlated [18], allowing us to assume that  ≈  ≈ 1/2 [  + ]. This will guarantee 

that  and  are similarly adding to the new changed ones  and  so that the consequent 

manipulation on the watermarked image will be limited. It is also clear that the distinction between  

and  will bring an augmented (by 2) amount of the integrated watermark array (αW) which is the 

essential aspect of this distinct integrating method. 

B. Watermark Extraction Process 
The mechanism of watermark extraction pursues the likewise stride as the integrating process, until 

reaching Step 4 where the extraction is taking place, as shown in Figure-6. 
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Figure 6-The procedure of extraction of the proposed DTCWT-DCT technique. 

Step 1:  Perform DTCWT on the input watermarked fingerprint image .  

Step 2: Execute a zigzag scanning on complex coefficients matrix which has been obtained from 

DTCWT decomposition. The aim is to convert it into vector of complex coefficients , to achieve 

an easy process of watermarking, where  and   is the size of complex coefficients matrix. 

Step 3: Decompose the vector of coefficients  into two related sub-vectors and . The 

decomposition of sub-vectors is based on equations 22 and 23. 

                                                                                             (22) 

                                                                                           (23) 

for . 

Step 4: Perform DCT on and  to produce their DCT-transformed forms and . 

                                                                                                (24) 

                                                                                                (25) 

   If the enter fingerprint image is the watermarked one, and by using analogy with the embedding 

operations, the extraction operations will deliver 2 sub-vectors  & as proven in equations 24 

and 25 duly. Appropriately, the distinction between them has a corresponding dating with the 

watermark array  : 

                                                                           (26) 

   where  and are the arbitrary spots in which the watermark bits are integrated. These 

spots are clearly defined by recreating the vector  and the usage of the user selected secret key and 

the arbitrary permutation, as shown in equations 13 and 14. Finally, because the difference 

 may vary from   values, 

therefore, a difficult challenge characteristic is implemented on it to be able to restore the source bits 

of the watermark: 

                                                                          (27) 

     After that, a comparison between the two watermarks and is performed. If there is a similarity 

between and , then fingerprint-based authentication system is launched. 
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Overview of the Experiment 
     Some experiments were performed in this section to test the quality of the proposed watermarking 

scheme. The performance of the fingerprint image-watermarking algorithm is evaluated by employing 

two fingerprint image databases (CASIA-V5-DB and FCV2002-DB2) which are publicly available, 

and comparing it with previous works that had used the same database. In the given experiment, 80 

fingerprint images from 10 characters, with sizes of 328 × 356 and 388 × 374 pixels for CASIA-V5-

DB and FCV2002-DB2 fingerprint databases, respectively, have been tested. Eight fingerprint images 

for each person are set as a template then the sequence binary, with a size of 160 bits as watermark, is 

embedded into each one. The process starts with comparing the input original fingerprint images in 

both databases against its corresponding watermarked fingerprint images to find positive matching 

results between them for minutia points and watermark data. Then, the input fingerprint images 

watermarked against common image processing are tested along with geometric attacks such as 

cropping, resizing, and rotation. The process is completed with comparing the original watermark 

embedded to the extracted watermark, that may be attacked, to find positive results between them. 

Thus, stronger robustness against common attacks of image processing and geometric is achieved, 

compared to previous methods, especially cropping, resizing, and rotation. 

     The hybrid domain DTCWT-DCT with the differential embedding in the proposed method is used 

to integrate watermark within original fingerprint images. The watermarked fingerprint images are 

compared with their corresponding original fingerprint images in both databases. To qualify the 

quality of the watermarked fingerprint image, the peak signal to noise ratio (PSNR) is used. 

Fingerprint recognition tools are used to measure the rate of similarities between fingerprints features. 

The Purpose of the similarity measurement is to find a positive score of minutia points matching 

between original fingerprint images in databases and their corresponding‟s, which have been possibly 

attacked and distorted. PNSR represents the ratio noise between the fingerprint image before and after 

the watermarking operation. This ratio can be used to determine the percentage of deformation on the 

original fingerprint image caused by the embedding of the watermark.  
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Figure 7- PSNR of fingerprint images versus the gain factor α   (a), PSNR of fingerprint images 

versus the  different directions for DTCWT (b). 

 

      The high ratio of PNSR means that the watermarked fingerprint image quality is high, thus, the 

similarity between the watermarked fingerprint image and the fingerprint image before watermarking 

operation implies high imperceptibility. Fig.  7 shows PSNR values obtained from our experiments 

versus the gain factor α and different directions for DTCWT to purpose embedding coefficients. It is 

obvious from Fig.  7(a) that higher α values result in lower PSNR of the watermarked fingerprint images. 

The  is determined as: 

                                                       (28) 

with is the top grey scale of the image (for an 8-bit image ) and  is determined as: 

                                                  (29) 

where are the dimensions of the original image,   is the fingerprint image before watermarking 

operation and is fingerprint image after it. 
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Figure 8- BCR rates of the derived watermark opposed to the gain factor   α after rotation attack (angle = 

0.25°) (a). BCR rates of the extracted watermark versus different directions for DTCWT after rotation   

                  attack (angle = 0.25°) (b). 

 

     The hybrid domain DTCWT-DCT with the differential extracting method is used to extract 

watermark embedded into the watermarked fingerprint image, that might be attacked by common image 

processing and geometric attacks; the extracted watermark is compared with its corresponding original 

watermark which does not need the original fingerprint image based on new proposed algorithm. To 

estimate the quality of derived watermark, the bit-correct ratio (BCR) is accepted to measure the 

sameness between the source watermark  and the derived watermark . The usage of this 

measurement became common lately as it grants more specific scale of values; BCR is characterized as 

the scale of precise extracted bits to the total number of integrated bits [19]. 

. It has been chosen to measure the similarity of watermark data that have been used as sequence binary 

in the proposed method. If the rate of  is equal to 100%, the extracted watermark will be identical 

to the original, which means achieving stronger robustness against common image processing and 

geometric attacks. Fig. 8 shows BCR rates of the extracted watermark obtained from our experiments 

versus the gain factor α and different directions for DTCWT after rotation attack (angle = 0.25°). It is 

apparent from Figure-8(a) the sameness (BCR %) of the source watermark and the derived watermark 

improved for higher values of α. 

The is defined as: 

                                                          (30) 
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     where is the length of watermark,  is the bit number  of original watermark and  is the 

bit number of extracted watermark . 

A. Gain Factor Selection 

     Several experiments have been conducted on the proposed method (DTCWT-DCT) for the purpose of 

evaluating its performance as compared to the other approaches that will be explained with detail in the 

section of discussion. The aim is to select the proper values of the gain factor  in equations 13 and 14 

that fulfil both the inconspicuousness and the toughness demands of the watermarking. In addition, due 

to the random permutation value in equation 15, the experiments are deployed 15 times with what is 

agreed with our random algorithm for embedding the watermark data in order to obtain good and stable 

results. Furthermore, the watermark data has been embedded in various locations to increase the security 

against intentional attacks.  The proposed algorithm is based on both databases, FCV2002-DB2 and 

CASIA-V5-DB, which has been tested on 80 fingerprint images from 10 persons, 8 fingerprint images 

each. As shown in Figure-7 and Figure-8, if we match between them, the best exchange between ocular 

aspect and watermark toughness is accomplished with the value of α = 0.8. We set α = 0.8 as the 

standard gain factor value. 

 

Figure 9- The original cover image (a), watermarked image (b), histogram of the original cover image 

(c), and watermarked image (d) for CASIA-V5-DB. 

 

     Figure-9 and Figure-10 show the original and the watermarked images along with their 

corresponding histograms in both databases, CASIA-V5-DB and FCV2002-DB2, respectively. The 

minutia points in the fingerprint image combine the ridges, short ridges, and other transition points 

that represent a high value in image decomposition. As show in the histograms in Figure-9(c) and 

Figure-10(c), most of the coefficients are centred around 0.7 and 1 values for CASIA-V5-DB database 

as well as 0.9 and 1 values for FCV2002-DB2 database. In the watermarked image, the wavelet 

coefficients range increases as compared to the original fingerprint image coefficients in both 

databases, as shown in Figure-9(d) and Figure-10(d). 
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Figure 10- The original cover image (a), watermarked image (b), Histogram of the original cover  

                    image (c), and the watermarked image (d) for FVC2002-DB. 

 

     We can clearly see that the visual quality of the fingerprint image has not been affected by the 

watermarking process, as shown in Fig.  9 and Fig.  10. Furthermore, values of PNSR and the 

matching score that have been obtained in the experiments, as shows in Table- 1, prove that the 

fingerprint image has not been affected by the watermarking process. 

 

Table 1- PSNR Values, BCR Rate and the Matching Score Value of the Proposed DTCWT-DCT 

Technique 

Data Base PSNR BCR (%) Matching Score 

FCV2002-DB2 37.10 99.99 0.99 

CASIA-V5-DB 36.15 99.96 0.98 

     Based on the good results obtained from the experiments of the proposed fingerprint image 

technique without attacks, it is clear that it has achieved, in the watermarking process, the visual 

quality of the fingerprint image without affecting watermark data robustness. 

B. Robustness Tests 

     The robustness of the proposed system is measured against common digital image watermarking 

attacks such as image geometrical attacks, image compression, image processing and low-pass filtering 

attacks. This evaluation is observed based on the average of PSNR values, BCR rates and the matching 

score values between the original fingerprint images and the corresponding ones which have been the 

possibly attacked and distorted. 

     On the other hand, to evaluate the performance of the proposed DTCWT-DCT method, we have 

implemented the proposed watermarking algorithm on the standard image used in [10],  „lena„, as a 

cover image with a size of 512x512, and  the sequence binary with a size of 1000 bit, as a the watermark 

data. The robustness against different types of attacks is compared based on PSNR value and normalized 

cross correlation values (NCC). 

1. Robustness Against Geometrical Attacks 
     The proposed method is evaluated against geometric attacks based on the results obtained from this 

experiment. The experiments have tested three types of geometric attacks (Resizing, cropping and 

rotation) and their results are shown in Table- 2. 
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Table 2-BCR Rate and the Matching Score Value of The Given DTCWT-DCT Method Under  

Geometrical Attacks 

Attack 
BCR (%) Matching Score 

FCV2002-DB2 CASIA-V5-DB FCV2002-DB2 CASIA-V5-DB 

Resizing 

(Q=1/2) 
85.91 82.49 0.90 0.90 

Resizing (Q=2) 99.86 99.57 0.97 0.98 

Cropping (15 

%) 
99.78 99.07 0.92 0.95 

Cropping (25 

%) 
98.82 97.25 0.83 0.86 

Rotation  

(0.25°) 
93.18 95.87 0.95 0.95 

     For resizing (Q=2), cropping (15 %,10%), and rotation (angle =0.25), the proposed method could 

almost be able to fully recover the watermark without affecting fingerprint image features. While, 

resizing (Q=1/2) failed to fully recover all the watermark data, as appeared for the BCR rate and 

matching score results in Table-2.  

    Furthermore, from the obtained results shown in Table-3, it seems that the proposed method 

succeeded to show strength against the geometric attacks of resizing and cropping compared the 

previously proposed method [10]. The choices of the embedding coefficient sub-bands in the proposed 

DCT-DTCWT method are far more adjustable than those used in the previous method [10] because 

the proprieties of the used hybrid transform domain under proposed algorithm with differential 

method. 

Table 3- Comparisons of PSNR and NCC between the Proposed Method and the Previously Proposed 

Method in [10]  

 

Attack 

K. Ramani et al [10] Proposed method 

PSNR NCC PSNR NCC 

Resizing (20%) 7 0.48 24.14 0.52 

Resizing (25%) 7.9 0.64 27.55 0.56 

Resizing (75%) 8 0.73 28.85 0.58 

Cropping (20 

%) 
7 0.48 14.33 1 

Cropping (25 

%) 
7.8 064 13.37 1 

Cropping (75 

%) 
8 0.73 8.54 0.98 

Under Geometrical Attacks (scaling and cropping).                

     In the next experiments, some rotations have been added to the watermarked fingerprint images. 

The original image is set as the template for the purpose of comparison and it is rotated on six various 

rotation angles ±5°; ±10°; ±15°. Table- 4 shows the average of matching score values between the 

template images in both databases compared to the watermarked images with rotations. 

 

Table 4- The Matching Score Values of the Given DTCWT-DCT Method Under Geometrical Attacks. 

Angle 
Matching Score 

FCV2002-DB2 CASIA-V5-DB 

Rotation(+5°) 0.87 0.87 

Rotation(-5°) 0.87 0.85 

Rotation(+10°) 0.85 0.84 

Rotation(-10°) 0.84 0.85 

Rotation(+15°) 0.84 0.81 

Rotation(-15°) 0.83 0.82 
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Based on the previous table, our proposed method proved to be robust against geometrical attacks as 

shown from their obtained results in Tables- 2 and 3. In particular, it performs well against rotation 

attacks that did not affect the fingerprint features, as it appears in the results in Table-4. 

2. Toughness Versus Image Compression 
     The BCR rate of the derived watermarks and score matching of minutiae points under JPEG lossy and 

JPEG2000 compression attacks are given in Table- 5. As for JPEG lossy compression, the quality factor 

(Q) varies from 70 to 80, whereas for JPEG2000 the compression ratio r  varies from 4 to 8. The JPEG 

lossy compression image in order to compression factor is more 80, and the JPEG2000 compression 

image in order to compression ratio is lower 8. The watermark extracted is almost similar to the original. 

Furthermore, the watermarked fingerprint images have not been affected by image compression process, 

as revealed through the higher rate of similarities between fingerprints features for the matching score, as 

shown in Table-5. 

  

Table 5- BCR Rate and the Matching Score Values of the Given DTCWT-DCT Method Under 

Compression Attacks 

Attack 
BCR (%) Matching Score 

FCV2002-DB2 CASIA-V5-DB FCV2002-DB2 CASIA-V5-DB 

JPEG 2000 (r = 4) 99,81 98,79 0,98 0,97 

JPEG 2000 (r = 8) 93,66 94,22 0,97 0,96 

JPEG lossy (Q = 

70) 
92,26 96,95 0,97 0,97 

JPEG lossy (Q = 

80) 
95,73 99,01 0,98 0,97 

 

     In addition, the proposed method has been tested on a standard image under different JPEG 

compression factors, as shown in Table-6 

 

Table6- Comparisons of PSNR and NCC Between the Proposed Method and Previously Proposed 

Method in [10]Under Compression Attacks 

Attack 
K. Ramani et al [10] Proposed method 

PSNR NCC PSNR NCC 

JPEG lossy (Q = 20) 26.1 0.74 32.91 0.64 

JPEG lossy (Q = 30) 28 0.77 34.97 0.69 

JPEG lossy (Q = 40) 29.9 0.88 34.93 0.75 

JPEG lossy (Q = 50) 31.1 0.90 35.28 0.83 

JPEG lossy (Q = 60) 33.5 0.93 35.05 0.92 

JPEG lossy (Q = 70) 36 0.95 35.12 0.96 

     Acceptable results have been obtained from the proposed method under JPEG lossy and JPEG2000 

compression. On the other hand, as shown in Table- 6, for JPEG compression, the quality factor (Q) 

varies from 20 to 80. The watermark extracted is almost similar to the original for compression factors of 

50 and 70, as demonstrated by NCC values. Moreover, the proposed method succeeded to improve the 

results under compression images, as compared to the previous method [10].  The proposed method 

proved its robust performance in compression watermarking fingerprint images compression process. 

3. Robustness Against Image Processing Attacks 
     We also evaluated the proposed method against noise addition attacks to measure its robustness 

against some noise that can be produced, for example, by the sensor and circuitry of a scanner or digital 

camera. Concerning the three groups of evaluated noises attacks (Speckle, Gaussian, and salt and 

pepper); we added them to the watermarked fingerprint image with different noise densities. It can be 

observed that the given technique is adequately robust versus noises with medium variances, although, 

for high variance noises, the technique gives adequate achievement, considering that the BCR values are 

above 90 % for the larger part of experiments. In addition, the watermarked fingerprint images have not 

been affected, as it could be noticed from the high percentages of similarities between fingerprints 

features for matching score, as shown in Table-5. 
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Table 7- BCR Rate and the Matching Score Values of the Given DTCWT-DCT Method Under Noise 

Addition Attacks 

Attack 

BCR (%) Matching Score 

FCV2002-

DB2 

CASIA-V5-

DB 

FCV2002-

DB2 

CASIA-V5-

DB 

Gauss noise (var = 0.005) 97.94 99.38 0.94 0.94 

Gauss noise (var = 0.01) 95.64 98.47 0.91 0.93 

Gauss noise (var = 0.02) 90.42 95.60 0.89 0.89 

Salt and pepper (var = 0.01) 99.40 99.74 0.96 0.95 

Salt and pepper (var = 0.02) 98.26 99.36 0.93 0.93 

Speckle noise (var = 0.01) 96.30 99.06 0.92 0.95 

Speckle noise (var = 0.02) 92.06 97.55 0.90 0.93 

     On the other hand, compared with the results obtained in the previosu method [10], the proposed 

method performs well under different noise densities, as shown Table 8. 

 

Table 8- Comparisons of PSNR and NCC Values Obtained After Different Types of Image Noises 

Between Proposed Method and Previously Proposed Method in [10]. 

Attack 
K. Ramani et al [10] Proposed method 

PSNR NCC PSNR NCC 

Gauss noise (var = 0.01) 20 0.97 19.85 1 

Gauss noise (var = 0.05) 18.7 0.93 13.60 0.95 

Gauss noise (var = 0.1) 16.3 0.86 11.35 0.87 

Salt and pepper (var = 0.01) 25.5 0.97 24.77 1 

Salt and pepper (var = 0.05) 23.9 0.96 18.33 0.99 

Salt and pepper (var = 0.01) 20 0.92 15.43 0.96 

     Based on the obtained results, it can be observed that the proposed technique has an acceptable 

robustness against noises (Gaussian and salt and pepper) with medium variances. The NCC values were 

above 90 % for the larger part of experiments and it succeeded to improve their results compared with 

that in the previous method [10] . 

Thus, in rapport to the results given in Tables- 7, 8, the shown method has proven better performance 

against the three groups of the evaluated noises attacks (Speckle, Gaussian, and salt and pepper). 

4. Robustness Against Low-Pass Filtering Attacks 
     Table-9 demonstrates the results of the experiment to observe the robustness of the proposed method 

against low-pass filtering.  Gaussian filter and Wiener filter produced the highest BCR, with values of 

90% to 92%, respectively, for the database FCV2002-DB, unlike the Average filter and Median filter for 

which the BCR rate was weak. However, the percentage of the matching score between fingerprint 

features was higher than 85% for all low-pass filtering attack experiments. This implies that they are 

acceptable results according to the values accepted by fingerprint recognition tools that we used in our 

proposed method. 

     In addition, for standard images that were used in previous studies [20, 21], our method has better 

performance against Gaussin filter, as shown in Table-13. 

 

Table 9- BCR Rate and the Matching Score Values of the Given DTCWT-DCT Method Under Low-

Pass Filtering Attacks 

Attack 

BCR (%) Matching Score 

FCV2002-

DB2 

CASIA-V5-

DB 

FCV2002-

DB2 

CASIA-V5-

DB 

Average filter (3x3) 72.58 68.73 0.85 0.88 

Median filter  (3x3) 76.69 64.77 0.88 0.90 

Wiener filter (3x3) 92.19 84.96 0.89 0.92 

Gauss filter  (3x3) ( var=1) 90.71 88.78 0.87 0.90 
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Gauss filter  (3x3) ( var=1.5) 81.75 78.78 0.86 0.89 

     According the results presented in Table- 9 for the tested low-pass filtering attacks, the proposed 

method has proven better performance against Gaussian filter and Wiener filter attacks. However, it 

exhibits weak robustness against the other low-pass filtering attacks. 

C. Similarity with Other Techniques 

     To begin with this subsection, we have conducted diver‟s experiments to evaluate the achievements 

of the given DTCWT-DCT method compared with other fingerprint image watermarking approaches. 

The approach in a previous study [20] proposed embedding of the face features (watermark) into the 

fingerprint image (cover) via a generated secret key to locate the pixels to be watermarked while 

preserving the fingerprint minutia points under the FVC2002-DB2 fingerprint database. While, both of 

the previous approaches [20, 21] have been tested using the CASIA-V5-DB fingerprint image database. 

Ghany et al.[20] proposed a wavelet-based approach to embed a multi-bit watermark, based on DNA 

data into fingerprint images. In the other study [21], the proposed watermarking scheme was based on 

inserting, in the fingerprint image, a binary image from an encrypted password using Dual Tree Complex 

Wavelet Transform. Although, the previous works have some advantages for fingerprint image 

watermarking process which achieved  the combination between imperceptibility, the payload of the 

watermark embedded and achieving an only high score of matching between original fingerprint images 

in databases and its corresponding which the possibly attacked and distorted. However, the extracted 

watermark after the watermarking process not found for its recover, as shown in Table- 10. 

Table10- Comparisons Among Different Robust Fingerprint Image Watermarking Methods in Terms 

of Peak Signal-to-Noise Ratio (PSNR), The Bit-Correct Ratio (BCR), Matching Score 

Items 
Ghany et al. 

[20] 

Alkhathami 

et al. [21] 

Bousnina et al. 

[22] 

Proposed 

Method 

Watermarking 

techniques 
DWT-DNA DTCWT OLPP DTCWT-DCT 

Embedding domain 
Multiresolutio

n 

Multiresolutio

n 
Spatial Hybrid domain 

Watermark 
Sequence 

Binary DNA 

-Text 

-Binary Image 
Face features Sequence Binary 

Databases 
CASIA-V5-

DB 

CASIA-V5-

DB 
FCV2002-DB2 CASIA-V5-DB 

PSNR (dB) 26 36.23 33.75 36.15 

The Matching scores 1 1 1 1 

BCR(%) - - - 100 

     On the other hand, these previous techniques focus only on authentication and not provide robustness 

of the extracted watermark after watermarking process. The extracted watermark is used to certainly 

identify the real owner of the fingerprint that was possibly attacked or distorted.  

     In addition, the conducted experiments of the previous works have been tested only under some 

several attacks, such as image processing. While, the other geometrical attacks had not been tested. For 

example, rotation attacks, when tested it to prove proposed method able or cannot retain the   features of 

fingerprint and watermark data though some rotations have been made on the fingerprint images.  

However, Alkhathami‟s approach  [21] has achieved good results under geometrical attack. 

Nevertheless, it requires the original fingerprint template at the extraction stage (not blind). Conversely, 

our proposed approach was blind, which implies the non-requirement to the original fingerprint image to 

extract the watermark and, thus, beefing up the robustness of watermark data and the security of the 

fingerprint recognition system.  

Furthermore, the proposed algorithm has been tested under different several common attacks such as 

image processing, compression and geometrical attacks. Good quality of the watermarked fingerprint 

images  was achieved compared with the other methods [20-22], as shown in Table- 10. This is clear 

since the PSNR value was almost greater than 36 dB in the majority of the experiments for all tests on 

the fingerprint images in CASIA-V5-DB, while its value was greater than 37 dB for FVC2002-DB2. The 

BCR rate achieved 100% for all the extracted watermarks after watermarking process.  
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Table 11- The Coordinating score between the Template and Rotated Images Obtained by DTCWT 

and our Proposed Method 

Technique Image No Rotation Angles 

0 +5 +10 +15 -5 -10 -15 

Alkhathami 

et al[22] 

1 0.86 0.86 0.86 0.86 0.86 0.86 0.86 

2 0.78 0.78 0.78 0.78 0.78 0.78 0.78 

3 0.80 0.80 0.80 0.80 0.80 0.80 0.80 

4 0.83 0.83 0.83 0.83 0.83 0.83 0.83 

5 0.85 0.85 0.85 0.85 0.85 0.85 0.85 

Proposed 

method 

1 1 0.87 0.92 0.91 0.87 0.86 0.87 

2 1 0.94 0.93 0.93 0.92 0.92 0.97 

3 1 0.90 0.81 0.86 0.88 0.89 0.90 

4 1 0.80 0.89 0.88 0.75 0.92 0.83 

5 1 0.89 0.85 0.69 0.71 0.75 0.78 

     The proposed method achieved a high score of matching fingerprint features compared to the 

previously proposed method [21], as shown in Table- 11. We used five random comparison results that 

have been obtained from five watermarked fingerprint images and rotated them on six different rotation 

angles (±5°; ±10°; ±15). 

     Although the method proposed in this paper have been tested under some of the same attacks with a 

strong factor as that in the previous methods, and obtained unsatisfactory results compared with the 

results of these methods. However, the proposed method has achieved the combination of 

imperceptibility, robustness and security, all with a simplicity in the application when using a weak 

factor of the same attacks; in addition, it was tested under others attacks which had not been used in the 

previous methods. One of the previously proposed methods [22]  focused only on the PSNR values of 

watermark, which achieved good results, without testing PNSR values for the cover image under these 

attacks. This is contrary to the other proposed method [20], which focused only on the PSNR values of 

the cover image, which also achieved a good result against the noise attacks, without evaluating the 

extracted watermark. In the third previously proposed method [21], the focus was on hiding the 

watermark into the fingerprint image without any attacks tested. 

    On the other part, as show in Table- 8 that contains the obtained results of PSNR values after Gaussian 

and salt and pepper noise attacks, it can be observed that the proposed technique is low of 

imperceptibility compared to the other previously reported technique [10]. The proposed method has 

been tested on the biometric image (fingerprint) in order to preserve the embedded watermark without 

affecting minutia points of the cover fingerprint image (not the cover fingerprint image). Thus, 

robustness for watermark data was achieved and security of biometric data was improved. When we 

tested our proposed algorithm on standard images (which do not have features biometric), logically, we 

had a decrease in PSNR and acceptable values of NCC. 

Table 12- Comparisons of PSNR Values Obtained After Different Types of Image Noises Between 

Proposed Method and Previous Proposed Method in [22] 

Technique Image No 
Salt & Pepper 

 (0.2 noise density) 

Speckle  

(0.04 Parameter 

value) 

Poisson 

Alkhathami 

et al[22] 

1 36.23 18.64 27.21 

2 35.76 18.61 27.20 
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3 36.02 18.30 27.06 

4 34.82 18.42 27.09 

5 35.72 18.72 27.26 

6 34.42 18.82 27.34 

Proposed 

method 

1 11.22 17.68 36.58 

2 11.19 17.71 36.60 

3 10.96 17.76 36.61 

4 11.03 17.74 36.61 

5 11.14 17.47 36.58 

6 11.08 17.74 36.61 

     Based on the comparison results of the fingerprint image watermarking, the proposed method in this 

paper shows that the best exchange between visual quality and watermark toughness is accomplished 

without attacks.  While, when tested against some common several attacks such as image processing, 

compression and geometric attacks, the watermark was not completely recovered for some attacks, as 

shown by the high strength JPEG2000 or JPEG lossy compression. However, better matching score 

between minutiae points for all watermarked fingerprint images have been achieved compared to the 

previous methods, as shown in Table- 12. In addition, depending on the related results provided in 

Table- 11, the suggested algorithm shows high solidity towards a rotation attack. 

     On the other hand, to evaluate the performance of the proposed DTCWT-DCT method, a comparison 

is performed with other recent watermarking approaches that use standard images. The implementation 

proposed watermarking algorithm on standard images used by techniques in previous reports [25, 26, 27] 

with a cover image size of 512x512 and a sequence binary with watermark data size of 512 bit. Different 

classes of images such as the standard images of Lena, Mandril, Peppers, Barbra have been considered in 

this comparison. These images are collected from CVGUGR image database and USC-SIPI image 

database. Figure-11 shows PSNR values obtained from four standard images under the proposed 

DTCWT-DCT and different recent watermarking methods proposed in the above mentioned studies. It 

has been observed that one of the proposed methods [25] is almost providing the better imperceptibility. 

However, the PSNR values of our suggested DTCWT-DCT stayed stable and acceptable in the four 

standard images compared to the other methods. This may be due to the fact that the proposed algorithm 

focuses on choosing the location of embedding to achieve better imperceptibility and h robustness 

against many different image‟s attacks.  

 
Figure 11- Comparison of Imperceptibility with different methods. 

     The robustness against different types of attacks is compared based on bit error rate (BER), as 

calculated previously [23], between the original watermark and the extracted watermark. The robustness 

values have been compared with those of the previous methods [25, 28], as shown in Table-13. 

 

Table 13- The comparison of the results with previous methods [28, 25] for different attacks in terms of 

BER 

Attacks 

Lena Peppers Mandril 

Mehta 

el al 

[28] 

Islam 

et al 

[25] 

Propose

d 

Mehta 

el al 

[28] 

Islam et 

al [25] 
Proposed 

Mehta 

el al 

[28] 

Islam et 

al [25] 
Proposed 

SPN(0.005 0.0566 0.0253 0,0001 0.0557 0.0351 0,0001 0.0518 0.0390 0,0002 

0

10

20

30

40

50

Lena Barbara Mandril Peppers

P
SN

R
 

Verma et al [23] Wang et al [24]

Islam et al [25] Hamghalam et al [26]
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) 

SPN (0.01) 0.1152 0.0429 0,0011 0.1230 0.0703 0,0030 0.1025 0.0625 0,0025 

SPN (0.02) 0.1638 0.0859 0,0129 0.1973 0.1250 0,0175 0.1768 0.1445 0,0187 

GN (0.001) 0.0547 0.0351 0 0.0557 0.0390 0 0.0684 0.0429 0 

GN (0.005) 0.2490 0.2089 0,0084 0.2637 0.1933 0,0111 0.2480 0.2226 0,0141 

GN (0.01) 0.3584 0.3476 0,0432 0.3635 0.3535 0,0521 0.3281 0.3105 0,0517 

IS 0.0107 0.0020 0 0.0107 0.0136 0 0.0557 0.0410 0 

AF (3 × 3) 0.0039 0.0664 0,7379 0.0078 0.0391 0,7197 0.0410 0.1601 0,6374 

GF (3 × 3) 0 0.0039 0 0.0020 0.0195 0 0.0315 0.0153 0 

JPEG 50 0.0020 0.0020 0,0507 0.0020 0.0020 0,0756 0.0256 0.0059 0,1102 

JPEG 70 0 0 0,0092 0 0 0,0133 0.0049 0 0,0495 

      

     Based on the results obtained from the comparison show in Table-13, the proposed DTCWT-DCT 

method provides improved robustness against some attacks. It showed an improvement in its strength 

against image processing attacks like salt and pepper noise (SPN), Gaussian noise (GN), Gaussian 

filtering (GF) and image sharpening (IS). While, it stays weak against other attacks like compression 

attacks, as compared to the other proposed methods [25, 28]. However, the proposed method gives also 

better solution to prove ownership claim under diverse attacks. 

Conclusions 
    This research paper shows a vison-less, solid and simple watermarking system relying on the mixture 

of DTCWT and DCT spheres. In the integrating phase, the differing technique is applied to two 

transformed sub-vectors such that the removal of the watermark is carried out using the distinction of the 

corresponding watermarked sub-vectors only. 

Generally, the experimental findings show that our system offers a tremendous solidity versus numerous 

image attacks such as image processing, compression, and geometrical 

     attacks. Moreover, the nature of the watermarked fingerprint image is adequate in the condition of 

preserving fingerprint features (minutiae points) as just the PSNR per watermarked image is above 36 

dB, and the achieving high strong of security in terms of correlation of extracted watermark data as the 

accepted results obtained of BCR values of derived watermark and score matching of minutiae points for 

cover image.  

     Furthermore, the necessity of the mixture of the DTCWT and DCT transforms have been investigated 

over the idea of the previously proposed methods  [10, 22] that depended only on the DTCWT 

transform. The proposed blind method which is based on DTCWT-DCT hybrid transform has a higher 

robustness than Alkhathami 's method  [23] which is based only on DTCWT transform with the 

requirement of the original fingerprint template at the extraction stage (non-blind).  In addition, the 

proposed algorithm shows a high robustness against rotation attacks. Furthermore, compared with a 

previous method [10], our results showed an improvement in its strength against several different image 

attacks like scaling, cropping and other image processing attacks like salt and pepper and Gaussian noise. 

While, it stays weak against some other attacks such speckle and poison techniques, compared with the 

proposed methods. However, the proposed method gives also a better solution to prove ownership claim 

under diverse attacks. The outcomes of the tests have also shown that the suggested (DTCWT-DCT) 

method has enhanced the robustness and high security compared to the other prior fingerprint image 

watermarking schemes. Thus, the proposed technique will add a validation factor in the authorisation 

process by integrating user identification and bio-metric features with high security, particularly when 

the transformation of the fingerprint image between the sender and receiver is made. 
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