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Abstract 

      Due to the large-scale development in satellite and network communication 

technologies, there is a significant demand for preserving the secure storage and 

transmission of the data over the internet and shared network environments. New 

challenges appeared that are related to the protection of critical and sensitive data 

from illegal usage and unauthorized access. In this paper, we address the issues 

described above and develop new techniques to eliminate the associated problems. 

To achieve this, we propose a design of a new sensor node for tracking the location 

of cars and collecting all information and all visited locations by cars, followed by 

encryption in a sensor node and saving in the database. A microcontroller of 

Arduino esp8266 Node MCU board and a GPS module are used. The cryptography 

uses the chaos-based symmetric-key encryption technique for data. This scheme 

utilizes a chaotic map (Hénon map) for robustness and security of data. The key 

sensitivity can be performed by statistical experiments to determine the safety, 

reliability, and speed of the algorithm. The proposed algorithm presents several 

exciting features, such as a high level of security, sufficient saving of the energy of 

the sensor network, and an acceptable encryption speed compared to Advanced 

Encryption Standard (AES) and Data Encryption Standard (DES). 
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 الخلاصة
في تقشيات الاترالات عبخ الأقسار الرشاعية والذبكات اللاسمكية، ىشاك مطالب نعخًا لمتطؽر الكبيخ      

كبيخة لمحفاظ عمى آمؼ البيانات عشج تشقميا عبخ الإنتخنت وبيئة الذبكة السذتخكة. ظيخت التحجيات الججيجة 
حا العسل، في ى .لحساية البيانات الحخجة والحداسة مؼ الاستخجام غيخ القانؽني والؽصؽل غيخ السرخح بو

نعالج السذاكل السؽضحة أعلاه باستخجام تقشيات مطؽرة ججيجة لمقزاء عمى السذاكل السختبطة بيا. لتحقيق 
لتحقيق ذلغ، نقتخح ترسيػ عقجة استذعار ججيجة لتتبع مؽقع الديارات  ذلغ، نقتخح ترسيػ عقجة مدتذعخ ججيجة

ؼ قبل الديارات ثػ تقؽم عقجة الاستذعار بتذفيخىا وجسع جسيع السعمؽمات وجسيع السؽاقع التي تست زيارتيا م
 ووحجة (Arduino esp8266 NodeMCU) تػ استخجام متحكػ  -. حيثوحفعيا في قاعجة البيانات

(GPS) .في ترسيػ ىحه العقجة  
 يدتخجم التذفيخ تقشية تذفيخ السفتاح الستساثل السدتشجة إلى فؽضى البيانات. يدتخجم ىحا السخطط خخيطة     

لقؽة أمان البيانات. حداب الحداسية الخئيدية مؼ خلال إجخاء تجارب إحرائية (  (Hénon map فؽضؽية
. تقجم الخؽارزمية السقتخحة العجيج مؼ السدتخجمةخؽارزمية تذفيخ البيانات عسل لتحجيج سلامة ومؽثؽقية وسخعة 
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الطاقة لذبكة الاستذعار، وسخعة تذفيخ السيدات السثيخة، مثل مدتؽى عالٍ مؼ الأمان، وتؽفخ ما يكفي مؼ 
 .(DES) ومعيار تذفيخ البيانات (AES) مقبؽلة بالسقارنة مع معيار التذفيخ الستقجم

1. INTRODUCTION 
     The Internet of Things (IoT) in computers and wireless networks became more important. IoT 

consists of a continuum of uniquely addressable things communicating together to form worldwide 

dynamic networks. The concept of  IoT has been introduced to enable full access and security to data 

in Sensor Node (SN) or things [1]. 

     Wireless Sensor Networks (WSNs) and wired networks are exposed to risks such as the eavesdrop 

on data by an attacker [2]. The SNs placed in unprotected areas may lead to easy susceptibility to 

attacks; therefore, it must be safe by providing secure algorithm encryption in WSNs [3]. One of the 

most secure algorithms is a chaotic algorithm, which has gained a great interest by information 

security researchers. For the sake of suitability, the properties of the chaotic algorithm, such as mixing, 

complexity, sensitivity to initial conditions, diffusion, and lightweight processing space, have assisted 

the use of chaos in cryptography.  

     The chaotic systems for secure communication are generating stream cipher or block cipher [4]. In 

2012, Chandra and his group proposed a protocol that depends on public-key cryptography for agent 

authentication and session key establishment. The SNs were executed in Rivest–Shamir–Adleman 

(RSA) algorithm by connecting the external agent and the base station through Public. Key 

Cryptography. (PKC), while the base station is communicating with the sensor by sharing a private 

key technique [5].  In 2015,  Panda introduced an encryption algorithm which is implemented using 

AES. The AES-based symmetric key approach is implemented for the confidentiality of data in the 

WSN by sharing the same key for encryption and decryption between both sides of the 

communication. This algorithm results in plaintext by calculating ten rounds mathematically to 

produce the cipher-text in a short time [6]. In 2016, Mahdi and Hreshee designed a model of a security 

that depends on a chaotic system by encrypting voice signals. They used Henon map that deals with 

discrete-time system differential equations. The encryption in this system depends on generating a 

stream of bits (ones and zeroes) from the Henon map. Henon map gives a very strong ability for 

encryption in comparison with the traditional methods used for encryption [7]. 

In this paper, a WSN security was designed and implemented. The design contains SNs to perform 

desired measurements, process the measured data, and transmit it after encryption to the client over a 

wireless channel. The client makes TCP/IP connection with the SN to collect the required data and 

then encrypt and analyze these data. This method minimizes the implementation gaps between 

different security mechanisms by establishing a new key procedure. In each new procedure, Henon 

map's equations are computed, and a new key is produced. Therefore, a new key will be generated in 

each cycle. 

2. THE SENSOR NODES 
     The SNs lie at the core of the WSNs, which work as a device that possesses sensing, computation, 

and communication capabilities. Based on their sensing components and the application requirements, 

the SNs would be used to monitor many properties such as temperature, light, motion, pressure, and 

humidity. The processing module of the SN can do computation on the sensed data and the data 

received from other sensors. The communication module in the SNs is used to send and receive the 

data packets to and from the neighboring nodes [8]. The sensors (sensor nodes) realize the presence of 

a physical entity using device-specific embedded software in the surrounding and gather the 

information required for the interaction. Each physical device has a unique Internet Protocol (IP). The 

information collected will be processed in these physical devices via a connection between IP with 

storage servers on the web and will be delivered at the right place and time  to be utilized by different 

applications [9]. 

3. THE ARCHITECTURE OF SENSOR NETWORKS COMMUNICATION 
     WSNs are small and light weight sensing devices that contain a constrained processing unit, 

EEPROM or Flash memory, little memory for tiny operating-systems, one or more sensors, limited 

range transceiver, Analog to Digital Converter (ADC), and other desired programs depending on type 

of node, as shown in Figure-1 [10]. 
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Figure 1-Architecture of the sensor node [11]. 

 

4. WIRELESS SENSOR NETWORK 
     WSNs are a collection of specialized autonomous sensors and actuators with a wireless 

communications infrastructure. These sensors are intended to control physical or environmental 

conditions at different locations and pass their data and their control command to the central area and 

the desired actuator through the network, respectively [12]. Every SN provides a transducer, a radio 

transceiver, a microcontroller, a power supply, and usually a battery. Through the satellite network and 

the internet, the collected data is received by an application at the end. It is not necessary that the SNs 

have a fixed area; most of SNs are randomly deployed to monitor the sensor area, and usually 

communicate with each other and the radio transceiver [13].  

5. CONNECTING WSNs WITH THE INTERNET 

     Direct or indirect communication with things in a smart way is basic for the Internet of things, 

where things can communicate with each other at any place and time. The difference between the 

Internet and the IoT is the use of computers on the Internet, while the terminal devices of the IoT are 

intelligent things. WSNs are a network of intelligent things. Connecting WSNs with the Internet will 

form an IoT information infrastructure. There are many ways of connecting WSNs to the Internet. The 

approach of Transmission Control Protocol (TCP) //IP overlay solution is performed by an overlay 

network constructed on either WSNs or the Internet [14]. 

5.1 TCP/ IP OVERLAY SOLUTION 

     TCP/IP protocols suite consists of many protocols, but its name came especially from two main 

protocols, TCP and Internet Protocol (IP). IP is responsible for providing addressing and routing 

globally [14]. TCP/IP overlay sensor networks are to implement TCP/IP protocol above a 

microcomputer system with minimal resources, as shown in Figure-2. Many problems may 

accompany the implementation of TCP/IP in WSNs. For example, the problems of how the IP address 

is assigned to the SN and how to mix the address-based and data-.based routing efficiently according 

to network traffic. The IPv16 over Low Power Wireless Personal Area Networks (61LowPAN) is a 

typical TCP/IP overlay solution. Internet users can access individual SNs directly by using the IPv.6 

address [13]. 
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Figure 2- TCP/IP overlay solution [13]. 

 

6. SECURITY SCHEMES FOR WIRELESS SENSOR NETWORKS 
     Security is the most important factor to be considered in the design of information and networking 

systems that might be subjected to security attacks on WSNs, which are similar to wired networks 

[15]. WSNs are more susceptible to attacks due to the deployment of SNs in unprotected areas [2]. 

7. CHAOTIC SYSTEMS  
     Chaos had become the base of many encryptions techniques, because it has many advantages that 

help to use it as an encryption algorithm [16].  Chaotic systems used in cryptography for secure 

communication are generating stream cipher or block cipher [17]. There are two types of Chaotic 

systems; the first one is the chaotic flow, such as Lorenz, Rӧssler, Chua, etc., which deals with the 

Continuous-Time Systems. The second is the chaotic maps such as Henon, logistic, cat map, etc., that 

describe the Discrete-Time Systems (DTS)[18]. 

The chaotic systems have many characteristics compared to the other linear and nonlinear systems. 

These characteristics involve that the movement in a chaotic system is always bound to a particular 

region; cyclicity is the motion of a chaotic system is ergodic theory in its attractor. The chaotic 

trajectory does not stay at a point if it passes through every point state in the region of the system, and 

randomness is a fully deterministic system. Thus, if the initial condition is known in perfect detail, any 

small inaccuracy in the initial state will grow exponentially with time. Therefore, the predictably of 

the system behavior for a long term future is impossible[4]. 

7.1 Hénon Map 

The chaotic map used in this paper is the Hénon map. It has a discrete dynamical behavior with a very 

simple nonlinear difference equation. It is one of the most studied examples of dynamical systems that 

exhibit chaotic behavior [19]. As explained below in equations (1) and (2), the Henon map takes a 

point (Xn, Yn) in the plane and maps it to a new position. The difference equations for the Henon map 

[7] are: 

          
                                      (1)                         

                                   (2) 

This map depends on two parameters (p and q). The classical Henon map has values of p = 1.44 and q 

= 0.33 [20]. 

7.2 GENERATING A SEQUENCE OF BITS FROM CHAOTIC MAP 

     The encryption in this system depends on generating a stream of bits of ones and zeroes from the 

Henon-map. This code will be exclusive OR with the input data. The technique is used to convert each 

data that result from the SN  to a number of bits that will be equal to the  number of bits that are 

converted from the input data [7]. The strength of security in Henon map was previously studied [21]. 

In many researches, it was proved that Henon method is strong against brute force attack as compared 

with the classical methods because of having high key space [22]. The size of the key space should be 

greater than 2
100

 to prepare a high-security system [23]. A previous study  [24] proved that if the 

limited of space key less than 2
100

 it easy to broken the key space reaches to .8426×10
128 

 [7]. 
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8.  THE MODEL OF THE PROPOSED SYSTEM  

     Advances in microelectronic systems and wireless communication technologies have led to the 

proliferation of WSNs. The SNs can work in harsh operating environments and the nodes make a 

collaborative effort to sense specific data around its periphery. The typical sensor network consists of 

many low-powered and low-cost SNs. WSN protocols should be designed to prolong the lifetime of 

the network and minimize the energy consumption. Information collecting in WSN is performed by 

requesting the statistics about the area in the sensor field; this requires a protocol that can deal with the 

requests in WSN. The last important characteristic of WSNs is the position of the nodes which may 

not be engineered or predetermined, therefore, data routes that are self-organizing must be provided. 

The TCP/IP connection is used to ensure a safe connection. Each SN (Transmitter) contains an IP 

Address that allows dealing with the SN and operating the data in it. Figure-3 explains a general block 

diagram for data and how it operates inside the Henon map. Finally, encrypted data are represented as 

a result of security for this chaotic system and transmitted via a wireless connection to the client. 

 

 
Figure 3- General block diagram for data inside the Henon map. 

 

Transmitter: A WSN consists of Arduino hardware ESP8266 board, GPS, and battery to support the 

SN energy. This connection will emulate the satellites and retrieve the required information. Each 

node will collect the car information in addition to the location details such as IP, name, color and 

model of the car, longitude, latitude, time, and date for the SN. This information is considered as input 

data to the encryption system of Henon map to protect it from any malicious attacks by using a secure 

algorithm for encrypting. 

Receiver: A client makes TCP/IP connection with a SN to collect and decrypt the required data. The 

encrypted data is transmitted in communications over a wireless channel.  

9. RESULTS 

The basic location details are displayed when a client makes a connection with the SN.  Accessibility 

for a node is achieved by knowing the IP address to each SN by wireless communication, as shown in 

Figure-4. 
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Henon map 
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Henon Map Data (Plain text) 

Convert to binary Convert to binary 
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XOR 
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Figure 4-The location details captured by a sensor node. 

 

In the SN, the data is encrypted as shown in Figure-5 and sent as ciphertext to the database. 

 
Figure 5-Encrypted data that result from a sensor node. 

 

     A client collects the data from the SNs and decrypts it as shown in Figure-6. Hence, no other user 

can read or access these data except the authorized users. This data is saved in a database in a specific 

application that is designed for this purpose.  

 

 
Figure 6-Plaintext after decryption of data in the database. 

 

     The implemented system was designed with a simple encryption process. It is clear that there is no 

expansion found in the size of the encrypted text which is equal to the size of the original text. The 

recipient text is 100% correct and has no error. 
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     The time needed to make the sensor node capture the information, such as longitude, latitude, time, 

and date, and execute the chaotic map to encrypt data was 41.88 ms, as given in Figure-7. This short 

time will help the network to keep working for the longest time possible without stop, since the 

mathematical operation in the algorithm used is simple and does not need more computation and, thus, 

does not consume energy. 

 

 
Figure 5-Execution time for encrypting the sensor node information. 

 

10. CONCLUSIONS 

The important conclusions of this work can be summarized as follows: 

1. A novel cryptographic scheme that integrates the discrete chaotic map and genetic cryptography as 

2DES, 3DES for WSN applications was applied. This integration ensures a sufficient level of 

security with limited resources. 

2. Henon map encryption can be used for both text and image data encryption because it is a robust 

block cipher. It enables the use of the same encryption mechanism in different-mode sensors; for 

example, sensing images with different environmental phenomena. 

3. The system was used based on the Arduino microcontroller; the speed of the operations in the 

implemented system was perfect and it was very accurate. 

4. Time effect: The attacker takes a very long time to get and recover the plain text. It may take 

several days, months, or years in some times, depending on the attacker PC speed. This advantage 

puts the proposed system as one of the best ways to achieve very secure communication systems 

and make it stronger to prevent any attack. Since this system works on random numbers, the 

attacker cannot know the key used to encrypt data. 
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