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Abstract

The recent developments in information technology have made major changes in
all fields. The transfer of information through networks has become irreplaceable
due to its advantages in facilitating the requirements of modern life through
developing methods of storing and distributing information. This in turn has led to
an increase in information problems and risks that threaten the security of the
institution’s information and can be used in distributed systems environment.

This study focused on two parts; the first is to review the most important
applications of the graph theory in the field of network security, and the second is
focused on the possibility of using the Euler graph as a Method Object that is
employed in Remote Method Invocation (RMI) technique. This algorithm was
compared with the most popular algorithms, such as RSA and 3DES. The results
were acceptable and need to be improved in the future.

Keywords: Graph Theory, Information Technology Security, Network Security,
Cryptography.
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1. Introduction

Information is one of the most important parts of an organization. Its protection and preservation
are essential and need to be periodically provided with strong and non-porous security. Information
security consists of a combination of systems, processes and internal controls that provide assurance of
the integrity and confidentiality of data and operating procedures in the organization. Providing these
components has become increasingly complex and expensive. In turn, awareness of information
security has increased and many institutions have implemented a high level of information security to
protect their data and information [1].

Information technology (IT) security is now essential for all organizations to ensure the security of
their data, protect their privacy and ensure that they are stored and transmitted in an unalterable third-
party security. IT security is based on four procedures of the organization that protects the
organization's ability to operate, enable secure operation of applications employed on the
organization's IT systems, protect and use the data collected by the institutions, and finally protect the
technology assets used in an organization. There are also challenges and risks that involve the security
of IT applied in the institutions, especially in encryption [2]. For this reason, there has been a need to
introduce other techniques such as graph theory.

The problem of IT security is to provide resources efficiently while maintaining the privacy of
users. There has been a need to use graph theory in systems representation. For easier handling, graph
theory provides simple solutions to many problems in networking and information security [3]. Thus,
this paper examines some applications of graph theory in IT security.

In this study, the researchers focused on two important parts. The first part focused on giving a
simple overview of some applications of graph theory in security with the mentioning of some works
related to this study. While the second part includes a method of using the Euler graph in encrypting
the message sent on one side of the sender and decrypting it on the other side by relying on the same
graph. This algorithm was programmed using Java RMI technology to program network applications
and provide independence of computers and operating systems.

2. 1T Security

The goal of IT security is to enable any organization to achieve all its mission objectives and
actions through the implementation of regulations, taking into account the risks associated with
information technology to the organization, its partners and customers. Maintaining the security of
information technology means maintaining the security of systems connected to the Internet from
inappropriate intrusion, preventing unauthorized access to their data or software or the use of illegal
third parties. IT security strategies focus on maintaining control over five core parts of most
information systems: data, users, operating, applications and networks [4].

Data security: Needs supervision of both internal users (leadership, staff, etc.) and external users
(servicers, clients, etc.) [4].

sUser security level: Certifies that only the permitted entities have admission to any part of the
enterprise IT organization. Security procedures here include passwords and dual verification
procedures. Moreover, information security includes protecting and storing information in a safe place
and providing protection for its use or transmission [4].

* Operating security level: IT must be viewed from a cross-cutting perspective on the operating
system and encouraging of security professionals to look for vulnerabilities in their IT [4].

» Application Security level: Includes providing protection to applications against any interference
that may interrupt or interfere with the processing of any application or program. In general, standard
application security measures often include programs such as encryptions and firewalls that prevent
unauthorized access to programs or platforms and their functionality [4].

*Network security level: Includes the security of a wide range of computers and operators who are
interconnected and share applications and information safe from intrusion. Network security includes
both hardware and software and all tools to manage access to any port, terminal or database anywhere
in the network [4].

Encryption plays an active and important role in IT security. It provides confidentiality by
encrypting the message content, verifying authentication and achieving integrity by verifying the
contents of the message. In this research, the Hamiltonian graph interface was used to encode
information by representing them in the form of an object placed on the server and accessed remotely.
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It can be used at any of the previously mentioned levels. It is possible to encrypt messages at the levels
of data security or network security and others.

3. Graph Theory Applications

Graph theory has become a very important component in many applications in the field of
network security. Unfortunately, understanding the graph theory and its applications is one of the most
difficult and complex missions. In this study, the authors reviewed some main applications of graph
theory in IT security. Some aspects of graph theory applications were covered, especially with regard
to encryption. There are some complex issues that can encounter developed algorithms only after
study and analysis; therefore, it is important to express them in the best possible way which makes the
process written in the program easier [5]. Table (1) summarizes some related works that have applied
graph theory in different types of networks and information security field.

Table 1- Some related works on graph theory applications
Year Title Authors Journal Applications
In this paper [6], the researchers
Journal of
i . analyzed two graph-based
Cryptanalysis and Discrete -
. . authentication protocols. The
Improvements on Eftekhari Mathematica
. weaknesses of each method were
2013 | Some Graph-Based and | Sciences clarified. Thev pronosed a new
Authentication Abdullah and h . h yPp dchi ing th
Schemes Cryptograph scheme without addressing the
method of determining the number
y of nodes.
In this paper [7], the researchers
presented a symmetric
Encrvotion Journal of | Cryptographic algorithm to encode
cryption Mahmoud Scientific data for the purpose of transferring
2014 Algorithm Using d Etaiwil | R h& | by usi di ble. 4
Graph Theory and Etaiwi esearc y using a coding table. However,
Reports they did not mention the possibility
of its application in distributed
systems.
In this paper [8], the researchers
focused on the possibility of using
. graph theory concepts in network
2014 UI;itwgrrI; She%régyr g’ae;::g UIRT monitoring and assessing the
grap y importance of individual routers
within a network giving traffic
pattern.
Formal Security . -
Model for Virtual Nonlinear In tnlssinpggiggﬁ]t’rfggrsoizs;zlr:? of
2014 Machme . Zeg_zhda and Ehenomena security models for some
Hypervisors in Nikolsky in Complex . . .
. virtualization software used in
Cloud Computing Systems. . .
cloud systems is described.
Systems
In this paper [10], the researchers
International suggested a general model of
On Attack Graph Sahakvan Journal of offensive graphs and an outline of
2015 Model of Network and A“y OL,II’ Information | the algorithm to generate the attack
Security P Contentand | graph. However, they did not use
Processing this algorithm to implement the
distributed systems.
International In this paper [11], an algorithm for
A Graph Based encryption using the Euler graph is
. Journal of - .
2016 | Message Encryption | Dultta, et. al. proposed by using encoder tracking
. Pharmacy & . .
Algorithm Technolo the Hamilton circle from the
ay encoded graph. However, the
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researchers had a problem applying
it where each graph carries one
letter of a message.
In this paper [12], the researchers
suggested same algorithm
mentioned in paper [11] where the
International messages were encoded by the
Journal of Euler graph. They used Hamilton
An Application of Amudha, Pure and circle as a key to secure the data,
2018 Graph Theory in Sagayaraj Applied but they also had two problems.
Cryptography and Sheela | Mathematics The first is that letters are
converted to uppercase, which
means that this dialogue can only
be used for English letters. The
second problem is that each graph
holds only one letter at a time.
Application of Graph
Theory Concepts in In this paper [13], the researchers
Computer Networks RaNgasWam Journal of made some suggestions concerning
2018 | and its Suitability for g q y the graph theory to address the
the Resource an Cor_nputer problems of working with core
A Gurusamy Science. >t
Provisioning Issues resources and providing secure
in Cloud Computing- cloud computing environments.
A Review
In this paper [14], a new method
for converting the text message to a
A Secure point on the curve or point to a text
Enhancement for . message was investigated in an
2018 | Encoding/ Decoding AI\EbduIIah, K Irag qurnal effective and safe way, as this
: . . and Ali of Science .
data using Elliptic method relies on repeated values
Curve Cryptography on the axis to create the search
table for encoding/decoding
operations.
In this paper[15], the researcher
Proposal Hybrid suggested a hybrid Cipher Block
2019 CBC Encryption Hashem Iragi Journal Chaining encryption system for
System to Protect E- of Science | email protection. The proposal was
mail Messages relied on the incorporation of
coding technologies.
Key Generator to In this paper[16], the researchers
2019 Encryption Images Yousifand | Iragi Journal | presented a method for generating
Based on Chaotic Kashmar of Science a new key based on chaotic maps
Maps that are used to encode images

4. Model Discerption

In IT, the distributed applications are significantly required. To create a distributed application,
we need to allow methods such as Java Remote Procedure Call (RMI) to be called RMI is an RPC
(remote procedure call) equivalent [17]. It is an application programming interface that provides a
mechanism for creating a distributed application in Java. RMI provides a remote connection between
applications that use both stub and skeletal objects [17], as shown in Figure- 1. In this study, the
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authors relied on the theory of coding graph presented in previous references [11, 12] which only
encoded English words after they were converted to capital letters. They relied on the development of
a general algorithm to coding and decoding messages in any language. Also, they made some
modifications, set up two algorithms and implemented them using Java language and RMI. The RMI
is an equivalent object of RPC [13]. It is important in distributed systems used in information
technology, in addition to its advantage to allow RMI system for an object running in the Java Virtual
Machine (VM) to call the methods of an object running in another Java VM. RMI provides remote
communication between programs written in the Java programming language [13], as shown in
Figure- 1.
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Interface

Encryption/Decryption
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Figure 1- Model Description

4.1 Encryption Method Algorithm

1- Get the message stream (input).

2- For each character, take ASCII value in binary format.

3- For each binary number, evaluate XOR3, (XOR with the binary equivalent of 32).

4- Create graph A (V, E) where A is graph, V is the vertices and E is edges, as in the following steps:
4.1- Count the number of once (1's bit) for each binary number, store the result in one dimensional
array (M).

4.2- Create adjacency matrix (A) which is symmetric matrix, where its size is equal to number of once
(1's) bit in array M.

4.3- Store zeros for diagonal elements of the matrix A.

4.4- Count (L) the number of zeros (0's bit) that follows after each once (1's bit) for every binary
number.

4.5- If the binary stream ends with a once (1's bit) and followed by L number of zeros (0's bit), then
L=L+1.

4.6- If the last element of binary number is equal to 1, then put 1 in the last element in row 1 of A.

5- Create one dimensional array B that continues the upper main diagonal matrix A.

6- Add the last element at the row one in adjacency matrix (A) to B.

7- The adjacency matrix B is sent to the receiver side (output).

8- The above steps are repeated until Hamiltonian circuit tracing reaches to the end vertex.

4.2 Decryption Method Algorithm

1- Get the adjacency matrix B that is received (input).

2- For each element of B, do the following:
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2.1 Create adjacency matrix C, where its size is equal to the size of B.

2.2 For i=1to size -1 of B, put the element of B (i) in the upper main diagonal matrix C.

2.3 Put the last element of B in the last element in row 1 of C.
3- To get back the original massage (A), the steps (6-2) used in the encryption algorithm are applied
backwards.
4- Output message(A).
5. Results

In this study, the above algorithms (encryption and decryption) are programmed as interface

methods and implemented in the server side. The authors create two classes, one for the server sides
and the other for the client side, according to the steps mentioned to configure RMI. The program was
applied to send three messages in three different languages (Arabic, Turkish, and English). An
example of the message used in this study is "»>w", "PEACE" and "BARIS", respectively. The results
are presented in Tables- (2-4).
Table 2- Some results for message "a>\w"

Alphabet o The adjacency Matrix The Graph
ASCII Code 1587 0 1 0 0 1 !
: 105 00
Binary Number | 11000110011 w=| Py 0|é . ,
l0 0 30 1J
XOR3; 11000010011 10010
Send [15311] * 3
Alphabet J The adjacency Matrix The Graph
ASCII Code 1604 [0 1 0 0 3]
Binary Number | 11001000100 |1 0 3 0 0]y :
d=lo0 3 0 1 ole :
|l0 01 0 3J|
XOR3, 11001100100 30030
Send[1 31 3 3] 4 3
Alphabet \ The adjacency Matrix The Graph
ASCII Code 1575
0100 1 1
Binary Number | 11000100111 [1 0 7 0 0] \ 2
l=lo 7 0 1 ole z
|l0 01 0 1J|
XOR3, 11000000111 10010
Send[1 71 1 1] + 3
Alphabet a The adjacency Matrix The Graph
ASCII Code 1605 0 100 0 1 )
Binary Number | 11001000101 11 0.3 0 0 0f !
=|0 3010 0|
¢ 00 10 3 0 i
000 3 0 2 5 :
i 0 0 0 2 o
XOR3, 11001100101 .
(=4
4 3
Send[1 3 13 2 1]
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Table 3- Some results for message "PEACE"

Alphabet P The adjacency Matrix The Graph
1
ASCII Code 80 0 1 5],
P=11 0 1|e
Binary Number | 1010000 510
XOR3, 1110000 Send[1 1 5] 3 2
Alphabet E The adjacency Matrix The Graph
ASCII Code 69 010 1 4 L
RN
Binary Number | 1000101 10 2 0
XOR3;, 1100101 Send[1 3 2 1] 3 i
Alphabet A The adjacency Matrix The Graph
ASCII Code 05 ;
01 1] ,
Binary Number | 1000001 A=11 0 5] A
1 50
i 2
XOR3;, 1100001 Send[1 5 1]
Alphabet C The adjacency Matrix The Graph
4 1
ASCII Code o7 010 1
c=lh 488
Binary Number | 1000011
1 0 1 0
3 2
XOR3; 1100011 Send[1 4 1 1]
Alphabet E The adjacency Matrix The Graph
ASCII Code 69 010 1y y !
SEEEE
Binary Number | 1000101 10 2 0
XOR3, 1100101 Send[1 3 2 1] 3 )
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Table 4- Some results for message "BARIS"

Alphabet B The adjacency Matrix The Graph
ASCII Code 66 1
Binary 0 1 2] 4
Number 1000010 A=[1 0 4| &
2 4 0
XOR32 1100010 Send [1 4 2] 3 3
Alphabet A The adjacency Matrix The Graph
ASCII Code 65 1
Bi 0 1 1] 4
inary 1000001 A=[1 0 4| e
Number 1 4 0
XOR3, 1100001 Send [1 4 1] 3 2
Alphabet R The adjacency Matrix The Graph
ASCII Code 82 1
4
Binary 01 0 2
1010010 R
Number _|1 0 1 0
R=1o 1 0 3/°
2 0 30
XOR3, 1110010
Send[1 1 3 2] 3 :
Alphabet I The adjacency Matrix The Graph
ASCII Code 73
1
Binary 0101 y
Number 1001001 I = 1020 é
0 2 0 3
1 0 3 0
XORg 1101001 : )
Send[1 2 3 1] :
Alphabet S The adjacency Matrix The Graph
ASCII Code 350
0 2 0 0 0 0 2 ;
Binary 2 01 0 0 00O
Number 101011110 0101010 ‘
S=10 0 1 0 1 0 O 7 -
0001 010
0000101 _ 4
XOR3, 101111110 2 0 0 0 0 1 o *
A 5 ‘
Send[2111112]

A cipher algorithm using Euler Graph was compared in this research with the following traditional
Cryptographic algorithms: 3DES, AES, Blowfish and RSA. The results show that each encryption
algorithm has its own strengths and weaknesses. To choose an appropriate encryption algorithm for an
application, we must have knowledge of the performance, strength and weakness of each algorithm.
As shown in Figure-2, the speed of coding and decoding when implementing the Blowfish algorithm
is better than that for all algorithms, while the worst implementation time is recorded when
implementing the RSA algorithm. All of 3DES, AES, and Euler Graph require an average execution
time.
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Figure 2- Execution time comparisons of some cryptographic algorithms

6. Conclusions

The results of this study showed that the Euler graph encoding method used with RMI technology
is efficient, regardless of message language. Additionally, the time to implement the Euler graph
encoding method with RMI technology is shorter when compared with the traditional encryption
algorithms such as AES, 3DES and RSA, while it is not faster than the Blowfish encryption algorithm.
In future works, it is necessary to employ traditional algorithms and link them with the techniques of
RMI used in distributed systems, which cannot be dispensed within information technology.
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