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Abstract 

     Considering the complexity of network traffic in IoV operations, methods that can 

identify complex patterns become useful. Machine learning fosters several 

techniques to enhance the detection, prevention, and mitigation of cyberattacks.  This 

paper presents a hybrid approach combining machine learning (ML) and deep 

learning (DL) techniques for detecting multiple variants of spoofing in the Internet of 

Vehicles (IoV). The increasing connectivity of vehicles has expanded the attack 

surface for malicious actors, making effective detection of spoofing attacks a critical 

security concern. Our approach integrates traditional ML algorithms (Random 

Forest, Gradient Boosting, SVM) with deep learning architectures (CNN-LSTM, 

CNN), leveraging the complementary strengths of both approaches. To address the 

significant class imbalance observed in the CICIoV2024 dataset (86.96% benign 

traffic versus 13.04% attack traffic), we implemented a balanced sampling approach 

using under  sampling of the dominant class while maintaining realistic data 

distributions. Experimental evaluation showed that our hybrid approach achieved 

high detection accuracy (99.3–99.4%) across various attack types, such as Denial of 

Service (DOS), GAS, RPM, SPEED, and STEERING_WHEEL spoofing. 

Performance analysis revealed that the highest overall accuracy was achieved with 

CNN-LSTM (99.4%), while Random Forest provided similar results (99.3%) with 

significantly better computational efficiency (40x faster training time). These results 

make it mainly appropriate for real-time applications. 
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 قسم علوم الحاسوب، كلية العلوم، جامعة بغداد، بغداد، العراق
 

 الخلاصة
، أصددمح  ااسدداليق القددادكت علدد   حد ددد (IoV)  نظرًا لتعقيددد كركددة مددربك اليددملة تددن عنليددار بنترندد  النركمددار
العد د من ااساليق التن  سدد م تددن  عز ددز  (ML) اانناط النعقدت ذار أهنية متزا دت. ب وتر  قنيار التعلم الآلن

ا  اندد   ددين  قنيددار  ا هاينددً اكتيدداا ال انددار السددي رانية بمنع ددا بالتآثيددا مددن  هاكهددا.  قدددم هددهج الدكاسددة من اددً
تن  يئة  (Spoofing) لكيف عن أنواع متعددت من هانار الانتحالل  (DL) بالتعلم العنيق (ML) التعلم الآلن

 . (IoV)  بنترن  النركمار
ال عددن  أدى  زا د الا صال  ين النركمار بل   وسي  سطح ال اوم أمام الا ار الآ يثددة، منددا جعددف الكيددف ال عدد 
ا بدددالا ااهنيدددة. ب عتنددد الدددن ا النقتدددرلآ علددد  دمدددا  واك ميدددار الدددتعلم الآلدددن  هانددار الانتحدددال  نثدددف  حددددً ا أمنيدددً

، ب لددة (Gradient Boosting) ، بالتعز ددز التدددكجن(Random Forest) التقليد ددة، بهددن الغابددة العيددوا ن
، مست يدًا من نقاط القوت CNNب CNN-LSTM التعلم العنيق، بهن  قنيار، م   (SVM)  النتا ار الداعنة

 .التكاملية لكف من الن اين
، كيث  نثف كركة CICIoV2024 بلنعالاة ميللة عدم  وا ن ال ئار الك يرت التن لوكظ  تن مانوعة  يانار

% لحركددة النددربك الآاصددة بال انددار،  ددم  ط يددق 13.04% مقا ددف 86.96نسددمة  (Benign) النددربك السددلينة
 .أسلوب أ ه عينار متوا ن باستآدام  قليف عينار ال ئة الن يننة، م  الح اظ عل   و  عار  يانار باقعية

ع ددر  %99.4  ب  %99.3 أظ رر النتا ا التار  يددة أن الددن ا ال اددين كقددق دقددة كيددف مر  عددة  رابكدد   ددين 
  RPMب GAS ، بهانددار انتحددال(DoS) الآدمددة أنددواع مآتل ددة مددن ال انددار، بنددا تددن ذلدد  هانددار كاددق

 STEERING_WHEEL.ب SPEEDب
، تددن كددين %99.4 نسددمة   CNN-LSTMبأظ ر  حليف ااداء أن أعل  دقة بجنالية  حقق  باستآدام ننوذج 

م  ك اءت كسا ية أعل  بلثير، بذ كان  من  دك مه  %99.3مناهلة  لغ  قة  د  Random Forest قدم ننوذج  
مناسددمًا بصددوكت  اصددة للتط يقددار التددن  Random Forest ب اعددف هددهج الك دداءت ننددوذج .مددرت 40 أسددرع  نحددو 

 . تطلق الكيف تن الوق  ال علن
 
 

1. INTRODUCTION 

      Internet of Vehicles (IoV) is an innovative smart transportation system part, which allows 

vehicles to connect and share information with their surroundings using wireless technology. 

This has led to major improvements in how transportation works, as it helps in more effective 

traffic management, besides making roads safer. It's already showing great results in real-time 

applications. [1]. When vehicles communicate with one another, which can lead to 

vulnerability to cyberattacks, causing serious security issues in turn, like identity theft or even 

loss of control over some vehicle parts. Such attacks can lead to problems, including service 

outages or even life-threatening situations. Hackers causing intentional crashes or controlling 

the vehicle by sending real-looking fake data is a major concern, such as false information 

about another vehicle’s location, speed or status. As semi-autonomous and self-driving cars 

become more common, these types of attacks should be expected to occur more often. [2]. 

Frequently, traditional security methods struggle to catch threats, especially when those threats 

appear like normal, harmless signals. By creating smarter ways of detecting those attacks, AI 

was used to solve this problem, due to the fact that it is better at detecting unusual patterns and 

recognizing identity theft attempts that are designed to look like normal, real-world activity. 

[3]. 
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     This paper introduces a new hybrid method that uses both machine learning (ML) and deep 

learning (DL) for the detection of impersonation attacks in Internet of Vehicles (IoV) systems. 

The approach takes advantage of the strengths of each technique. ML is good at finding 

patterns in organized data by using features that have been defined already, whereas DL can 

perform automatic detection of complex patterns from raw data and has been proven highly 

effective at spotting suspicious or unusual activity in the data that it has been trained on. [4]. 

 

     This proposed approach has been designed by combining multiple layers of detection. 

Traditional machine learning algorithms, such as support vector machines and random forests, 

are initially used to analyze signal characteristics. After that, Deep neural networks (DNNs), 

like CNNs and RNNs, are utilized on raw signal data for the extraction and classification of 

features. The outputs of these multiple analytical approaches are combined afterwards. The 

system becomes able to achieve higher detection accuracy in the case of combining those 

methods’ outputs while maintaining lower false positive rates compared with single-technique 

methods. This research includes several contributions: 

1. A comprehensive threat model focusing on CAN bus signals (RPM, SPEED, DoS, GAS, 

STEERING_WHEEL) for IoV spoofing attacks. 

2. A novel hybrid detection methodology combining ML (RF, GB, SVM) and deep learning 

(CNN-LSTM, CNN) models. 

3. A data preprocessing pipeline with balanced sampling techniques to address the class 

imbalance problem. 

4. Experimental validation: An 80/20 split of the data between training and testing was used, 

utilizing multiple performance metrics. 

 

     In particular, the implementation focuses on Controller Area Network (CAN) bus signals, 

analyzing data frames from DATA_0 to DATA_7 to detect multiple spoofing attack variants, 

including Denial of Service (DoS) attacks, Gear Spoofing (GAS), RPM tampering, Speed 

Spoofing, and Steering Wheel attacks. The detection framework employs a comprehensive 

preprocessing pipeline including data cleaning, standardization, and label encoding, with 

balanced sampling techniques (under sampling and SMOTE) to address class imbalance 

issues. The model's performance is rigorously evaluated using accuracy, precision, recall, F1 

score, and ROC curves across both traditional machine learning models (RF, GB, SVM) and 

deep learning architectures (CNN-LSTM, CNN) [5]. 

 

     The remainder of this paper is organized as follows: Section 2 reviews related work in 

spoofing attack detection. Section 3 details the system architecture and methodologies 

employed in our hybrid approach. Section 4 presents our experimental setup and results. In 

Section 5, the implications and potential limitations of our findings are discussed. Finally, in 

Section 6, the research is concluded, and future research directions are identified. 

 

2. Related work  

     Over the past few years, a range of ideas have been proposed by academics to address the 

problem of secure and reliable detection of cybersecurity attacks on Internet of Vehicles (IoV) 

and interference detection in autonomous vehicle networks (VANETs), ranging from 

traditional machine learning methods to advanced deep learning approaches. Modern 

methodological developments in vehicle network security will be presented. 
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Nur 'A et al (2024) [6]. In this study, denial-of-service (DoS) attacks and impersonation in 

Internet of Vehicles (IoV) environments were detected using advanced machine learning 

algorithms (LightGBM, XGBoost, CatBoost, and LCCD) on the CICIoV2024 dataset. The 

study first incorporated advanced data preprocessing techniques, such as standard score 

normalization and k-means clustering to manage datasets, and the SMOTE algorithm to 

address class imbalance. The study succeeded in achieving outstanding results that reached 

100% accuracy, recall, precision, and F1 score across all 4 algorithms that were tested. Results 

have been much better than those obtained from conventional methods like LR and RFs. 

Although accuracy levels were similar across models, durations of their processes 

considerably varied—XGBoost was the fastest, finishing in 4.59 seconds. only, whereas 

LCCDE’s duration took longer at 1min and 43sec. This research strengthens cybersecurity in 

vehicle networks using ensemble-based methods, where each algorithm showed its own 

advantages for real-time threat detection. Generally, this study provides important information 

related to solving unique security challenges in IoV systems and helps in building more 

accurate and dependable protection technologies. 

Muhammad. A et al (2024) [7]. Utilized various classification algorithms (which included 

decision tree, KNNs, and RF) for the detection of impersonation attacks and denial-of-service 

using the CICIoV2024 dataset. This method focuses on key security issues in IoV systems, 

using ML for attack detection. One of the main strengths of this approach is the way that it can 

handle the problem of class imbalance, which is quite common in cybersecurity data. For the 

purpose of fixing that, the researchers have utilized the random under-sampling (RUS) 

technique, which can balance data by the reduction of the number of samples in the majority 

class. It also included data preparation, normalization, and model testing via cross-validation. 

The RF algorithm in combination with RUS could deliver the best results, reaching 98.50% 

accuracy and F1 score—outperforming earlier studies that were not successful in dealing with 

class imbalance, which shows the importance of proper data balancing for the improvement of 

attack detection and boosting security in connected vehicle networks. 

 

     E. Carlos etal (2024) [8]. Used CICIoV2024 dataset for addressing critical vulnerabilities 

that are related to IoT systems, developing a detailed benchmark dataset from a real 2019 Ford 

vehicle, which has enabled increasing the effectiveness of intrusion detection against 

impersonation attacks and DoS. Through the evaluation of 4 ML algorithms (LR, AdaBoost, 

DNN, and RF) on CAN bus protocol data, it has been concluded that all methods achieved 

high results of detection accuracy in the task of binary classification (95%), whereas DNN and 

RF outperformed in multi-class scenarios with F1 scores of 0.78 and 0.76, respectively. 

Though the dataset's inherent class imbalance presents training challenges, this research 

significantly advances IoV security by providing authentic data for researchers developing 

protection systems against attacks that could lead to compromising vehicle safety. 

 

     Hope.L et al (2024) [9]. This paper evaluates machine learning algorithms for detecting 

intra-vehicular data falsification in IoV networks using the CICIoV2024 dataset. Through 

enhanced data preprocessing techniques—replacing missing values, standardizing features, 

and one-hot encoding categorical values—the researchers significantly improved model 

performance compared to previous work. Testing eight algorithms (including RF, NB, SVM, 

LR, AB, DNN, RNN, and KNN) for both binary and multiclass classification, most achieved 

perfect accuracy, precision, recall, and F1-scores, while computation times varied widely 

(from 7.2 seconds for Naive Bayes to 988.2 seconds for RNN). This substantial improvement 

over earlier studies, which reported only 87-95% accuracy, demonstrates the effectiveness of 
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proper preprocessing and establishes baseline performance for ML-based intrusion detection 

systems in connected vehicles, with future work aimed at optimizing these models for real-

time detection applications. 

Hashim et al. (2024) [10] conducted a comprehensive analysis of multi-tenancy vulnerabilities 

in cloud computing environments, focusing on shared infrastructure security risks. Their study 

employed literature review, case studies, risk assessment, and experimental simulations to 

evaluate threats, including data breaches, side-channel attacks, denial of service (DoS) attacks, 

and insecure APIs. The research showed that strong security measures, like better isolation 

methods, encryption, and access controls, can result in lowering the cyberattacks’ success rate 

to 5% only. However, those protections usually come with compromises, adding a 12% impact 

on system performance. The study also scored 9.20 in meeting standards set by regulations 

like GDPR and HIPAA, highlighting its importance for users as well as cloud providers to 

share responsibility for the continuous monitoring and maintenance of security. 

Budi etal (2025) [11]. discussed the major challenge of protecting IoT networks from cyber 

threats like spoofing and Distributed DoS (DDoS) attacks, they have introduced an IDS that 

uses a DNN and is trained on the CICIoT2024 dataset, including realistic traffic of IoT 

networks. Their method followed 3 steps, which are: the extraction of 8 key features (labeled 

DATA0 to DATA7), normalizing data, and DNN model training—including input, hidden, 

and output layers. The performance of the system was exceptionally well, with accuracy, 

precision, and recall as high as 100%, in the detection of impersonation attacks and DoS. The 

study demonstrated that deep neural network approaches clearly outperform traditional 

machine learning methods in IoT security applications. Future research could explore 

improving the computational efficiency of the models and also highlight the need for massive 

computational resources to implement deep neural networks. 

Muhammad.D et al. (2025) [12].  In this paper, they explore class imbalance issues in 

cybersecurity for virtual attacks (VV) using a Random Under sampling (RUS) approach on the 

CICIoV2024 dataset, balancing non-malicious traffic (1,223,737 instances) with attack classes 

(184,482 instances). Using Random Forest, AdaBoost, Gradient Boosting, and XGBoost tests, 

we achieve the best accuracy, precision, recall, and F1 scores after balancing across all 

algorithms, compared to varying performance on imbalanced data. Computational efficiency is 

also significantly improved, with training times reduced by up to 85%. While these results 

demonstrate the effectiveness of RUS in balancing VV cybersecurity datasets, the optimal 

metrics demonstrate the potential for overfitting and real-world generalizability issues. This 

paper presents a method for improving both detection performance and computational 

efficiency in VV detection systems. 

 

     Thierry Widyatama et al. (2025) [13]. In this paper, ensemble learning methods with class 

balancing and feature selection techniques are applied to improve attack detection in Internet 

of Vehicles (IoV) systems. Random sampling was used to address the large class imbalance in 

the CICIoV2024 dataset, and three feature selection methods were evaluated: information gain 

ratio, chi-square, and fast correlation-based filtering. Testing the Random Forest, Gradient 

Boosting, and XGBoost algorithms, they achieved accuracy and F1 scores of 0.985 for all 

three methods, while significantly reducing computation time, especially with XGBoost, 

which demonstrated the best efficiency. This study's approach advances previous research 

using deep neural networks and Bayesian algorithms, making it particularly suitable for early 

threat detection, which is essential for real-time IoV security applications. 

Vaigandla (2025) [14]. This study presented an extensive examination of IoT and Industrial 

IoT security challenges, developing a comprehensive attack taxonomy across four primary 
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categories: physical, network, software, and data attacks. The survey explored blockchain 

solutions for enhancing IoT/IIoT security through decentralized data storage and secure 

transactions, while acknowledging implementation challenges, including scalability and 

energy consumption. Detection methodologies were analyzed, including anomaly detection, 

signature-based detection, behavioral analysis, honeypots, and SIEM systems. The research 

identified critical challenges in developing lightweight security protocols for resource-

constrained devices, real-time intrusion detection systems, and specialized countermeasures 

for Industry 4.0 applications, emphasizing the urgent need for proactive security frameworks 

utilizing cutting-edge technologies. 

 

Table 1: Summary of the related work. 

Authors Focus Area Methods Key Features Performance Main Findings 

Nur 'A et al. 
IoV 

cybersecurity 

LightGBM, 

XGBoost, 

CatBoost, 

LCCDE on 

CICIoV2024 

dataset 

Comprehensive 

comparative 

analysis; 

Advanced 

boosting 

algorithms; Focus 

on both DoS and 

spoofing attacks 

100% accuracy, 

precision, recall, 

and F1-score 

across all 

models; 

XGBoost 

Advanced ML 

techniques achieve 

perfect intrusion 

detection; Each 

algorithm offers a 

unique 

Muhammad 

A et al. 

IoV attack 

detection with 

balanced data 

Random 

Under-

Sampling 

(RUS) with 

RF, AB, GB, 

XGBoost on 

CICIoV2024 

Class balancing 

techniques; Min-

Max 

normalization; 

Cross-validation 

(k=10) 

RF achieved the 

best results: 

98.5% accuracy 

and F1-score; 

Significant 

improvements 

over imbalanced 

data 

RUS dramatically 

improves model 

performance on 

imbalanced data; 

RF outperforms 

other algorithms; 

Balanced data 

reduces training 

and testing times 

Euclides 

Carlos et al. 

IoV security 

benchmark 

dataset 

creation 

LR, RF, AB, 

DNN on a real 

2019 Ford 

vehicle; 

Multiple data 

formats (binary, 

decimal, hex); 

Realistic intra-

vehicular 

communications; 

DoS and spoofing 

attacks 

Binary: High 

accuracy (95%); 

Created a 

comprehensive 

IoV security 

dataset 

(CICIoV2024); 

Demonstrated ML 

effectiveness for 

attack detection; 

The Dataset is 

imbalanced. 

Hashim & 

Hussein 

Multi-tenant 

cloud security 

Literature 

review, case 

studies, 

simulations 

Isolation failures, 

side-channel 

attacks, and 

encryption 

countermeasures 

95% 

effectiveness, 

5% attack 

success, 12% 

overhead 

Security measures 

are effective but 

create 

performance trade-

offs 

Hope Leticia 

et al 

Intra-vehicular 

data 

falsification 

detection 

8 ML 

algorithms 

(RF, NB, 

SVM, LR, 

AB, DNN, 

RNN, KNN) 

on 

CICIoV2024 

Enhanced data 

preprocessing; 

Feature 

standardization; 

One-hot encoding 

categorical values 

Binary: 100% 

across all 

metrics; 

Data 

preprocessing 

significantly 

enhances ML 

model 

performance; All 

models achieved 

perfect scores in 

binary 

Budi IoT security Deep Neural Focus on DoS and DNN achieved DNN is highly 
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Setiawan et 

al. 

enhancement Network 

(DNN) on 

CICIoT 2024 

dataset 

spoofing attack 

detection; 8 

feature extraction 

(DATA_0-

DATA_7); 

Multiclass 

classification 

up to 100% 

detection 

accuracy; 

Outperformed 

traditional 

methods in 

precision, recall, 

and F1-score 

effective for IoT 

attack detection; 

Identified a 

correlation 

between feature 

selection and 

model 

performance 

Muhammad 

David et al 

IoV 

cybersecurity, 

data balancing 

Random 

Forest, 

AdaBoost, 

Gradient 

Boosting, 

XGBoost with 

Random 

Under-

Sampling 

(RUS) 

CICIoV2024 

dataset with 

severe imbalance 

(6.63:1 ratio) 

Perfect scores 

(1.0) for all 

algorithms after 

balancing 

RUS effectively 

addresses class 

imbalance issues. 

Balanced data 

improves detection 

accuracy for 

minority classes 

Thierry 

Widyatama 

et al 

IoV 

cybersecurity, 

attack 

detection 

Random 

Forest, 

Gradient 

Boosting, 

XGBoost with 

class 

balancing 

(RUS) and 

feature 

selection 

CICIoV2024 

dataset with 6 

classes 

Random Under 

Sampling to 

balance 1.4M 

0.985 accuracy 

across all 

methods 

Class balancing is 

critical for an 

accurate attack 

XGBoost provides 

the best balance of 

accuracy and 

efficiency 

Vaigandla 

(2025) 

IoT/IIoT 

security 

taxonomy 

Survey, attack 

classification, 

blockchain 

analysis 

4-category attack 

taxonomy, 

blockchain 

solutions, 

detection methods 

Blockchain 

improves trust 

but has 

scalability issues 

Lightweight 

security protocols 

needed for 

resource-

constrained 

devices 

 

3. Dataset 

     This research utilizes the CICIoV2024 dataset, a benchmark collection developed by the 

Canadian Institute for Cybersecurity at the University of New Brunswick. The dataset was 

collected from a 2019 Ford vehicle with intact Electronic Control Units (ECUs), capturing 

real CAN bus communications under normal operations and various attack scenarios [8]. 

The dataset contains 1,407,219 CAN bus messages distributed across benign traffic and five 

attack classes, as shown in Table (2). This distribution presents a significant class imbalance 

challenge that our methodology addresses through balanced sampling techniques. 
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Table 2 : CICIoV2024 Dataset Class Distribution 

Class Samples Percentage 

BENIGN 1,223,737 86.96% 

DoS 74,663 5.31% 

GAS spoofing 9,991 0.71% 

RPM spoofing 54,900 3.90% 

SPEED spoofing 24,951 1.77% 

STEERING WHEEL spoofing 19,977 1.42% 

Total 1,407,219 100% 

 

CAN message is available in three types: hexadecimal, decimal, and binary formats. This 

paper will focus on hexadecimal data to make a classification based on the features shown in 

Table (3).  

 

Table 3 :  features used in the CICIoV2024 dataset 

Features Discretion 

ID Arbitration identifier indicating message priority and data type 

DATA_0 to DATA_7 Eight data bytes carrying the payload information 

label Binary classification (benign/malicious) 

category Traffic category classification 

specific class Detailed attack type classification 

 

     As clearly demonstrated in Table (1), this dataset exhibits extreme class imbalance, with 

benign traffic accounting for nearly 87% of all samples. This severe imbalance represents a 

significant challenge for machine learning models, as they tend to lean toward the majority 

class and perform poorly on minority attack classes. Standard machine learning algorithms 

trained on imbalanced data are typically biased toward the majority class, resulting in poor 

detection of attack instances. Because of this, we proposed a new approach to balance the 

dataset through under sampling the benign class and applying SMOTE for minority attack 

classes. 

 

4. The proposed system 

     This proposed system develops a two method approach utilizing traditional machine 

learning and deep learning models to detect various spoofing attacks in vehicle networks. 

First, the highly imbalanced dataset is balanced using under sampling for the benign class and 

SMOTE for minority attack classes to achieve 100,000 samples per class. The data then 

undergoes preprocessing, including cleaning, standardization, and label encoding. The 

processed data is split 80/20 for training and testing. The training data feeds into both ML 

models (Random Forest, Gradient Boosting, SVM) and DL models (CNN-LSTM, CNN), 

whose outputs are evaluated using multiple metrics, including accuracy, precision, recall, F1 

score, and ROC curves, to identify the most effective detection approach.  
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Figure 1 : The proposed system. 

 

4.1 Balancing Data 

     The CICIoV2024 dataset exhibits severe class imbalance, with benign traffic constituting 

87% of all samples, while attack classes represent much smaller portions. This imbalance 

significantly impacts model performance, as standard machine learning algorithms tend to 

favor the majority class, resulting in poor detection of attack instances. 

 

     To address this challenge, a dual approach balancing strategy is implemented. For the 

majority benign class, random under sampling reduces the sample count from 1,223,737 to 
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100,000 instances. For minority attack classes with fewer than 100,000 samples, Adaptive 

Synthetic Sampling (ADASYN) is applied to generate synthetic samples by adaptively 

focusing on harder-to-learn instances. Figure (2) shows the Balanced Dataset Class 

Distribution [15], and the Balanced Dataset Class Distribution 

 

 
Figure 2 : Data distribution after applying ADASYN balancing. 

 

     This adaptive sampling approach creates a nearly uniform distribution with slight 

variations across classes, as shown in Table (4). By generating more synthetic samples in 

regions where minority instances are harder to classify, ADASYN ensures improved 

representation of all attack types during model training, thereby enhancing the detection 

capabilities for even the rarest and most complex attack types. 

 

Table 4 : Balanced Dataset Class Distribution 
Class Original Samples After Balancing Technique Applied 

BENIGN 1,223,737 100,000 Under sampling 

DoS 74,663 100,000 ADASYN 

GAS 9,991 98,000 ADASYN 

RPM 54,900 99,500 ADASYN 

SPEED 24,951 100,200 ADASYN 

STEERING_WHEEL 19,977 97,800 ADASYN 

Total 1,407,219 600,000 - 

 

4.2 Preprocessing 

     The preprocessing phase is critical for enhancing model performance when working with 

the CICIoV2024 dataset. This phase consists of three key components designed to address 

specific challenges in the raw data. 

 

4.21. Data cleaning removes anomalies, inconsistencies, and missing values that could 

negatively impact model training. Also, drops the (ID, Label and category). This step ensures 

the integrity of the dataset by filtering out potentially corrupted CAN bus messages and 

normalizing irregular data patterns [16]. 
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4.22. Standardization transforms all numerical features to have zero mean and unit variance. 

This technique is particularly important for the CAN bus data, where feature values vary 

significantly in range (DATA bytes from 0 to 255). Standardization ensures all features 

contribute equally to model training, regardless of their original scale [17]. 

 

4.23. Label encoding converts categorical variables into a numerical format. The 

"specific_class" feature containing attack type labels (0 for BENIG, 1 for DoS, 2 for GAS, 3 

for RPM, 4 for SPEED, 5 for STEERING_WHEEL) is transformed into numerical values 

that machine learning algorithms can process effectively [18].   

 

4.3 Data Splitting Strategy 

After preprocessing and balancing the dataset, the next crucial step involves dividing the data 

into appropriate training and testing sets. This separation is essential for evaluating model 

performance on unseen data. For the traditional machine learning path (Random Forest, 

Gradient Boosting, and Decision Trees), maintain a straightforward 80/20 division: Training 

Set (80%): Used directly for model training. Testing Set (20%): Reserved for final model 

evaluation, this split ensures sufficient data for training while maintaining an independent test 

set for unbiased performance assessment. 

 

The deep learning path (CNN-1D and CNN-LSTM) implements a more complex splitting 

strategy. The Training Set undergoes further division: 80% of the training data for actual 

training, 20% of the training data for validation [19]. Table (5): represents the distribution of 

samples in each part:  

 

Table 5 : Distribution of samples in each part 

Distribution No. of Samples 

Training: 64% 384,000 

Validation: 16% 96,000 

Testing: 20% 120,000 

 

     The testing data remains completely segregated during the entire model development 

process, serving as an unbiased evaluation set to assess how well the trained models 

generalize to new, previously unseen CAN bus messages. This comprehensive splitting 

strategy ensures reliable performance measurement while providing appropriate data amounts 

for each phase of model development. 

 

4.4 Classification 

     The classification phase is the final step in the proposed CAN Bus Spoofing Attack 

Detection in Internet of Vehicles, where the preprocessed and split data is fed into both 

traditional machine learning and deep learning models to classify the type of Spoofing Attack 

Detection. Two parallel paths characterize the classification process: one for conventional 

ML models and another for DL models. Both paths seek to assign the input data into one of 

six categories: BENIG, DoS, GAS, RPM, SPEED, STEERING_WHEEL. 

 

4.4.1 Conventional Machine Learning Classification 

     Four often utilized techniques,  Random Forest, Gradient Boosting, Support Vector 

Machine and Decision Tree, are applied for classification in the ML approach. These models 
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are selected for their interpretability, robustness and capacity to manage complex feature 

interactions, qualities necessary to differentiate between several kinds of IoV cyber security 

attack detections in vehicular environments.  

• Random Forest: training the RF model is an ensemble learning technique that generates 

several DTs and produces the mode of the classification of the individual trees. It is fit for the 

noisy and complex nature of VANETs since it is especially efficient in managing high-

dimensional data and lowers overfitting [20].  

• Gradient Boosting: Usually, using gradient boosting is an iterative method whereby each 

new model corrects the errors of the prior one in a sequential way. Crucially for identifying 

small differences between spoofing attacks, gradient boosting is well-known for its great 

accuracy and capacity to identify complex patterns in the data [21]. 

• Decision Trees: they offer a basis for comparison, as a simpler model. For producing a 

tree-like decisions model, they perform recursive splitting of the data depending on the values 

of features. DTs provide interpretability and a standard for the assessment of increasingly 

advanced models’ performance, even though they are less complicated in comparison 

with ensemble techniques [22]. 

• Support Vector Machine (SVM): A discriminative classifier that finds an optimal 

hyperplane to separate different classes in the feature space. SVM performs well on CAN bus 

data by identifying the boundary features that differentiate attack traffic from benign 

messages [23]. 

These models are trained using the 80% training data of the dataset; the remaining 20% is 

kept aside for testing. Each model's performance is evaluated using criteria including 

precision, accuracy, recall, and F1-score—all of which are vital for determining how well IoV 

attacks classification works in practical settings.  

4.4.2 Deep Learning Models 

Two deep learning architectures are implemented to capture complex temporal and spatial 

patterns in CAN bus data: 

• CNN-LSTM: A hybrid neural network combining Convolutional Neural Network layers 

for spatial feature extraction with Long Short-Term Memory layers for temporal pattern 

recognition. This architecture excels at identifying attack patterns that manifest as sequences 

over time in the CAN bus messages [24]. 

• CNN: A pure Convolutional Neural Network that discovers spatial hierarchies in the CAN 

bus data through its convolutional layers. The model treats the eight DATA bytes as a one-

dimensional signal and learns filters that activate when specific attack patterns are detected 

[25]. 

• Temporal Fusion Transformer: The TFT model demonstrates better capability in 

capturing long-range temporal dependencies in CAN bus message sequences, resulting in 

improved attack detection accuracy. 

Each model is trained on the same balanced dataset and optimized separately. The machine 

learning models undergo hyperparameter tuning using grid search with cross-validation, 

while the deep learning models are fine-tuned using the validation set with techniques such as 

learning rate scheduling and early stopping. This multi-model classification approach enables 

comprehensive attack detection across various spoofing techniques that target different 

vehicle systems (GAS, RPM, SPEED, STEERING_WHEEL) and DoS attacks, creating a 

robust defense system for in-vehicle networks. 
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Table 6 : layers of each deep learning model used. 
Layer 

No 
Layer Type CNN Model Hybrid CNN-LSTM Model 

1 Input 1D Input Layer 1D Input Layer 

2 Convolutional Conv1D (64 filters,kernel size 3) Conv1D (64 filters, kernel size 3) 

3 Activation ReLU ReLU 

4 Max Pooling MaxPooling1D (pool size 2) MaxPooling1D (pool size 2) 

5 Convolutional Conv1D (64 filters,kernel size 3) Conv1D (64 filters, kernel size 3) 

6 Activation ReLU ReLU 

7 Max Pooling MaxPooling1D (pool size 2) MaxPooling1D (pool size 2) 

8 Flatten Flatten Flatten 

9 Recurrent - LSTM (50 units) 

10 Dense Dense (50 units) Dense (50 units) 

11 Activation ReLU ReLU 

12 Dropout Dropout Dropout 

13 Output Dense (2 units) Dense (2 units) 

14 Activation Softmax Softmax 

 

     This table includes a "Layer Number" column to show the sequence of layers in each 

model. The CNN model has 13 layers in total, while the Hybrid CNN-LSTM model has 14 

layers, with the additional LSTM layer being the key difference. 

 

4.3.3 Training Methodology 

     The training methodology was designed to optimize model performance while preventing 

overfitting. For both deep learning models (1D-CNN and CNN-LSTM), Table (7) shows the 

training parameters used. 

 

Table 7 : Key Training Parameters 

Parameter Details 

Optimizer Adam with an initial learning rate of 0.001 

Loss Function Categorical cross-entropy 

Batch Size 128 samples 

Maximum Epochs 50 (with early stopping) 

Early Stopping Early stopping (patience=10), 

Learning Rate Decay 0.2 reduction, Patience: 5 epochs, Minimum: 1e-6 

 

     The hybrid CNN-LSTM model was trained using a systematic methodology designed to 

optimize performance while preventing overfitting. The training process monitored key 

performance metrics to determine the optimal stopping point and learning rate adjustments. 
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Figure 3: CNN and CNN-LSTM models training curve 

 

     As shown in the above training curves, both models achieved high accuracy very early in 

the training process. The CNN model (Figure 1) showed very rapid initial convergence, with 

validation accuracy exceeding 98.4% in just 3 epochs. The CNN-LSTM model (Figure 3) 

exhibited a slightly more gradual learning curve, achieving similar accuracy after about 5–8 

epochs. Both models demonstrated excellent stability after convergence, with minimal 

fluctuations in validation accuracy throughout the remaining training period. This stability 

indicates effective regularization through dropout layers and appropriate learning rate 

scheduling. The close fit between the training and validation curves demonstrated good 

generalization ability without significant overfitting. 

Early convergence between the two models suggests that CAN attack patterns have distinct 

features that can be easily identified by deep learning architectures, enabling efficient 

learning even with relatively few training iterations. 

 

5. Results and Analysis 

     This section presents a comprehensive analysis of the performance of this proposed 

framework for I/O value discovery across both traditional machine learning and deep learning 

approaches. The models are evaluated on the CICIoV2024 dataset. 

 

5.1 Overall Performance Comparison 

     The experimental results demonstrate that both traditional machine learning and deep 

learning approaches achieve high classification accuracy in detecting and distinguishing 

between different networks and spoofing attacks. Our analysis reveals that deep learning 

models, particularly the CNN-LSTM architecture, consistently outperform traditional 

approaches, though with some notable variations between the two speed threshold scenarios, 

as shown in Table 8 below. 
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Table 8 : Performance metrics results. 

Model 
Accuracy 

(%) 

Precision 

(%) 

Recall 

(%) 

F1-Score 

(%) 
MCC (%) AUROC (%) 

CNN-LSTM 99.4% 99% 98% 98.5% 99.3% 99.5% 

1D-CNN 98.6% 99% 98.5% 98.5% 98.4% 98.3% 

TFT 98.4 98.6 98% 98.6% 97.9% 98.2% 

Random Forest 99.3% 99% 98% 99.65% 99.5% 98.6% 

Gradient 

Boosting 
99.3% 99% 99% 99.6% 98.3% 99% 

SVM 98.4% 98% 98% 98.4% 98.6% 98.3% 

Decision Trees 97.6% 98.3% 97.5% 99% 98.1% 98.3% 

 

     While the CNN-LSTM model achieved the highest overall accuracy (99.4%), it required 

substantial computational resources (474.64 seconds). In contrast, Random Forest delivered 

nearly identical accuracy (99.3%) with dramatically better efficiency (11.94 seconds), 

representing a 40x speedup with minimal performance sacrifice. The Decision Tree model 

offered the fastest training time (0.35 seconds) but with a modest accuracy trade-off (97.6%). 

 

 
Figure 4 : Comparison of model accuracy and training time for IoV attack detection. 

 

For time-sensitive IoV applications requiring near-real-time detection, Random Forest 

provides the optimal balance between performance and efficiency. When computational 
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resources are less constrained and maximum accuracy is prioritized, the CNN-LSTM model 

offers marginal improvements at significantly higher computational cost. 

 

5.2 Feature Importance 

Figure (5) shows a comparison of feature importance patterns between our top models. 

Random Forest shows balanced distribution across all DATA bytes, with DATA_7 (0.1576), 

DATA_1 (0.1383), and DATA_0 (0.1339) contributing most significantly. In contrast, CNN-

LSTM demonstrates concentrated importance, with DATA_0 dominating (0.5222) and the 

top three features (DATA_0, DATA_2, DATA_7) contributing over 87% of decision-making 

capacity. 

Both models identify DATA_7 as important, while DATA_5 shows minimal importance 

(0.0048-0.0817) across both approaches. These patterns reflect architectural differences: 

Random Forest's multiple decision trees naturally distribute importance across features, while 

CNN-LSTM's convolutional filters emphasize specific signal regions. 

 

 
Figure 5 : Feature importance in top-performing models from each category: Random Forest 

(traditional ML) and CNN-LSTM (deep learning). 

 

5.3 Comparison with Other Studies 

     Our research findings were evaluated against recent studies that utilized the CICIoV2024 

dataset for IoV security. While our hybrid approach achieved 99.4% accuracy with CNN-

LSTM and 99.3% with Random Forest, these results are comparable to some leading methods 

in the field, but with important differences in methodology and efficiency 
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Table 9 : Comparison with Related Research on IoV Attack Detection 
Study Methods Accuracy (%) Notable Differences 

Our Approach 
RF, GB, SVM, CNN-

LSTM, CNN 
99.3-99.4 

Realistic approach 

avoiding synthetic data 

Nur'A et al. (2024) 

 

LightGBM, XGBoost, 

CatBoost 
100 

Perfect metrics suggest 

potential overfitting with 

synthetic data 

Muhammad A et al. 

(2024) 
RF with RUS 98.5 

Similar under sampling 

approach but lower 

accuracy 

Hope L et al. (2024) 

8 ML algorithms 

including RF, DNN, 

RNN 

100 

Perfect results raise 

concerns about real-world 

generalizability 

Thierry Widyatama et al. 

(2025) 
RF, GB, XGBoost 98.5 lower reported accuracy 

 

     Our approach deliberately employed under sampling rather than synthetic data generation 

techniques like SMOTE when addressing the extreme class imbalance (87% benign vs. 13% 

attack traffic). This methodological choice reflects our emphasis on realistic model 

evaluation, as synthetic data generation in highly imbalanced datasets can lead to artificially 

inflated performance metrics that may not generalize to real-world scenarios. 

Several studies reporting 100% accuracy (Nur'A et al., Hope L et al., Muhammad D et al.) 

likely suffer from this limitation, where perfect metrics suggest potential overfitting to 

synthetic patterns rather than learning generalizable attack signatures. The implausibly 

perfect results reported in these studies raise concerns about their real-world applicability in 

actual IoV environments, where attack patterns constantly evolve. 

 

     Our work differs fundamentally through its commitment to realistic evaluation protocols 

while still achieving near-optimal accuracy (99.3-99.4%) using a hybrid ML/DL approach. 

The slight performance gap between our results and the "perfect" metrics reported elsewhere 

likely represents the difference between realistic performance assessment and evaluations 

potentially influenced by synthetic data artifacts. 

 

6. Conclusion and Future Work 

     This work introduced a hybrid method to detect spoofing attacks in vehicles via the IoV 

environment as a novel approach. The approach combines the strengths of traditional 

machine learning and deep learning techniques. The work framework utilized Random 

Forest, Gradient Boosting, and SVM from traditional ML, along with CNN and CNN-LSTM 

as deep learning algorithms to achieve comprehensive multi-class attack detection on CAN 

bus signals. Those two methods achieved excellent detection accuracy using the CICIoV2024 

dataset. The CNN-LSTM model reached approximately 99.40% accuracy, whereas the RF 

model was close behind at 99.30%. However, concerning speed, RF outperforms—it took 

only 11.94 seconds to train, compared to 474.64 seconds for CNN-LSTM. That’s about 40 

times faster, with almost no drop in accuracy. This makes Random Forest a better choice for 

systems that need fast responses or have limited computing power, like real-time Internet of 

Vehicles (IoV) security. The study also tackled the issue of class imbalance in IoV data, using 

under sampling and detailed evaluation methods to improve real-world performance without 

relying on fake data. 
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1. For performance evaluation, it should be under actual conditions, which is achieved using 

the framework and validating it in real-time vehicle environments. 

2. Expand the range and number of samples that are utilized in the model for detecting 

patterns of emerging attacks using semi-supervised learning and transfer learning. 

3. Integrating AI technologies to become more interpretive for providing security analysts 

with understandable detection results. 

4. Realm privacy through the exploration of merged learning approaches while qualifying 

cooperative model optimization. 

This study aims to contribute to building safer and more resilient Internet of Vehicle systems 

by addressing these challenges, while encouraging greater adoption of this technology among 

modern smart vehicles. 
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