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Abstract

Considering the rapid development of robotic aircraft (RA) in many applications,
secure path planning in complex environments is a key field of study. This study
converts path-planning into a multi-constraint optimization problem including terrain
obstacles, radar emissions, path length, and fuel consumption. An improved Hippo
swarm optimization (IHSO) is proposed to enhance the traditional HSO algorithm.
The proposed THSO enhances initial population diversity by using cubic chaos
mapping and creates a parallel foraging environment to accelerate the algorithm's
performance. The path planning information is encrypted using key policy attribute
based encryption to provide a secure path planning model. The proposed algorithm
was verified in urban and mountain environments and compared with four state-of-
the-art algorithms: IPOA, MDBO, SLTSO, and HISOS-SCPSO. The IHSO
successfully identified optimal paths with a mean of 84.916 and a standard deviation
(SD) of 0.735 in an urban environment, consuming 0.716 s. Whereas, in the
mountains, the consumption time was 14.984 s, with a mean of 109.314 s and an SD
of 1.986. The experiments proved the superiority of the IHSO algorithm in terms of
accuracy, running time, energy consumption, and stability.

Keywords: Robotic aircraft, Hippo swarm optimization, Key Policy Attribute Based
Encryption (KPABE), Chaos mapping, Parallel computation.
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1. Introduction

Robotic aircraft (RA), also referred to as unmanned aerial vehicles (UAV) or drones, are
powered flying machines or vehicles that may be operated remotely or automatically without
an individual pilot and operator on board [1]. In civil fields such as agriculture, rescue
operations, forest fire monitoring, and mapping, RAs are widely used for various purposes,
including combat operations, military surveillance, and reconnaissance [2]. Ensuring the
security of critical data requires encrypting sensitive information [3]. Owing to their usage in
wireless networks, RA communication security cannot be guaranteed, making them vulnerable
to attack. Considerable research has enhanced and preserved these functionalities for RA users

[4].

In recent studies, providing optimal path planning for RAs in different environments has
been considered as an optimization problem [5]. Planning a flight path over a large area is a
common complex problem, where RAs need to find routes from starting points to destinations
while avoiding obstacles, taking the shortest paths, keeping the calculations manageable, and
ensuring they don't collide with anything [6]. Generally, when RAs operate in environments
with multiple challenges, their path planning needs to consider factors like radar detection, air
missiles, and energy use, which means the fitness function should focus on several goals at once

[7].

Metaheuristic techniques are important methods for handling path planning problems for
RAs in different scenarios [8]. The algorithms of the metaheuristic concept include four
categories: swarm intelligence, evolutionary algorithms, hybrid algorithms, and physics-based
algorithms [9]. Swarm intelligence (SI)-based metaheuristic algorithms are among the most
significant global searches inspired by nature [10]. Hippo Swarm Optimization (HSO) imitates
the behavior of hippopotamus groups in nature and is a new SI algorithm proposed in 2024.
The population of the HSO algorithm is divided into the leader of the swarm, male leader, and
female leader, where there are two considerations for each individual’s position: positions in
the water and land positions [11].

This paper suggests an improved HSO algorithm to provide secure routes for RAs in multi-
constrained environments. The proposed algorithm enhanced the exploration searches of the
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traditional HSO while accelerating convergence toward optimal solutions. The key
contributions of this research are summarized as follows:

1. A new application of an improved Hippo Swarm Optimization (HSO) algorithm for path
planning in complex scenarios.

2. Integration of cubic chaos mapping and parallel foraging strategies to enhance convergence
and computation speed.

3. Development of a multi-constraint mountain and urban environment model including terrain
obstacles, radar emissions, path length, and fuel consumption.

The structure of this paper is as follows: examining the previous works in Section 2, Sections
3 and 4 illustrate the concept of traditional HSO algorithm and the details of an improved HSO
algorithm respectively, consideration of the fitness function and encryption process of RA
information are discussed in Section 5 and 6 respectively, in Section 7, the procedures of
applying IHSO to find paths for RAs is presented, the performance of the proposed system is
evaluated and analyzed in Section 8. Finally, Section 9 presents the conclusions of this study.

2. Related works

A lot of research has been done on how to plan routes for UAVs using different smart
algorithms to help them fly safely. For example, R. Saeed and his team created a useful
combined method to solve the path-planning issue for UAVs in a stable environment. This
method mixes GA with Q-learning techniques to reduce the distance and energy use of UAVss
while they complete specific tasks. The study found that this new combined method works
about 57.14% better than the traditional GA when looking for the best path for RAs [12].
G. Ahmed and others simulated the CIPSO, PSO, IPSO, ABC, and GA techniques to find the
optimal route for a drone in complex environments. This work focused on minimizing the
energy consumption of drones without addressing the radar threats. The results from this study
showed that the performance of the IPSO algorithm was better than that of other metaheuristic
algorithms [13].

S. Qiu et al. suggested an improved Pelican Optimization Algorithm (IPOA) to solve path
planning for UAVs in a multi-constrained environment. Compared to the traditional POA, the
proposed algorithm enhances the path length by approximately 8.44%, distance to obstacles by
approximately 4.07%, and flight time by approximately 9.36% [14]. L. Liu and others suggested
an adaptive Sand Cat Swarm algorithm based on different strategies to specify the optimal route
for UAVs. This work enhanced the convergence and diversity problems of the traditional Sand
Cat Swarm, and a new algorithm was applied to determine the best path route for the UAV in
a 3D environment with different threats. The multi-objective fitness is calculated to assess the
performance of the candidate solutions, which are the smoothing, altitude, obstacles, and path
length costs. The outcomes of this study demonstrated that the proposed technique could
identify a shorter and smoother path from the starting point to the endpoint while maintaining
relatively optimal consumption times [15].

Another important contribution was made by J. Zhang, X. Zhu, and J. Li, who suggested
improvements to the traditional sparrow search algorithm to solve the path planning problem
of UAVs in different environmental scenarios. The proposed algorithm is based on a cube
chaotic map to enhance the initialization process and apply the firefly algorithm and tent chaos
mapping search strategies to avoid low-speed convergence and local optimum problems. The
results from this work proved the efficiency of the proposed algorithm compared the WOA,
PSO, and SSA in terms of speed, length, and smooth flight routes; however, this work does not
consider the terrain, energy constraints, and radar threats [16].
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S. Liu and his colleagues presented an enhancement for the Crown Porcupine Optimizer
(CPO) algorithm for RA route planning in a complex environment. The proposed algorithm
improves the convergence and diversity problems of the traditional CPO algorithm. The
improved CPO algorithm was applied to plan the route for UAVs in urban and mountainous
terrains, and the results demonstrated the superiority of the improved CPO against traditional
CPO and state-of-the-art research in terms of safety, length, and stability [17].

Q. Wang, M. Xu, and Z. Hu suggested a novel modification for the tuna swarm optimization
algorithm (TSOA) to enhance the local and global search strategies. An improved algorithm
updates the positions based on greedy and Lévy flight approaches to find the optimal path for
UAVs in complex environments. The results from this study focused on the length and
smoothness of the candidate path in a mountain environment without considering radar and
other types of terrain threats. The improved TSOA was successful in allowing the UAV map to
be stable and short routes from the start to the end points [18].

Y. Na et al. enhanced the PSO algorithm to allow UAVs to avoid mountainous terrain
environments during flight. DDPG was used to adapt the parameters of the PSO algorithm to
improve the search capability and avoid the local optimum problem. The experimental results
of this work proved that an improved PSO algorithm was successful in reducing the fuel
consumption of UAVs traveling in mountainous environments [19].

T. Xiong and his colleagues presented a hybrid method based on sine cosine PSO and an

improved symbiotic organism’s search to find the optimal path planning for RA in urban and
mountain environments. The results of this study indicated that the proposed hybrid technique
can provide a smooth path for RA in a 3D environment with less time consumption [20]. Q.
Shen and others enhanced the optimization ability of the dung beetle optimizer algorithm to
find an efficient trajectory for drones. The new technique consumes considerable time to find
the best route for a UAV in a static environment owing to the high complexity of the proposed
algorithm [21].
Following this line of research, P. Saxena and R. Dewangan determined an optimal waypoint
for UAVs by moving from source to goal points in a 3D environment with different obstacles
based on the Salp Swarm Algorithm. The results from this research indicate that the new
algorithm works better than other optimization methods like GSO, IBA, PSO, BBO, GWO,
WOA, and SCA when it comes to being simple and quickly finding the best path in a static
environment.

X. Sun et al. utilized combining intelligent water drop with the ACO algorithm to search for
the best route planning for RA. The combined method improved the search for the best paths
and tests, showing that these new techniques are better than the old ACO and IWD methods
and some other advanced methods like MAACO, ACVDEPSO, IWD-DE, and CCO-AVOA.
S. Li and others proposed a hybrid technique to solve the path planning of UAVs in mountain
environments. This work introduces a bio-inspired NN and improved Harris Hawks
optimization algorithms to find multiple paths for UAVs in dynamic environments. Compared
with the prior techniques, PSO, HHO, and SSA, the proposed BINN HHO algorithm can avoid
obstacles and find the best route for UAV [24].

X. Wang et al. introduced an optimization method to provide a safe UAV route in a multi-
constraint environment. This work proposes a new modification to the Mayfly Algorithm (MA)
to enhance exploration and exploitation capabilities. The modified MA is better than the
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traditional MA, GWO, PSO, and BOA at finding the best routes for UAVs in areas with many
obstacles, but it does not take radar threats into account.

Despite significant progress, several researchers have explored UAV path planning using
swarm intelligence algorithms. For example, Xiang et al. designed an improved ACO algorithm
to solve the penetration problem of RAs in complex environments. The proposed technique
allows the determination of the shortest path for RA under multiple threat factors, but this work
does not account for the energy consumption of the RA when flying from the source to the
destination [26].

C. Huang proposed an enhanced PSO algorithm to find an optimal path route of the fixed-
wing RA in a 3D environment. This work used the divide and conquer technique with A* to
improve the fast convergence and the global search problems of the traditional PSO algorithm.
The performance of the proposed technique allows the RA to find the best flying path with
multiple route points in a complex terrain environment; however, this work does not consider
the radar and energy constraints [27].

B. Tong and his colleagues provided optimal path planning for UAVs using a multi-objective
pigeon-inspired optimization algorithm. This work considers the smoothness, length, and risk
of the UAV path from the source to the destination. The experimental results from this study
illustrate the superiority of the proposed algorithm over other optimization methods [28]. W.
Yu, J. Liu, and J. Zhou introduced an adaptive sparrow PSO algorithm to find the best route for
UAVs in the building environment. The proposed algorithm applies variable speed for deadlock
escapes and optimizes oscillation for trajectory smoothness to find the optimal real flight
waypoints for UAVs in a building environment and does not explicitly consider radar threats
and energy constraints [29].

In conclusion, the previous works have made significant strides in RAs' path planning using a
range of intelligent optimization and hybrid algorithms, each focusing on specific aspects such
as smoothing, path length, and avoidance of obstacles. However, many of these studies either
neglect crucial constraints such as radar threats, energy consumption, and dynamic multi terrain
conditions or have difficulties in simultaneously optimizing multiple conflicting objectives in
a unified framework. Moreover, while several algorithms attempt to improve convergence
speed and avoid falling into local optima, challenges remain in balancing exploitation and
exploration effectively in multi constraint environment. To bridge these gabs, this work
introduces a new application of an improved HSO algorithm, enriched cubic chaos mapping
and parallel foraging strategies to accelerate convergence and robust performance.
Additionally, this paper proposes a realistic multi constraint model and incorporates key policy
attribute based encryption to ensure both optimal and secure path planning for Ras in urban and
mountain scenarios.

3. HIPPO SWARM OPTIMIZATION (HSO)

The Hippo Swarm Optimization (HSO) is a new bio-inspired algorithm proposed by G. Zhou
and others in 2024 to solve optimization and complex engineering problems [11]. The HSO
algorithm imitates the natural behavior of hippopotamus groups, such as searching for food,
movement, rivalry, and growth. The volume or mass of the hippo was not considered in the
HSO algorithm, where each hippo was considered a point in the search problem and represented
a solution for a specific optimization problem. Each hippo is assessed based on food resources,
and the largest food resources are the best hippo swarm positions for survival.

The HSO algorithm divides the population into three categories: swarm leader, male leader,
and female leader. Since hippos are amphibious animals, there are two considerations for this
position. The first is for the best water positions, and the second is for the best land positions.



Ahmed et al. Iraqgi Journal of Science, 2026, Vol. xx, No. x, pp: xx

There are current and historical global positions for both water and land. Figure 1 illustrates the
flowchart of the traditional HSO algorithm.

4. An improved HSO algorithm (IHSO)

The HSO algorithm is a modern algorithm for solving optimization problems. To make the
HSO algorithm work faster when finding the best path for UAVs in a complicated setting, it's
recommended to use the chaos initialization method instead of the usual random start.
Furthermore, the speed of the HSO algorithm in obtaining the best solutions is increased by
providing a parallel computing environment for the evolution processes of hippos in the

population.

FRandomly Initialized Hippo Position and
determined the parameters PS, D, T, G,
F1l and R2

t < AT No

A

Yes

Find Best Positionsin R1 and R2

Yes *
Update Hippo positions based on
statwation search strategy

. | }

=1

Update Hippo positions based on Alpha
search strategy

Update Hippo positions based on
- i gration search strategy

Update Hippo positions based on
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F 3

Select the best Hippo
End - posittionin swartn as <
optimal solution

Figure 1: Flowchart of standard HSO algorithm.

4.1 Chaos mapping initialization

The initialization process is a critical step in optimization algorithms. The standard HSO
algorithm initializes its population in a random manner, which may decrease the adaptability of
individuals to find optimal solutions. This study enriches the diversity of the HSO population
and reduces the probability of a lack of a local optimum by using cubic chaos mapping to



Ahmed et al. Iraqgi Journal of Science, 2026, Vol. xx, No. x, pp: xx

produce chaotic variables for initializing the HSO population, as shown in Eq. (1). Figure 2
shows the statistical distribution of the population based on cubic chaos mapping [30].

a1 = 4'af — 3" (1)

Where -1 < a; <1, i=0 to the size of population (SP). In the context of this study, each
individual (hippo) in the population represents a candidate path for RA. The path is encoded as
a vector of decision variables, where each dimension corresponds to a waypoint in 3D space
(x,y,z). The full solution structure is a sequence of such waypoints that define the entire RA
path from start to end points, while avoiding obstacles and threats.
Let (X, y, z) be the dimensionality of the problem; each hippo is encoded as:

Hippoi = [xl) V1,21, X2, Y2, Z2) 0 X Yo Zn]
Where 7 is the number of waypoints, and i is the index of the individual in the population. This
encoding captures the RA’s path in 3D search problem, with each segment being a movement
between two waypoints. The proposed initialization processes of the IHSO algorithm are:
1- Randomly determined SP Hippos in search space with upper and lower bounds (1, -1).
2- Each individual in the population is iterated according to Eq. (1).
3- Map the new positions of the individuals into a dimension of the solution space.

} e A———
st ey g s il
(19 '%bl‘b Lii MI ﬁ'

“5iF;1JJﬂU

0 20 40 60 80 100
|teration

Figure 2: Initialization based on cubic chaos mapping.

The chaotic values are mapped to the solution space as seen in Figure 2, which can be
observed over 100 generations, the population initialization exhibits strong variability across
the full value range [-1, 1], and maintain significant fluctuation throughout the entire range of
generations. This ensures that the initialization population is not clustered in any particular
region, thus offering high exploration power at the start of the optimization process. As a result,
the IHSO is better positioned to escape local optima and converge toward globally optimal
solutions.

4.2 Foraging Behavior of IHSO
The foraging behavior of natural hippos was used as a model for the HSO. The population
of the HSO was divided randomly into male, female, and baby hippos. All individuals in the
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population cooperate to determine the best food source. The process of searching for resources
is divided into four strategies: starvation, alpha, migration, and competition searches. In the
HSO algorithm, the behavior of the hippo depends on land and water food resources. Therefore,
threshold values are used to control the evolution of individuals in a population [11]. Land (R1)
and water (R2) food resources were calculated using the following equations:

t
Rl=e &t 2)
t-T
R2=e ¢!’ (3)
Where T and ¢ refer to the maximum and current iterations, respectively.
4.2.1 Starvation search
In the early iterations, individuals within the population were required to search a wide area for
food resources in order to explore the search space. Therefore, the starvation search strategy
begins when land food resources (R 1) are less than the threshold value (TH1). Male and female
hippos in the population follow partnerships with their group. To guide different search types
for hippos, the hunger rates for male, female, and baby hippos were calculated based on Egs.

[4-7].
SR, = ¢ " Batt (4)
SR, = ¢~ 0B (5)
SReq = e'%(ria)) (6)
SR, = o BB )

Where 1, 13, are a random selection from the male and female hippo populations respectively,
and i is hippo from the i_th male or female -hippo fitness.

The SR increases as the partner fitness value is good, which focuses the search for more
resources around the partner. the foraging behavior of the male and female hippos in starvation
search are calculated based on the following equations:

Pﬁf{l = Pﬁ_i(ra) +0.05XSR;, x(Rx(U—-L)+1L) )
Pitt =P} (1) £0.05 X SR, X (RX (U —L) +L) ©)

Where P} ; and P{; refers to the positions of the male and female, respectively. R is a random
number in the range [-1,1], U and L are the upper and lower bounds of the values search scope.

The Babies are assigned randomly to fathers and mothers in the population. The position of
the hippo is updated based on the following equations:

Pt =PL (1) £0.05 X SRy X (Rx (U—L)+1) (10)

Pyt =Py i(r) £0.05X SR, X (RX (U—L) + L) (11)
P + phH

Pg-l-l — ca,l co,l (12)

2
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4.2.2 Alpha search

Alpha search is the next stage in HSO foraging. During this stage, we narrow down the
search for the best resources by focusing on R2. There are two conditions to begin the alpha
search: R1 > 0.5 and R2 > 0.7. Alpha search is based on four positions: the best positions of the
alpha hippo on land (BR1) and in water (BR2), the best position of the alpha hippo male (BHa),
and the best position of the alpha hippo female (BHb). BR1 is the historically best position,
whereas BR2 is the best position in the current iteration.

The hippo males (Ha) update their positions based on Eq. (13) and Eq. (14), which search
around R1 and R2, whereas the hippo females (Hb) update their positions based on Eq. (15)
and Eq. (16), which search for BR2 and Bha. Lastly, the hippo’s baby updates their positions
using Eq. (17) and Eq. (18), which determines that baby hippos aren’t able to search alone, and
they search around male and female leadership. The male, female, and baby hippos produced
two candidate positions and randomly selected one position for the next iteration. The main
characteristic of this stage is that there are different leaders in each hippo group, which can lead
to better positions around the leaders.

PLtY(R2) = BR2 £2% R2 x R x ( BR2 — PL)) (13)
PYtY(R1) = BRI £2x R2 x R x ( BRI —Pt)) (14)

Where P{t(R2) and PLt*(R1) are the new positions of males around the best water and land
resources.

PLY'(R2) = BR2 £2x R2 x R x (BR2 —PL)) (15)
Piai(Ba) = BPf+2x R2 x R x (BPf —Py;) (16)

a,i
Where P{}'(R2) and P} 1 (B) are the new positions of females around the best R2 and best Pf.
BP! is the best position of males at the current iteration.

Pil(Ba) = BRE+2x R2 x R x ( BPf —Pf)) (17)

C
Pt (Bb) = BP) +2x R2 x R x (BP, —Pt;) (18)
Where BP} refers to the best position of females at the current iteration.

4.2.3 Migration search

The third stage of the Hippo search strategy begins when resources become scarce in water
(R2) and more abundant on land (R1), then the Hippo search strategy enters its third stage.
Migration from water to land occurs especially when R1 > 0.5 and R2 <0.7. The hippo’s male
searches the alpha male area, and the hippo's female mate crosses over with the hippo’s male,
who has more resources to ensure that they reach the best positions. The hippo baby still can't
find the best positions alone, so it will follow the alpha male and female hippos. At this stage,
the rate of migration (TR) was calculated based on Eqgs. (20, 22, 24, and 25), and the percentage
of food resources (PF) was considered, which was calculated using the following equation:

F2

1+ F? (19
Where F refers to the food resources. These considerations led to the sharing of information
between Hippo groups, and individuals who obtained good positions were allowed to abandon
the pursuit of leaders. The hippo population in the migration search strategy updates its position
based on Egs. (21, 23, and 28).

PF =

Oa(i)

TR,=e BO®RD (20)
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P&l =P, +2xTR,x PF xR x (BR2 — Pt)) 21
o) (22)
TR, = e 0WBFa)
(23)
PE¥* =PL,£2xTR, X PF xR x (BPf —PL))
Oc(i)
TR,,= e Bo(P) (24)
Oc(i
TRey= e_BOU(J;z) 22)
Pl = Pt +2x TRy X PF xR x(BPE —P) (26)
Pixl = BPf +2x TR,y XxPF x R x(BP! —P{) (27)
Piai + P&} (28)

Pct.l{.l — ca,l 2
4.2.4 Competition search

This search strategy has the same conditions as those used in the previous search. Therefore, a
random number (Rand) exists to determine an appropriate strategy. We use a competition search
when Rand is less than 0.7, and a migration search otherwise. In this strategy, competition
occurs between hippos in the same group, so the males and females have competed with the
same sex only, but the baby hippo competed with their parents because they couldn't compete
with each other. Such an approach can help the algorithm to solve the local search problem.
The population of hippos was updated based on the following equations:

PEY' =Pl + 2 x SR, X PF xR x (P{(r,) — PL;) (29)
Pitt = PL; +2 X SR, X PF X R x (Pf(ry) — P;) (30)
~9a(rp) 31)

SR., =e 0c®)
Ob(ra) (32)

SRCb =e 0c()
PYt =Pl 2 %X SR, X PF X R x (Pf(r,) — PL)) (33)
Pidt =Pl 42 X SR,y X PF X R x (PE(ry) — P;) (34)
(35)

t+1 t+1
Pt+1 _ Pcb,i + Pca,i
C,l 2

4.2.5 Parallel Foraging Behavior of IHSO

Parallel computing allows multiple processors to execute tasks simultaneously to solve a
problem more quickly [31]. Parallel foraging implemented for the IHSO algorithm in the
MATLAB toolbox enables the distribution of computational tasks through multiple cores. This
architecture accelerates the IHSO algorithm, enabling it to converge more quickly on the
optimal secure path for robotic aircraft in complex environments.
We divide the hippo population into three subpopulations: males, females, and babies. In all
four search strategies of the IHSO algorithm, the new positions of the male, female, and baby
subpopulations are calculated at the same time on different threads using parallel functions in
MATLAB, which then create the new population for the next generation. To minimize the inter-
thread communication overhead, the IHSO algorithm is modified to calculate the objective
values within each thread. Figure 3 shows a flowchart of IHOSO in a parallel environment.
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Figure 3: Flowchart of the parallel foraging implementation for IHSO.

5. Multi constrains environment

There are multiple major factors for penetrating missions of robotic aircraft (RA) in complex
environments, including radar threats, energy consumption, terrain threats, and the length of
the path from the source to the destination [32]. RA must avoid terrain and radar emissions and
find the shortest path with less fuel consumption.

5.1 Terrain factors

Modeling the environment for RA path planning is an essential challenge. This task requires
data acquisition from a landscape model. In this work, two different terrain factors were
considered to establish an artificial environment, including building and mountain factors [33].
We implement the mountain terrain model using the following equation:

c2 — c2i>2 B (c3 - cBi)z (36)

C(c2,¢3) =31 f; _(
(c2,c3) = Xi=1 fiexp 2 C3p;
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Where the c2, ¢3 and C represents the coordinates position in a 3D environment. The total peak
number is represented by m and the parameter f is used to control the height. The c¢2,; and c3;
are the x-axis and y-axis for the slope of the i _th peaks.

The second terrain factor, which is the building city, can be calculated based on the following
equation:

Ci(c2,c3) =sin(c3 +r1l) +r2-sin(c2) +r3: cos (r4 -4/ €22 + c32) (37)

+7r6 - cos(c3) + r7 - sin (r8 -y 22 + c32)
Where 71 to r8 are random coefficients that regulate the oscillation of the foundational terrain.

The fitness function of the terrain consideration can be calculated based on the following
equation:

TF=C+C, (38)

5.2 Radar emissions factors
RAs are exposed to radar threats during navigation from the start to the target points.
Therefore, drones must constantly adjust their course to avoid detection. When the RA is within
the detection area of the radar, it is not entirely certain that it will be detected, particularly when
its echo is below the threshold [34]. Radar threats are defined as the range of the radar beam,
position of the RA, and echo received by the radar [35]. Suppose there are m radars within the
RA path-planning environment. The echoes of these radars can be formulated as follows:
i _ Ai (t)
B = Zigi (39)
Where EL(t) represents the echo of the i_th radars at t time and the A4;(t) represents the RCS
(Radar Cross Section) of the RA at t time where the D(t) determined the distance between
the radar and RA. Z; is calculated according to the parameters of the radar, such as transmit
power, antenna gain wavelength, propagation factor, and loss factor based on the following
formula:
e P, Tr?A?R*
LT (4m)3CgW
Where P, and Tr represent the power and the antenna gain of the transmitter, respectively. The
A represents the radar wavelength, R and W are the factors of the receiving or transmitting
propagation and electromagnetic wave, respectively. The Cp refers to the coefficient between
the signal waveform and the filter.
The probability of detection RA based on the echo representation of radars can be calculated
according to the following equation:
EXO)
Bl(t) — Li ’ Er(t) > Ll'.
0,EL(t) < L;
Where B;(t) refers to the ability to detect RA and L; determines the threshold of the detection.
To consider the detection distance of the radars, an empirical model is used as below:

Dim(®) = 4.12[\/H; + JH(®)] (42)
Where Dliim (t) refers to the limited distance of the radar beam, H; and H(t) are the heights of
the radar and RA, respectively. The RA will not detect when the distance between the radar and
the RA is greater than Dliim(t). The radar capability of detection based on echo and range
distance can be calculated based on Eq. (43), where Eq. (44) calculates the radar threat factor
of the PA path planning (RF,).

(40)

(41)
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E® EL(t) > Li; D, (8) > Di(t)
Bi(t)={ L; '~/ 7 v TimS = A (43)
O'E;(t) < Li; Dliim(t) < Di
RF,(f) = max [B: ()] (44)

5.3 The factor of consumption energy

A shorter RA path length from the source to the destination results in lower energy consumption
[36]. In this study, it was assumed that the RA speed through flight missions from the source to
the destination was approximately constant. The factor of energy consumption (EF) of the RA
was calculated based on Eq. (45):

EF = X Z?:l\/(xt = X-1)? + Ve = Ye1)? + (20 — 2-1)? (45)
Where 3 refers to the energy coefficient of the parameter, x;,y; and z, represented the
trajectory waypoints.

5.4 Fitness function

Fitness function for the RA path-planning constraint by the RA kinematics model. In this study,
fitness function (MF ) was used to evaluate the candidate path for the RA from the start to the
end points. The MF is minimized in this work and can be calculated using the following
equation:

MF = w,TF + w,RF + w3EF (406)
Where w;, w, and w5 are the corresponding weights of the terrain threats, radar threats, and
energy-consuming factors. The sum of w4, w, and w3 weights must be equal to 1.

6. Encryption of RA’s information

Unauthorized or hostile third-party techniques or users could potentially access sensitive data
stored in RA sensors, which includes path planning information [37]. In this section, the
protection of path-planning coordinates from man-in-the-middle attacks is implemented using
a user access control system and encryption of data. KPABE, which refers to key policy
attribute-based encryption, is used to provide a secure path-planning model RA in a multi-
constraint environment [38]. KPABE has four algorithms: key generation, setup, encryption,
and decryption. The master key (J) and public key (P) are generated based on the following
equations:

P = {MD5( CR)), BG,,N, m = N%,n = k'%,¢(N,N)” } 47)
J = {6,,N%} (48)
Where CR refers to the candidate path for the drone, BG is a bilinear group with generator N
and prime order p, 6; and 6, are relatively large primes to MD5 ( CR) and belong to BG,,. The
ciphertext is produced based on Eq. (48), where the plaintext (P7) and attributes are input to
the algorithm together.

ET = {ET! = PT,e(N,N)?**, T,ET? = m", ET, = k9%, ET! = H(A(x))1*® (49)
Finally, the user executed the decryption algorithm based on USK to reveal the plaintext and
decrypt the ciphertext when granted access or null when not granted access.

7. Optimize RA path planning based on IHSO

IHSO is an adaptive bio-inspired algorithm designed for RA path planning. The IHSO
searches the problem space to find an optimal or nearly optimal route from the start to the target
points for the RA in a complex environment. In this study, the suggested algorithm starts by
creating a group of possible solutions using cubic chaos mapping, with each Hipo in the group
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representing a potential path in the current generation. The IHSO algorithm creates a parallel
computation environment that supports the four aging strategies of the traditional HSO,
enabling it to find the best trajectory for RA in both urban and mountain environments with
multiple constraints. Algorithm (1) presents the main steps of the proposed IHSO algorithm to
optimize the path planning for RA. For clarity and ease of reference, Table 1 provides a list of

the main symbols used throughout this paper.
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Algorithm. 1. Steps of IHSO

O 0 1 NN AW -

N NN N NN = e e e e e e e e e
N A W N =S O 01 N AW =0

26
27
28

Input IHSO parameters: PS, MT, Lb, Ub, D, ...etc

Qutput: the best Hippo position as best path planning for RA

Initialized IHSO population based on Eq. (1)

Randomly divided population into male, female and baby Hippos
Calculated Fitness value for each individual based on Eq. (46)

Record the best position as best path planning for RA

For t =1 to MT do

- If R1 <0.5 then / ( Starvation search)
Update male position using Eq. (8)
Update female position using Eq. (9)
Update baby position using Eq. (12)

- Else If R2 >0.7 then / ( Alpha search)

Update male position using Eq. (21)
Update female position using Eq. (23)
Update baby position using Eq. (28)
—Else (Competition search)

Update male position using Eq. (29)
Update female position using Eq. (30)
Update baby position using Eq. (35)

L End If

planning for RA
t=t+1
End for

Output the best Hippo position as an optimal solution

Calculated R1, R2 based on Egs. (2) and (3).

Update male position using Egs. (13,14)
Update female position using Egs. (15,16)
Update baby position using Egs. (17,18)
- Else If G >0.7 then / ( Migration search)

Calculated Fitness value based on Eq. (46)
Compare the previous best positions with current best position and update the best path

Concurrently

Concurrently

Concurrently

Concurrently
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Table 1: Symbols description.

SYMBOLS DESCRIPTION
PS Population size [50-200]
MT Maximum Iterations [ 50-500]
D Dimension
LB lower bound of search space
UB Upper bound of search space
R1 Land food resource
R2 Water food resource
T Current iteration
C1 Six mountains and four radar threats
C2 Twelve mountains and eight radar threats
C3 Eight obstacles with five threats from radar
C4 Twelve obstacles with eight threats from radar
AVF Average value of fitness
BF Best fitness
SD Standard deviation
BRT1 Best running time before encryption
BRT2 Best running time after encryption

8. Experimental results

To demonstrate the effectiveness of the proposed IHSO, four previous evolutionary
algorithms were employed for comparison: MDBO [21], HISOS-SCPSO [20], SLTSO [18],
and IPOA [14], in addition to the traditional HSO algorithm. These methods have a relationship
with the proposed IHSO. Four cases were implemented in this section, including two cases for
simple and complex mountain environments and two cases for simple and complex urban
environments, as shown in Table 2. Case one (C/) contained six mountains and four radar
threats, whereas C2 included 12 mountains and eight radar threats. C3 and C4 refer to the urban
environment that contains eight obstacles with five threats from radar and twelve obstacles with
eight threats from radar. All tests were implemented using R2022b software based on an 11th-
generation laptop with Core 17-12900H, CPU@3.20 GHz, and 32 GB of RAM.

A map of the urban and mountainous environments was created randomly, and the area of
the map was (1000, 1000, and 1000). The source and goal coordinates for RA in mountainous
regions were established as (70, 40, 50) and (800, 950, 50), respectively, while the starting and
ending sites in the urban environment were designated as (62, 12, 85) and (810, 950, 166).
Table 3 presents the best fitness (BF), average fitness value (AVF), standard deviation (SD),
and best running time (BRT) for the IHSO, HSO, MDBO, HISOS-SCPSO, SLTSO, and IPOA
algorithms utilized to determine optimal path routes for RAs from starting points to target points
in both mountainous and urban terrains.
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Table 2: Parameters of the mountains and urban environments with radar threats.

Mountains Radar Urban Radar

Ny Yy z o x vy oz R Y™ x v oz x v z R
1 250 250 300 250 250 200 100 1 450 250 150 100 400 200 100
2 520 790 250 700 700 200 80 2 400 700 200 750 750 250 120
3 600 480 350 400 700 200 80 3 600 500 250 600 500 180 90
4 800 800 400 600 300 200 90 4 800 200 300 300 700 220 110
5 400 450 200 800 200 200 100 5 150 800 180 800 400 240 100
6 100 400 250 200 600 200 60 6 500 900 220 100 600 180 80
7 300 800 180 890 500 200 80 7 700 700 260 850 200 210 90
8 490 610 220 210 890 200 90 8 300 400 170 500 200 190 100
9 450 200 150 9 200 200 150

10 300 600 250 10 590 730 240

11 800 600 280 11 150 650 210

12 700 300 500 12 850 405 230

Table 3: The mountains and urban environments with radar threats.

Tools Metrics C1  C2 Cc3 C4 Tools Mcest“ c1 2 3 C4
Best | 791 8347 10291 105.63 Best 790 8381 10660 11136
97 3 9 1 03 0 7 2
Mean 796 8491 10403 10931 oo o 808 8502 10770 117.11
81 6 5 4 86 5 9 8
TERD 0.09 - 0.55
SD s 0735 0805 1986 SCPSO  SD S0 1023 1197 2351
BRT 0'129 0.716 6.973 14.984 BRT 0'89 6 1897 12635 22.657
Best 505 85.03 10895 113.25 Best 198 8379 10503 110.92
61 | | 9 61 0 1 5
Mean 811 8656 110.02 118.96 Meag 803 8496 100.93  116.20
SLTS 25 9 5 6 26 1 5 9
o) 0.70 IPOA 0.35
SD 3 1200 1309 2510 SD 570924 1025 2204
RT 0'166 1.619  10.865 20.030 BRT sz 1519 10.510 18.692
Best 823 87.10 11013 11730 Best 822 8696 10931 11635
65 3 9 7 39 6 3 2
83.0 8855 111.61 123.70 82.9 88.12 122.91
MDB Mean 36 9 9 5 Mean 97 6 11.092 -
o) 0.86 HSO 0.85
SD y 1526 1637 2990 SD S0 1509 1615 2819
BRT 0'183 1.773 11336 21.925 BRT 0‘51 1.699  11.035 21339

The table above shows how well the IHSO algorithm works for finding the best routes for
robotic aircraft (RA) in different environments, like mountains and cities. The IHSO algorithm
consistently performed better than the other five optimization algorithms, HISOS-SCPSO,
SLTSO, IPOA, MDBO, and HSO, in several important areas, such as path length, avoiding
obstacles and threats, time efficiency, path smoothness, and energy use. These metrics are
essential for ensuring the practicality and reliability of RA operations, particularly in real-world
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applications, where efficiency and safety are paramount. Table 4 and Figure 4 illustrate the
performance impact of incorporating ciphertext policy encryption into the IHSO algorithm.

Table 4: The IHSO running times before and after the information encryption process.

Case BRT1 BRT2 Overhead
C1 0.265 0.291 0.026
C2 0.639 0.716 0.077
C3 6.117 6.973 0.856
C4 13.030 14.984 1.954

BRT1 {Before Encryption)
BRT2 {With Encryption)
14

1303

12

10

Best Running Time (s)
o

cl c2 c3 c4
Cases

Figure 4: Comparison of [HSO Best Running Time (BRT) before and after applying ciphertext
policy encryption.

The largest observed overhead was 1.95 s in C4, while the smallest was 0.026 s in C1. These
values confirm that the integration of encryption does not significantly hinder optimization
performance and support the practical viability of the proposed system.

Figure 5 shows the best fitness values and best running times of the IHSO and the other five
optimization algorithms to find the best route from source to destination in mountain and urban
flight scenarios, and Figure 6 illustrates the number of iterations required for each algorithm to
obtain the best results.
1
115
Z 10

105

ss Value

s (BRT)

Best Fitne:

Best Running

Figure S: The performance of the IHSO in different environments: (a) The best fitness values
of the proposed IHSO against related works, (b) the best consumption times of the proposed
IHSO against related works.
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Figure 6: The number of iterations of the proposed IHSO algorithm against related works to
find the optimal solutions: (a) In the C1 environment, (b) In the C2 environment, (c¢) In the C3
environment, (d) In the C4 environment.

Figure 5 provides a visual comparison of the best fitness values and running times for IHSO
and the other algorithms, demonstrating that IHSO not only achieves the highest-quality
solutions but also does so in significantly less time. For instance, in mountain flight scenarios
(C1 and C2), the IHSO required only 0.291 and 0.735 s, respectively, to identify the optimal
path. Even in more complex urban flight scenarios (C3 and C4), the IHSO maintained its
efficiency, completing the task at 6.973 and 14.984 s, respectively. This remarkable speed is
attributed to the parallel execution environment implemented in the proposed algorithm, which
significantly enhances its computational efficiency. Figure 6 further supports these findings by
showing the number of iterations required for each algorithm to converge to the best solution.
IHSO consistently achieved convergence in fewer iterations, highlighting its robustness and
ability to avoid local optima, which is a common challenge in path-planning optimization.
Among the competing algorithms, IPOA demonstrated relatively good search performance,
particularly in simpler scenarios, but it fell short of achieving the same level of precision and
efficiency as IHSO. In contrast, MDBO delivered the worst fitness values across all scenarios,
making it the least effective option for RA path planning. HISOS-SCPSO, while capable of
generating viable waypoints for both mountain and urban environments, suffers from
significantly higher computational times, which could limit its practicality in time-sensitive
applications. The traditional HSO algorithm performed well in simple flight scenarios,
exhibiting good speed and solution quality. However, in more complex environments, the HSO
struggles with local optima, resulting in suboptimal paths. SLTSO has emerged as a promising
alternative, demonstrating good results in identifying feasible paths. However, it cannot match
the THSO in terms of runtime efficiency or the quality of the objective function values, making
it a less optimal choice for high-stakes applications.

Figure 7 visually summarizes the performance of all six algorithms by illustrating the best
waypoints generated in the different scenarios. This figure underscores the superiority of IHSO
in producing smoother, shorter, and more efficient paths than its counterparts. The IHSO’s
ability to consistently deliver high-quality solutions across varying levels of environmental
complexity solidifies its position as a leading algorithm for RA path planning. Its combination
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of speed, accuracy, and reliability makes it particularly well suited for real-world applications,
where both performance and computational efficiency are critical.

In conclusion, the proposed IHSO algorithm is a highly effective solution for RA path planning
and offers significant advantages over existing methods. Its ability to adapt to different
environments, coupled with its computational efficiency, makes it a valuable tool for optimizing
RA operations in both simple and complex scenarios. Future work could explore further
enhancements of the algorithm, such as integrating additional constraints or adapting it to
dynamic environments, to expand its applicability and robustness.

I wso [T woa [T HisoscPso
I voeo[ ] surso [N vso

1000 1000
800 -
600
400

200

0 >lg
1000

Figure 7: The best routes of the IHSO, HSO, MDBO, HISOS-SCPSO, SLTSO and IPOA from
source to target points in different scenarios: (a) In the C1 environment, (b) In the C2
environment, (¢) In the C3 environment, (d) In the C4 environment.

9. Conclusion

This paper examines the increasing demand for effective and reliable RA path planning in
environments with multiple constraints. Two common environments were constructed: urban
and mountainous terrain. A multi-objective fitness function is considered to incorporate
objectives, such as avoiding terrain and radar emissions, finding the shortest path, and
minimizing fuel consumption. An improved Hippo Swarm Optimization (IHSO) is proposed to
enhance the global and local search strategies of the traditional HSO algorithm. The proposed
IHSO algorithm initializes its population using cubic chaos mapping to avoid local optima by
enriching the population diversity and providing a parallel computation environment for the
four foraging strategies of the HSO algorithm, enabling efficient trajectory optimization for
RAs in multi-constrained environments. Sensitive path planning information is protected using
key policy attribute-based encryption to prevent man-in-the-middle attacks. The results
demonstrate that the IHSO successfully identifies optimal and reliable routes for RAs across
different environmental scenarios. In complex mountain environments, the IHSO achieved a
fitness value of 83.473, with a standard deviation of 0.735, whereas in urban environments, it
achieved a fitness value of 105.631, with a standard deviation of 1.986. Comparative analysis
shows that the IHSO accelerates computation speeds by approximately 0.53, 0.60, 0.56, 0.63,
and 0.38 times compared to [IPOA, MDBO, SLTSO, HISOS-SCPSO, and HSO algorithms in
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mountain environments, and by 0.20, 0.32, 0.26, 0.34, and 0.30 times in urban environments,
respectively. The proposed THSO outperforms state-of-the-art algorithms in generating safe,
short, smooth, and energy-efficient paths for RAs in multi-constrained 3D environments while
maintaining optimal computation time.
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