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Abstract:

Steganography plays a very important role in secure message transmission,
embedding information imperceptibly within cover images. This research addresses
the challenge of creating stego images visually indistinguishable from originals,
while enhancing resistance to steganalysis. We propose a novel steganographic
system based on Generative Adversarial Networks (GANs) with hyperparameter
tuning to enhance imperceptibility and security. Multi-scale feature extraction via
Inception modules within the encoder facilitates efficient embedding with minimal
distortion. A new combined metric, incorporating MSE, PAD, and MAE alongside
PSNR and SSIM, provides a more comprehensive performance evaluation,
addressing limitations of relying solely on PSNR/SSIM. Multiple optimization
algorithms, including Adadelta, Adam, AdamW, SGD, SparseAdam, Adamp,
RAdamplus, Tadam, RMSprop, Nadam, Ftrl, AdaGrad, Nosadam, Adamwt,
RAdam, L-BFGS, and Naturalgrad, were evaluated. Nadam and Adadelta achieved
the highest combined metric scores (36.71 and 34.61, respectively), correlating with
superior PSNR and SSIM wvalues, thus ensuring higher image fidelity and
imperceptibility. The system effectively impedes steganalysis by reducing statistical
discrepancies and utilizes tanh activation functions for enhanced security. This
system achieves robust steganographic performance with minimal distortion and
improved security, offering significant advancements in secure image
communication.

Keywords: Steganography, Deep Learning, GAN Network, Residual Module,
Inception Module.
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1. Introduction

Steganography is an important method for hiding confidential information inside
innocuous carrier medias. Modern steganographic algorithms use Deep Learning Algorims
which intend to embed the maximum amount of information within an image with minimal
visible changes on the image; such algorithms like Convolutional Neural Networks (CNNs)

[1].

Gated Recurrent Unit (GRU), Long-short Term Memory (LSTM) Networks, Residual
Networks (ResNet), Graph Neural Networks (GNNs), Convolutional Neural Networks
(CNN), Capsule Networks (CapsNet) [2], Recurrent Neural Networks (RNN), Feed Forward
Deep Networks (FDN), Multi-layer Belief Networks (DBN), and Adversarial-trained
Generative Networks (AGN), are a different types of deep learning architectures or structures
[3]. Figure 1 illustrates the learning workflow for a typical artificial intelligence system.

Collecting Data }[ Data Preperation }Elect Learning Algorithm

Training Model

¥

Prediction Testing Model Validating Model

Figure 1: The Work of Machine Learning.
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Generative Adversarial Networks (GANs) considered to be specialized Al models
designed for generative modeling. These networks learn the distribution of data from image
datasets and then produce new, realistic samples that follow the same distribution. These
networks are able to produce high-resolution, photo-realistic images and this has made them a
strong candidate for image-based security applications. In recent years, GAN-based deep
learning models have shown promising potential for improving steganography techniques [4].

In Deep Neural Network (DNN); Hyperparameters are the made settings before training
process. In contrast with weights and bias which considered the model’s inherent parameters;
hyperparameters are determined by the user’s sense and evaluation, not on information
learned from training dataset[5]. The correct selection of hyperparameters leads to great
impact on the performance of neural networks and their ability to extract patterns and
knowledge from the dataset and making generalized inferences. Thus hyperparameter
optimization is essential for improving the performance of the Deep Neural Networks (DNNs)
because it affects learning efficiency and model generalization [6]. Key hyperparameter
include number of neurons and hidden layers, number of epochs, learning rate, activation
fuction, batch size, and the optimizer type. To find optimal configuration, methods such as
grid search, random search and Bayesian optimization are used [7].

Improving the performance in the steganographic cover images by using an
Inception Module into a GAN-based framework via hyperparameter tuning is the main aim of
the suggested network architecture. So the network’s architecture design and performance
assessment of the networks’ performance on steganography tasks are discussed in this
research. This research focus on building an enhanced steganography scheme by combining
these two methods to utilize GANs’ and Inception Modules’ advantages through exploiting
their strengths towards achieving efficient embedding of sensitive data while preserving
visual integrity in cover materials.
Key contributions in this research can be summarized as follows:
1- Novelty of Network Architecture.
2- Hyperparameter Tuning.
3- Comprehensive Performance Evaluation.

Contributions will be explained in detail in the methodology section of this paper. Related
work and highlights of the existing challenges in steganographic research are presented in
Section 2. Section 3 details the proposed methodology and main contributions. Section 4
shows the proposed network architecture. Section 5 details performance evaluation. Section 6
discusses results, while Section 7 details conclusions and future work.

2. Related Work

There are many examples of the use of Artificial Intelligence for defensive measures for
security, such as the research of Christian Tommel's [8] focus on the use of Al in offensive
security. The proposed system by Kim et al., which is a Machine Learning-driven intrusion
detection system (IDS) [9,10]. also Pattanayak and Ludwig [11] proposed a neural encryption
system. Also, there are many review studies on steganography. The describtion of the weak
and strong features of the important deep learning based steganography algorithms is shown
in M. Arif and Bisma Sultan review paper [12]. Also a review described the use of deep
learning for reversible image steganography proposed by Jyoti Khandelwal and VijayKumar
[13]. In a review paper proposed by Hamza Kheddar et al. [14], they enhanced the
performance of the steganalysis system by using deep transfer learning (DTL) and deep
reinforcement learning (DRL). Anurag Singh et al. [15] in their survey, answered this
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question (how can we efficiently hide more than one image in a single image and maintain the
quality of the secret and cover images?).

2.1 Traditional image processing methods

An approach proposed by Hamza et al. [16] relayed on cryptographic techniques and
traditional image processing. They used discrete shearlet transform and secret sharing
schemes. Their Peak Signal to Noise Ratio (PSNR) achived 54.15 and this means the
effectiveness of their method in preserving image quality.

Mithal Hadi et al. [17] proposed a steganographic approach that utilizes moving objects

within video sequences to hide secret images. The method first isolates the moving object
from the background to ensure accurate embedding. Then the secret image is positioned
within the selected object based on its size and spatial characteristics. During the embedding
phase the bits of the secret image are separated and combined with the bits of the detected
moving object using an XOR-based bit-wise operation. In some cases, to increase the
security; the bit order is reversed before embedding[18]. Unlike traditional video
steganography methods that depend on static background regions for data hiding, this
approach use dynamic moving objects as carriers. This improves security and imperceptibility
because human visual perception is less sensetive to subtle changes in the moving regions
compared to static regions. Experimental results showed the effectiveness of the method in
achieving high visual quality in the stego video with a PSNR of 58.45 dB including minimal
distortion and high fidelity.
Yusuf SANLI et al. [19] used Least Significant Bit (LSB) and Pseudo-Random Number
Generator (PRNG) to randomly hide data in pixel bits to improve confidentiality. Apichat
Heednacram et al. [20] distributed hidden data across the image by using Discrete Cosine
Transform (DCT) and addaptive techniques to get better security and image qualty.

Ant Colony Optimization (ACO) with Discrete Cosine Transforms (DCT) is used by
Ahmed Shihab et al. [21] to improve the robustness of steganography by selecting the best
coefficients or pixel locations to hide data, so it becomes more secure and less detectable.
Also least-significant-bits (LSB) substitution and ant colony optimization are used by Mariusz
Boryczka and Grzegorz Kazana [22] for steganography.

2.2 Deep learning methods:

Improving visibility, capacity, and higher resistance to cryptanalysis attacks was the main
objective of the work by Eman S. et al. [23] the used CNN to develop a Steganography
techniques for videos. They performed image preprocessing methods to increase output
quality and block-shuffling encryption to further strengthen security. Also they enhanced
information hiding and security by arranging CNN architecture and weights randomly. Their
training dataset size 45,000 including randomly selected colored images from the ImageNet
dataset using a TensorFlow backend and Keras implementation.

2.3 GAN methods:

To enhance detection and resembles real-world patterns especially when datasets are small
or need enhancement; Generative models such as Autoregressive Models, Generative
Adversarial Networks (GANSs), Transformer-based Generative Models and Variational
Autoencoders (VAEs) are used to produce high-quality synthetic data that looks similar to
real data. However, these models suffer from low interpretability [24] and high computational
cost. For example Zhiwu Chen et al. [25] used GANs to enhance small dataset. While
Francesco Mercaldo et al. [27] focused on detecting facke GAN-generated images using
retina images dataset.
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Ian Goodfellow et al. [28] proposed an overview study. They discussed the Generative
Adversarial Networks which is a specific method of generative modeling for unsupervised
learning. Their overview called for resolving the fundamental research issues around game
convergence before GANs can be considered a dependable technology. Also it included a
brief overview of GAN applications.

Using Deep Convolutional Generative Adversarial Networks (DCGANSs), Sindhura et
al. [29] proposed an effective approach for addressing the challenge of sub-axial spine
fracture recognition. Their method focuses on generating high quality and realistic CT scan
images of fractured spines, which helps address the chaleenge of the imbalanced datasets. The
model imroves its ability to learn different features by augmenting the limited number of
abnormal cases with synthetically generated samples, this enhancing the accuracy and
robustness of fracture detection systems.

Faizan Munawar et al. [30] supports automated and reliable lung segmentation method,
which can aid clinicians in faster and more accurate chest X-ray analysis. integrated four
distinct discriminators with the GAN module architecture to improve model’s precision in
isolating lung areas from other thoracic structures in radio graphic images.

Maha Mesfer et al. [31] highlighted that Loey et al. [32] had proposed a generative
adversarial network (GAN) model.

GAN used to generate realistic faces by training both the generator and the
discriminator on image datasets. Fake faces were created by the generator; while the
discriminator learned to detect them. This method has been widely studied and analyzed by
Momina Masood et al. [33].

Researchers used GAN to advance steganography; Volkhonskiy et al. [34] explored
manipulating cover images to bypass detection mechanisms, while Qin et al. [35] introduced a
coverless strategy that encodes messages directly via generative networks. Building on this,
Yao et al. [36] fused DWT with GANs to boost imperceptibility, and Wang et al. [37]
combined genetic algorithms with GANs to constrain embedding regions, effectively
preserving visual fidelity.

3. Methodology
The approach used in this paper comprises the following steps:

3.1 Dataset Preparation: Atotal of 46507 Images were collected from 17 Arabic movies and
were used as cover and hidden images in the steganography system. This dataset includes a
mix of images types: some images are black and white images taken from older movies, while
others are colored images taken from more recent movies. To benefit from the cultural and
regional diversity inherent in Arabic movies; the dataset images were taken from these movies
instead of using standard benchmark datasets. To improve protection and effectiveness of
steganography method; Arabic films were used because it contain rich, complex and diverse
visual characteristics such as illuminations, facial reactions, and environmental details, which
are essential for determining the robustness of the steganography system in real-life
conditions. Images taken from old movies are black and white and have low contrast and
resolution compared with colored images taken from new movies. Colored images have more
detailes and dynamic visual features. To increase system ability to hide information in
different types of images; images from old and new movies were combined to allow to
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evaluate the system on images have different levels of visual complexity and resolution [38].
The variety in poses, lighting conditions, obstacles, makeup, facial modifications, and age
changes in these images improves the system’s ability to generalize across a wide variety of
real-world contexts.

Images categorized into two classes; cover images and hidden images. Then stratified
sampling was applied, guaranteeing that training, validation and testing sets splits each
maintain an equal proportion of both classes. In steganography, where the goal is to conceal
sensetive information within cover images, stratified sampling is employed to ensure a
balanced and uniform distribution of data. This approach improves the reliability of the model
evaluation and enhance the model’s ability to generalize. So the proposed dataset is divided
into three subsets (training 50% of the data, validation 25% and testing 25%). To standarize
the image dimentions prior to embedding, all images are resized to 256x256 pixels using
bilinear interpolation, and the dataset is shuffled to eliminate any ordering biases.

3.2 Design of Models: Generative Adversarial Networks (GANs) consist of two separate
networks; the discriminator, which is a classification model, and the generator that generates
samples from a noise vector [39]. This kind of model is based on game theory where these
two networks are pitted against each other. The generator tries to fool the discriminator while
the discriminator tries to classify between fake and real samples produced by a generator [40].
To enhance the network's ability to capture multi-scale features from the cover images,
several Inception modules have been incorporated into the encoder-decoder architecture. The
encoder hides the hidden image in the cover image, and the decoder reconstructs the hidden
image from the stego-image. The proposed architecture uses a novel design, which is one of
the key contributions of this research. In this architecture the embedded performance is
enhanced by incorporating the Inception modules with residual connections. This also
improves the network's ability to extract complex spatial hierarchies and patterns from cover
images, ensuring efficient information concealment.

3.3 Training: In this process several optimization methods are used like Adam, Adadelta,
SparseAdam, Nosadam, L-BFGS, Adamp, Tadam, RAdamplus, RMSprop, Ftrl, Nadam,
AdaGrad, AdamW, Adamwt, Radam, and SGD at different rates of learning (0.1, 0.01, 0.001,
and 0.0001) and batch sizes (32, 64, 128, and 256). This paper carries out a systematic
exploration of these combinations to optimize the performance of the model. During the
training procedure, the reconstruction loss between original hidden image and stego-image is
minimized. Table 1 summarizes the hyperparameter settings used during the training process:

Table 1: Hyperparameter Selection in Training phase.

Hyperparameter | Values Explored
Optimization Adam, Adadelta, SparseAdam, Nosadam, Adamp, RAdamplus, L-BFGS, RMSprop,
Methods Tadam, Ftrl, Nadam, AdamW, AdaGrad, Adamwt, Radam, SGD
Learning Rates 0.1, 0.01, 0.001, 0.0001
Batch Sizes 32,64, 128,256

3.4 Performance Evaluation: SSIM, MAE, PAD, MSE, and PSNR are some of the metrics
used to calculate the performance of the GAN network. Also they are used to measure the
precision, perceptual quality, and fidelity of stego images. For detailed formulas and metric
definitions, please refer to Section 5, where these evaluation criteria are thoroughly explained.
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3.5 Result Analysis: To provide a detailed insights on the strengths and weaknesses of the
proposed method; an analization of the results obtained from proposed system, along with a
discussion of the effectiveness of the proposed architecture and how tuning hyperparameters
affects concealing information within cover images while preserving visual quality.

4. Proposed Architecture

This study proposes a GAN based architecture for image steganography using an encoder-
decoder framework. The encoder embeds the hidden image into the cover image to produce a
stego image while the decoder reconstructs the hidden image from stego image. To enhance
feature extraction, the encoder incorporates multiple Inception modules with parallel
convolutional layers of different kernel sizes, to enable effective multi scale feature learning.
The overall system design aims to balance imperceptibility and accurate recovery, as shown
in Figure 2 below.

GAN Network
e ﬁ
Encoder Decoder
Secrt Inage == 1y Ml wih :;‘)Sreguimge E> ::> Sere e

Corer lmagee—==df | Different hernal Sizes

Figure 2: General System Architecture.

4.1 Inception Module Architecture

The Inception architecture first used in GooglLeNet. It is used to process the input using
multiple filters with different kernel sizes at the same time. In this work it is applied to both
the cover image and the hidden images. The goal is to extract features at different levels
(multi-scale features), which means the model can capture both fine detailes and broader
patterns. Then the extracted features are passed to the encoder which uses them to generate
the final stego image. Table 2 presents the main components of the proposed Inception
Module. Figure 3 shows the structure of the Inception Module. Figure 4 illustrates the overall
system design in the form of block diagram.

Table 2: Components of Inception Module.

No. Inception Module Aim
Components
1 1x1 Convolution Capture local features, reduce the number of input channels
(bottleneck layer)
2 3x3 Convolution Capture medium scale features with larger receptive field
3 5x5 Convolution Capture global features with larger receptive field
4 Residual Connection Mitigate information loss during c.onvolutlons by maintaining
channel consistency
5 ReL.U Activation Function Introduce non-linearity to th.e activations after each
convolution

. . Combine the outputs of all convolutions and the residual

6 Summation Operation . .
connection through the element wise sum
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Figure 3: A Diagram of the Inception Module Architecture.
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Figure 4: The Proposed System Block Diagram.
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The algorithm of the proposed GAN network is shown below.

Algorithm 1: GAN System.

step 1. Data Preparation:
- Load cover and secret image datasets.
- Apply transformations (resize, to tensor).
- Creation of data loaders (train, validation, test).

step 2. Model Initialization:
- Create ISGAN model (Encoder + Decoder).
- Define loss function (MSE, Adversarial Loss).
- Choose optimizer (Adam, AdaBelief, Ftrl, etc.).

step 3. Training Loop:
FOR each epoch:
FOR each batch in train_loader:
- Get cover and secret images.
- Resize cover image if necessary.
- Forward pass: stego image, revealed secret = model(cover image)
- Calculate loss (between stego_image and a randomly generated image of the same
size).
- Backpropagate loss.
- Update model parameters using optimizer.
step 4. Validation Loop:
FOR each batch in val_loader:
- Get cover and secret images.
- Forward pass: stego image, revealed secret = model(cover image)
- Calculate performance metrics (PSNR, SSIM, MSE, PAD, MAE).
- Compute combined metric.
step 5. Testing Loop:
FOR each batch in test loader:
- Get cover image.
- Forward pass: stego image, revealed secret = model(cover image)
- Save stego images.
- Visualize and save cover, secret, and stego image scenes.
step 6. Helper Functions:
- calculate psnr(imgl, img2): Calculate Peak Signal-to-Noise Ratio.
- calculate ssim(imgl, img2): Calculate Structural Similarity Index.
- calculate_mse(imgl, img2): Calculate Mean Squared Error.
- calculate pad(imgl, img2): Calculate Pixel Absolute Difference.
- calculate_mae(imgl, img2): Calculate Mean Absolute Error.
- save_image(image np, filename): Save image as PNG.
- normalize_min_max(value, min_val, max_val): Normalize value to [0, 1].

step 7. Hyperparameter Tuning:
- Experiment with different learning rates, batch sizes, and optimizers.
- Adjust the number of Inception blocks in the Encoder.
- Tune the weights for the combined metric.

step 8. Model Saving:
- Save the trained model after training.
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4.2 Encoder Architecture

Encoders can be used for different purposes inside GAN networks, ex. It can be used to
generate stego images with low distortion [41], i.e., the stego images closely match the
original cover images.

The encoder network converts cover images into stego images by incorporating hidden
images. Using several inception modules with increasingly larger filters, the encoder extracts
features from the concealed image. This is accompanied by a rise in the number of channels
for each level. Finally, 1x1 convolutions are present in order to reduce the number of
channels. Next, the tanh activation function is applied as given by Eq. (1) [42] on the output.

e?—e7?

e?+e 2

f2) = (1
Additionally, ReLU activation is applied at the output of each convolutional layer by the
encoder. The ReLLU function is defined using Eq. (2) [43]:

&) ={G 22 5 or f(2) = max(0,2 @
4.3 Decoder Architecture
The decoder network comprises 2 convolutional layers and an activation function of type
sigmoid. To rebuild the hidden image from the stego image, the decoder uses the sigmoid
activation function placed after convolutional layers (of 3x3 and 1x1 kernal sizes).

4.4 The GAN Model

The proposed GAN model combines the encoder and decoder networks. The encoder
takes a cover image and a hidden image as an input and produces a stego image that embeds
the hidden data. The decoder uses the stego image to extacts the hidden image from it. To
improve memory efficiency during training, a checkpoint is used in the forward pass to help
reduce memory usage while computing gradients.

4.4.1 Training Loop and Hyperparameter Tuning

The the grid search technique is used to systematically test different combinations of
optimizers, batch sizes, rates of learning, number of inception blocks, and other parameters.
The proposed model is trained using 17 different optimization methods with 4 different
learning rates values and 4 different batch size values as mentioned earlier. During the
training loop several metrics are calculated to control the performance such as SSIM, PSNR,
PAD, MSE, and MAE. Finally all these metrics are combined into a single combined
performance metric as shown in Eq. (3) below:

Combined metric = alpha * PSNR + beta * SSIM 3)
Where alpha and beta control how much weight is given to these two metrics.

Then another combined metric is used after normalizing these values to enhance the results as
shown in Eq. (4) and Table 3 below:

Combined metric = wl * Normalized PSNR + w2 * Normalized SSIM +
w3 * Normalized MSE + w4 * Normalized PAD +
w5 * Normalized MAE 4)
Where:
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- wl,w2,w3,w4,w5 are the weights assigned to each of the normalized metrics (PSNR, SSIM,
MSE, PAD, MAE), based on their relative importance to the research objectives.

- The metrics (PSNR, SSIM, MSE, PAD, MAE) are normalized as shown in Eq. (5) to Eq. (9)
below to ensure that all metrics are on the same scale before being combined. This is
necessary because each metric has a different range of values.

Normalized (PSNR) = (PSNR - min(PSNR)) /(max(PSNR) - min(PSNR)) %)
Normalized (SSIM) = (SSIM - min(SSIM)) / (max(SSIM) - min(SSIM)) (6)
Normalized (MSE) = (MSE - min(MSE)) / (max(MSE) - min(MSE)) (7)
Normalized (PAD) = (PAD - min(PAD)) / (max(PAD) - min(PAD)) (8)
Normalized (MAE) = (MAE - min(MAE)) / (max(MAE) - min(MAE)) 9)

Benefits and Advantages:

1. In-Depth Evaluation: The suggested combined metric which is an integration of multiple
metrics such as PSNR, SSIM, MSE, PAD, MAE guarantees a complete evaluation of the
model effectiveness and performance, capturing both structural similarity and error-based
measures simultaneously.

2.Fairness Through Normalization: The normalization procedure standardizes all the
metrics by bringing them to the same scale, and by preventing any one metric from
dominating the evaluation due to different value ranges. This allows for a more balanced and
unbiased performance assessment.

3. Flexibility and Customization: The application of weighted factors (w1, w2, w3, w4, w5)
offers researchers the flexibility to prioritize certain evaluation aspects over others based on
the research goals. This adaptability enhances the robustness and applicability of the proposed
approach across different problem domains.

4. Enhanced Model Optimization: By considering both higher-is-better (PSNR, SSIM) and
lower-is-better (MSE, PAD, MAE) metrics in a unified framework, the combined metric
encourages models to perform well across diverse evaluation criteria, leading to more reliable
and robust solutions.

5. Performance Evaluation
A range of metrics is used by comparing the fidelity and perceived quality of the stego-images
to the cover images to evaluate the steganographic performance:

1-Peak Signal-to-Noise Ratio (PSNR): Is used to evaluate and compare visual quality
amongst the cover image and the stego image and is shown in Eq. (10) [44] below:

PSNR = 10 * logio (MAX? / MSE) (10)

Where: MAX is the maximum possible pixel value (for 8-bit images; it is 255). And MSE 1is
the Mean Squared Error between the cover image and the stego image or hidden image. If
PSNR is high, then images are more similar to each other.

2-Structural Similarity Index Measure (SSIM): This metric is sued to compare how similar
two images are between cover image and stego image. It is used to get similarity and visual
quality by examining the brightness of the image (luminance), the difference in intensity
between pixels (contrast), and the arrangement and patterns of pixels in the image (structural
differences). Eq. (11) [45] of SSIM is shown below:
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(2px Py +C1)(20,y+C2)
(2 + 12 +c1)(0%2+ 05+c2)

SSIM(x,y) =

an

Where:

ILc is the mean of the pixel values in image x, and p, is the mean of pixels in image y.

o% and 0'32, represent the variance of x and y which measure how much the pixel values vary
from their mean.

0y denotes the covariance between x and y; indecating how the two images change together.
Ci=(k; L)?, Co=(k2 L), are small constants added to prevent division by very small numbers,
which can destabilize the calculation.

L is the dynamic range of the pixel values(e.g. 0-255 for 8 bit images).
K; =0.01 and k2 =0.03 defaulted.

3-Mean Squared Error (MSE): This measure used to quantify how different stego image is
from its cover image and is shown in Eq. (12) [46] below:

1
MSE =3, (I; — K;)? (12)

Where: N is the total number of pixels. K;is the intensity of the i-th pixel in the cover image
or hidden image. /; is the intensity of the i-th pixel in the stego image. A smaller MSE
indicates that the stego image is more similar to to the cover image, meaning the hidden data
has less visibly altered the original image.

4- Mean Absolute Error (MAE): Compute the average discrepancy between the cover
image and the stego image. A lower MAE value suggests higher similarity between images,
suggesting minimal changes introduced by the steganographic embedding process. The MAE
formula for Eq. (13) or less [47]:

1
MAE ==, |G — Si (13)
Where N, S and C represent pixels total Number, Stego image, and Cover image.

5-Peak Absolute Difference (PAD): The maximum absolute difference between relevant
pixels in the cover and stego images is determined by this metric as shown in Eq. (14) below
[48]:

PAD = max; ; |C(i,j) — S(i)| (14)

Where pixel(i,j) is the cover image intensity and is denoted by C(i,j) while pixel(i,j) is the
stego image intensity and is denoted by S(i,/). When there are noticeable changes between
stego and cover images; l.e. when pixels in the stego image are significantly different from
the corresponding pixels in the cover image this will be reflected on high PAD value and this
will decrease the performance of the steganography system.

5. Results and Discussion

A comparison between the original combined metric (based on PSNR and SSIM) and the new
combined metric is provided in Table 3, which normalizes multiple evaluation metrics
(PSNR, SSIM, MSE, PAD, MAE) as shown in Eq. (4). Below are key observations and
benefits of using the normalized combined metric:
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Table 3: Hyperparameter Tuning Results from the Proposed Architecture Using Different
Optimization Algorithms.

No.| Optimizer P(S)ll\?R il | @i @il 1l Corfl)ll)cilned Pl\;T\IWR g7 || N7 | NG || NG Corljlf)vivned
| OP SSIM | MSE | PAD | MAE . SSIM | MSE | PAD | MAE .
dB Metric dB Metric

1 | Adadelta |62.18/0.5726/0.0414/0.1749|0.1749| 31.38 |59.46(0.5173]0.0824/0.2240/0.2240 34.61
2 Adam | 62.05/0.5799|0.0439|0.1719|0.1719| 31.32 |58.61(0.4369/0.0996/0.2512|0.2512| 33.23

3 | Nosadam [61.97/0.5786(0.0448/0.1727(0.1727| 31.27 |52.88 0.3470/0.5544/0.5544| 16.38

0.6066
4 |SparseAdam|61.94 (0.5786(0.0454(0.1731(0.1731| 31.26 |58.22]0.3898|0.1083(0.2652(0.2652| 32.45

5| Adamp [60.52]0.5329(0.0677/0.2015/0.2015[ 30.52 [56.40 0.1607|0.3471|0.3471| 23.89

0.1550

6 | L-BFGS |58.44/0.3571/0.1085/0.2637|0.2637| 29.40 |53.04 0.3349/0.5430(0.5430( 16.48

0.6023

7 |RAdamplus|58.280.3310(0.1119|0.2691|0.2691| 29.30 |53.31 0.3164|0.5248(0.5248| 16.72

0.5903
8 Tadam [58.27/0.3288(0.11230.2699(0.2699| 29.30 |57.92(0.3439/0.1155(0.2768/|0.2768 31.69

9 | RMSprop |57.32/0.0857|0.1372/0.3103/0.3103| 28.70 |52.72 0.3613]0.5648(0.5648 16.37

0.6050
10| Nadam |57.12(0.0079|0.1430(0.3197/0.3197| 28.56 |62.27/0.6192(0.0411/0.1680(0.1680| 36.71

11 Ftrl 55.90 0.1846/0.3793|0.3793| 27.77 |51.50 0.4100/0.6000(0.6000( 15.90

0.3474 0.7500

12| AdaGrad |54.60 0.2435/0.4500/0.4500] 27.05 |57.26/0.1869(0.1333(0.3052(0.3052| 29.20

0.5012

13| AdamW |54.37 0.2559/0.4639/0.4639| 26.93 |59.15|0.4949(0.0882(0.2330/0.2330| 34.21

0.5172

14| Adamwt |[54.27 0.2608(0.4688|0.4688| 26.87 |57.34]0.2057|0.1314{0.3018(0.3018| 29.50

0.5219

15 SGD 54.11 0.2708(0.4790/0.4790, 26.79 |59.55|0.5238|0.0808|0.2217|0.2217 34.73

0.5311

16| RAdam |[53.97 0.2785(0.4880/0.4880] 26.72 |55.36 0.2006(0.4017(0.4017| 19.99

0.5375 0.4011

17 |Naturalgrad | 52.79 0.3599/0.5646|0.5646| 26.11 |56.64 0.1523|0.3350(0.3350( 25.37

0.5727 0.0598
1. Improved Differentiation of Optimizers

o In steganography the trade-off between the robstness and the imperceptibilty is affected by
the choice of the optimizer. As seen, the old combined metric relying on PSNR and SSIM led
the optimizers to have close scores and this makes it difficult to distinguish their
effectiveness.

o Example: Under the old metric, Adadelta, Adam, and Nosadam had similar scores (31.38,
31.32, 31.27), implying comparable performance. However, the new metric reveals that
Nosadam performs significantly worse (16.38), highlighting its weaknesses in error-based
metrics. This means that despite Nosadam had high PSNR but its steganographic robustness is
low.

2. Better Representation of General Performance

e Some optimizers performed well in PSNR but poorly in other metrics. The original
combined metric did not fully capture these trade-offs.

o Example:

o RMSprop (Old Score: 28.70 — New Score: 16.37)

o RMSprop had a relatively high PSNR (57.32 dB), but its SSIM and error metrics were
poor. The new combined metric lowered its ranking and making it less effective overall.
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e Conversely, some optimizers that had moderate PSNR but balanced errors gained a

higher score.

o SGD (Old Score: 26.79 — New Score: 34.73)

o  Although SGD had a lower PSNR before, its well-balanced error metrics improved its

overall ranking.

3. More Robust to Outliers in PSNR or SSIM

e In the original metric, an optimizer with high PSNR but extremely low SSIM could still
have a misleadingly good score.

e The new metric prevents this by normalizing all values and considering error-based
metrics (MSE, PAD, MAE), ensuring that a model with poor generalization is
penalized.

e Example:

o Ftrl (Old Score: 27.77 — New Score: 15.90)

Ftrl had a high PSNR but the lowest SSIM (-0.7500) and very high error metrics. The
new metric reduces its ranking accordingly.

4. Highlights Best Performers More Clearly

e The top-performing optimizers in the new metric are more distinct, showing that

models with better balance across all metrics are preferred.

Top 3 Optimizers Based on New Combined Metric:

Nadam (New Score: 36.71) — Highest PSNR and well-balanced errors.

Adadelta (New Score: 34.61) — Strong PSNR and moderate error metrics.

SGD (New Score: 34.73) — Improved performance across metrics.

WK — e

These rankings are more informative than the original, where optimizers like Adam and
Adadelta appeared nearly identical.
Since PSNR nad SSIM tell how the image looks but they don’t tell how well the hidden data
survives or how much information can be hidden. Thus the new combined metric gives fuller
evaluation of the The revised rankings highlight optimizers that ensure a better balance
between image quality and hidden data preservation, guiding the selection of optimal
algorithms for steganographic applications. Figure 5 studies the effect of batch size on image
quality and imperceptibility, it shows a comparison of stego images using high rate of
learning = 0.1 with different batch sizes (32, 64, 128). Figure 6 focuses on the effect of the
optimizer, it shows a comparison using a very low learning rate of 0.0001 and large batch size
256 with different optimizers, highlighting the impact of optimization methods on the
performance.

Stego Image

Adam sgd Adam sgd

— -_— -

bateh = 32 batch = 32 batch = 64 " bateh = 64

Adam sgd

batch =128 batch = 128

Figure 5: A Comparative Analysis of Stego Images Using Batch Sizes (32, 64, and 128) and
LR=0.1 with SGD and Adam Optimization Methods.
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S— Stego Images

Adadelta

sparseadam

rmsprop

Figure 6: A Comparative Analysis of Stego Images Using Batch Sizes =256 and LR= 0.0001
with Different Optimization Methods.

6. Conclusions and Future Work

A novel steganography system is presented with Generative Adversarial Network (GAN)
architecture and hyperparameters optimization. This work focuses on enhancing
imperceptibility which is a crucial aspect of steganographic security. The proposed system
achieves robust hidden image embedding with minimal distortion to the cover image,
facilitated by the use of multi-scale feature extraction using Inception modules in the encoder.
This approach significantly enhances the system's resilience against steganalysis. The
improved imperceptibility raised the values of PSNR and SSIM, makes it considerably more
challenging for steganalysis methods to detect the hidden information.
Furthermore, this work introduces a comprehensive evaluation of steganographic performance
by using a new combined metric (incorporating MSE, PAD, MAE, PSNR and SSIM). This
metric addresses the limitations of relying solely on PSNR and SSIM, which can be
misleading as they don't fully capture the balance between imperceptibility and robustness.
The obtained results from Table 3 showed that using Nadam and Adadelta as optimizers led to
strong results and produced stego images that looked visually excellent. Therefore in this
GAN application; these optimizers are considered to be the best. Conversely, the new
combined metric highlighted Ftrl and RMSprop limitations for steganography because they
had high PSNR but poor performance in other metrics. The use of this improved evaluation
metric allows for a more nuanced understanding of optimizer performance and facilitates the
selection of algorithms that truly optimize for robustness and imperceptibility.
On the other hand, the proposed evaluation metric showed that optimization algorithms like
Naturalgrad, RAdam, and SGD, had overall limited effectiveness because they exhibited low
PSNR values and negative SSIM scores. The use of optimizers identified by the new metric as
effective enhanced the level of imperceptibility proposed system which considered a
significant challenge to conventional steganalysis methods that depend on detecting statistical
irregularities caused by using embedded data. Also the encoder improved the security by
making the hidden data less detectable and more resistant to attacks because its architecture
included tanh activation function and 1x1 convolutions. Tanh activation function adds non-
linearity so making the relashionship between the input and the output more complex and
harder to be predicted. While, 1x1 convolutions reduced the dimentionality of the hidden
message by mixing its features.
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The diversity in the dataset (such as different poses, lighting, obstacles, and age) helped the
system learn to be more robust, better at hiding data (I.e. concealment without detecting) and
work under different real world conditions.

Future work can be done on several key areas:

o Exploring further refinements of the Inception modules: Investigating different Inception
module configurations to optimize feature extraction for steganography.

e Additional advanced optimization algorithms can be evaluated and integrated: The
proposed combined metric can be used to test and compare other different optimization
algorithms to select the ones that make the proposed system with best performance.

« Investigating adaptive embedding strategies: Depending on images features; choose the best
regions in an image for hiding secret information.

o Extending the system by handling different data types: The system can be developed to hide
data not only in images but also in text files, audio files or videos, while maintaining high
levels of imperceptibility.
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