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Abstract

Automated fingerprint recognition and authentication have been widely used in
biometrics applications and as a personal identity tool due to their dependability and
unique characteristics. The person's fingerprint must be authentic and not altered or
forged to be used to verify that person's identity. It is more difficult to determine
whether a fingerprint is real /authenticated. The presented work aims to design two
models based on a convolutional neural network (CNN) with the ability to detect
whether the fingerprints are authenticated or not. The proposed methodology
includes two levels: the first involves forgery detection of fingerprints. Whereas the
second level examines fingerprint identification. Furthermore, a reliable deep
learning technique that includes Transfer Learning (TL) and building the
architecture of CNN from scratch was utilized to diagnose and identify fingerprints
for 100 persons using the SOCO dataset. Thus, the results recorded higher accuracy
at 98.69% and 99.08% sensitivity of forgery detection. Furthermore, it achieved an
optimal rate for matching fingerprints and outperformed other TL models (VGG16,
VGG19, ResNet50) and related works. For this reason, it could be considered a
successful model for Biometric fingerprint authentication and forgery detection.

Keywords: Automated matching fingerprint, Biometric fingerprint authentication,
Fingerprint forgery detection, CNNs, Deep learning.
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1. Introduction

Fingerprint recognition is extremely popular due to its success in a wide range of
applications, including government, forensic, and civilian domains [1]. Biometric
systems have developed as revolutionary security systems in pattern recognition tasks
[2]. For instance, face detection [3], contactless palm-vein [4], and forgery detection [5]
due to the rapid development of information technology [6]. In general, verification or
identification forms the basis of the biometric information system. Based on the person's
claimed individuality, the verification system seeks to confirm that they are unique.
Contrarily, the identification system establishes the individual identity (among
individuals registered in the expert system) without allowing the user to contest their
specifications [7].

One of the most frequent threats to biometric security systems is the use of
forgery biometrics. For instance, it is simple to create phony fingerprints utilizing
gummy fingers made from particular components like silicone, wood glue, and gelatin
[8]. Modern advanced technologies make use of widespread adoption and ubiquity to
support the anti-theft system. The increased crime rate makes figuring out the answer and
identifying the fingerprint a difficult process. To overcome these issues, Artificial
Intelligent methods propose solutions for spoofed fingerprint detection [9].

The issue of forgery detection was thoroughly researched, and falsified fingerprints
have a significant negative impact on the performance of biometric-based security
systems. Many algorithms have been discussed previously to address this issue.
However, they struggle to improve their security performance [10]. Biometric
authentication has drawn a lot of attention because of its uniqueness, non-replicability,
heredity, and invariance.

Today, one-to-many, which is called identification tasks, and one-to-one tasks, known as
matching or (authentication) are two common uses for fingerprint identification systems
globally. For sensitive real-world applications like banking transactions,
computer/cellphone security, forensics, and cross-border transactions, they are able to
recognize individuals reliably [11]. Biometric verification is widely used in a variety of
access control applications, such as border control, forensic science, smartphone access,
attendance systems, and so on. Biometric systems can be built to use physiological (e.g.,
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fingerprint, face, iris) or behavioral (e.g., stride, keystroke, voice) biometrics or a
combination of the two.

Face, iris, and fingerprint have dominated the majority of applications because of their
dependability and precision in performance, which can be linked to the uniqueness of
these biometric characteristics. However, fingerprint biometrics is one of the traditional
biometric characteristics used in a variety of applications due to the long-term reliability
of finger patterns and the representation and matching of features that can achieve a
billion fingerprint comparisons in a single second with high accuracy [8]. Moreover,
when adapted to highly secure access control applications, the flaws of fingerprint
authentication systems have created security concerns. Machine learning and other recent
deep learning approaches have been studied in terms of fingerprint classification,
detection, and authentication. Moreover, Fingerprint Presentation Attack Detection
(FPAD) approaches are critical for providing effective fingerprint authentication [10]. In
the aspect of biometric fingerprint authentication, an approach to fingerprint recognition
based on sparse proximity has been proposed in [12]. The purpose was to assess the
vulnerabilities of a higher resolution fingerprint sensor (operating at 1000 dpi) without
applying a decision threshold but only considering the comparison scores returned by the
matcher. This will allow us to better understand the processes involved in the
reproduction of fake fingerprint information. figures 1, shows the altered process of
fingerprint images.

"

Figure 1: Deposited fingermark (left), final image (middle) after processing with Adobe
Photoshop1 CS2, and capture (right) taken from the final fake fingerprint built with glue from
an indirect cast printed on an acetate sheet [12].

Another aspect of fake fingerprint classification depends on changing color when it
contacts a hard surface. Thus, imitation fingers can be identified. Once a finger pushes a
hard surface, the force used alters the blood flow, giving the area a whiter appearance
than it would in a normal, uncompressed region. A technique to identify and measure
this color change is suggested and utilized to distinguish the real finger from imitations
[13].

Based on what was mentioned, we can conclude that verifying a fingerprint is the
process of determining its reliability and whether it is fake or original. In contrast,
fingerprint identification is the process of matching its features by comparing
fingerprints to those stored in a database. As a result, the research problem raises an
important question: how can we ensure that the fingerprint is not forged while also
being identical? Certainly, addressing both issues together will result in more secure and
accurate fingerprint authentication. Therefore, in this paper, we introduce a powerful
system that can handle both issues of fingerprint authentication (forgery detection and
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matching person identity) utilizing deep learning techniques based on the CNN
algorithm. Moreover, this research contributes a novel approach to increase the security
of biometric fingerprint verification based on two levels of security. The first level
involves forgery fingerprint detection by utilizing two phases: the first phase implements
transfer learning techniques (TL) which include VGG16, VGG19, and Resnet50, while
the second phase includes developing the CNN model from scratch [14] in order to
obtain the best detection results. The second level of security involves fingerprint person
identification (matching) while the best model from the proposed first level is selected to
do this issue. Ultimately, the decision is made using the verified and authenticated
fingerprints following the suggested two levels.

The rest of the paper will present in Section 2 the related works that explore other studies'
contributions and limitations. The description of used dataset is found in section 3. In Section
4 the proposed methodology is explored. In addition, section 5 presents the discussion of the
results, and then section 6 declares the concluded issues with future perspectives.

2. Related Works

In this section, several related works based on fingerprints (classification, recognition,
and detection) are presented. Each study was explained as the main contribution,
and method used in addition to the obtained results.
- This study [15] refers to utilizing the CNN as TL for individual hands and gander
fingerprints classification using the SOCOFing dataset. The results achieved from
proposed TL models were accuracy of 75.2%, 93.5%, and 76.72%, respectively.
- The author in [16] proposed fingerprint liveness detection based on machine learning
algorithms using LivDet 2019 Dataset, the features were extracted from CNN and used
to train the proposed machine learning algorithms, which include, K-Nearest Neighbors,
Logistic Regression, and Naive-Bayes (NB) classifiers. The best classification results
were achieved at an accuracy of 95% in NB.
- In [17] the authors introduced an approach based on a fingerprint image taken by a
1310 nm laser device and compared the long short-term memory (LSTM) network to
several CNN models. The collected experimental findings show that the LSTM model
outperforms the CNN models.
- The authors in [18] used a fully convolutional neural network (FCN) to assess FPAD
performance under various sensing modalities. The studies are conducted using
fingerprint pictures collected in the visible (VIS), near-infrared (NIR), SWIR, LSCI, and
near-infrared back-illumination domains. The overall fingerprint recognition accuracy
achieved 97.11%.
- In [19] the authors suggested a novel One-Class presentation attack detection
(OCPAD) approach for fingerprint images that provides an internal representation of the
fingertip skin rather than a basic feature. The proposed OCPAD framework comprises
reference bona fide modeling based on auto-encoder networks and achieved robust
classification results.
- The authors in [20] propose fingerprint classification based on deep learning state of
art in order to classify the left and right-hand fingerprints. This study aimed to speed up
the process of distinguishing individual identification. They used the methods CNN,
vggl6, Resnet50, and Yolo-v2 and achieved the highest results of accuracy at 90.98% for
the left-right hand in the Yolo-v2 model, and the highest accuracy at 91.29% for the
sweat-pore classification in Resnet50 model.
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- In [21], the authors implemented deep learning based on fingerprint identification.
They proposed a combination of pre-processing techniques and TL, and the result of this
experiment achieved an accuracy of 89% using the inception-Resnet model.

- In paper [22], the author also used CNN based on image processing techniques,
including (histogram equalization and Gabor filter) to enhance the input fingerprint
images. The original fingerprint images were taken from a scanner finger device with a
size (480,320). The enhanced images were used to train the CNN model, and the results
show classification accuracy for both the training and testing model at 98.21 with 0.9
loss in 10 epochs.

- In [23], the authors proposed a fingerprint classification based on TL Vgg-16 and
machine learning algorithms including random forest, SVM) and Deep Neural Network
(DNN). The dataset was integrated and classified according to dry, doted, damaged, wet,
and blurred fingerprint classes. This experiment achieved classification results of 93%
for dry fingers as the highest performance using vggl6 based on DNN, and 84% for the
lowest performance for blurred fingerprints.

- In [24], this study points to the knuckle print recognition method using a robust
features algorithm that has been accelerated. The test results also demonstrate a very low
computation time required to match the fingerprint for identification, with an excellent
accuracy rate of 96.91%.

- [25] proposed fingerprint image identification based on frequency domain and deep
learning methods. The method includes CNN, LSTM, and multi-layer perceptron (MLP),
the spectrum CNN model obtained the best classification accuracy of 96.4%.

- In [26] the authors focused on the use of radio frequency fingerprints of the signals
sent from the controller to the micro aerial vehicle (micro-UAV) for detection and
classification of fingerprint using machine learning, and the results achieved an accuracy
of 96.3 using the k-Nearest Neighbors.

- The authors in [27] proposed real/altered fingerprint classification based on texture
features (HOG and SFTA) and two classifiers DCA, and GDA. This experiment was
trained/tested using the SOCOFing dataset. The dataset was divided into 70% training
and 30% testing with K-fold (k=10) cross-validation technique. The experimental results
show outperforming in accuracy for classifier GDA over DCA for both features. For the
easy-altered images, the GDA classifier achieved accuracy of 95% with HOG and 99%
with SFTA features. while in hard-altered images, the GDA achieved accuracy of 93%
and 97% for HOG and SFTA, respectively.

These recent studies refer to fingerprints in terms of (classification, detection, and
recognition). However, the accurate and robust fingerprint authentication system relies
on handling both issues (forgery/altered, and matching). Therefore, this study aims to
handle both issues by introducing an accurate fingerprint authentication system that can
be more generalized.

3. Description of Used Dataset

The SOCOFing (Sokoto Coventry Fingerprint Dataset) is a biometric fingerprint database
created for academic study. SOCOFing is composed of 6,000 fingerprint photos from 600
African participants. It includes unique properties such as labels for gender, hand and finger
names, and synthetically altered versions with three levels of alteration for obliteration,
central rotation, and z-cut [28]. The samples of the dataset can be seen in Figure 2.
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(@ (b) (c) (d)

Figure 2: Images samples of fingerprint datasets: a: easy altered level, b: medium altered
level, c: hard altered level, d: Real sample

4. Proposed Methodology

The proposed methodology of the fingerprint authentication system consists of two
levels. The first level involves selecting the best detection model with a higher detection
rate. This level can be partitioned into three phases. The first phase is concerned with
data integration and preprocessing techniques. This phase includes converting images
into appropriate color models (gray level or RGB), image resizing at a fixed size
(96*96), and data normalization.

The second phase is related to applying the TL techniques presented by CNN
architecture history of VGG16, VGG19, and ResNet50 to solve the detection forgery of
biometric fingerprints dataset and then select the best one according to the higher
detection rate of testing results. According to previous studies, the TL techniques
achieved efficient performance in classification and detection tasks. The third phase is
concerned with building the CNN from scratch to increase the power of detection of
fingerprint forgery by comparing it with the best-proposed models from the second
phase. After we solve the problem of forgery detection from the proposed first level of
methodology, the second level comes to handle fingerprint matching and identification
issues. Figure 3 illustrates the block diagram of the proposed system.
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Figure 3: The block diagram of the proposed forgery detection and matching system
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4.1 Preprocessing and Preparing the Dataset

In this paper, the examined images of gray level and four classes presented as (Easy,
Medium, Hard, and Real) fingerprints. In order to prepare the dataset to start the proposed
methodology of forgery detection and fingerprint identification , the original images are
resized from the original size at (96*103) into (96*96) with one channel (gray-scale). This
speeds up the training process to make the image dimensions equal because there is no need
to use the zero-padding technique in the input convolution layer. The input images are
normalized at 1/255 as pixel rescaling. In addition, the splitting procedure is one for all
experiments at (80%,10%, and 10%) as training, validation, and final prediction tests.

4.2 Proposed forgery detection utilizing pre-trained TL

This section presents the details of the TL detection forgery models. The proposed TL
models (vggl6, vggl9, and ResNet50) are fine-tuned to be suitable for this task. The last
Fully Connected (FC) layers are removed and replaced as follows: two FC were fine-tuned
in two hidden layers (H1, H2) with activation function rectified linear unit (relu) and Softmax
output layer with 4 classes according to dataset class labels. The H1 layer contains 100 units
and relu followed by the Dropout layer with a dropping rate at (0.5) to avoid the overfitting
problem, while the second H2 contains 20 units also with a relu activation function. The
training process was done on 80% of all samples in the dataset which includes 7379 images
belonging to 4 classes, while 20% of all samples utilized for the evaluation process included
1844 images. In addition, the proposed TL models are compiled using the Adam optimizer
with various learning rates from (0.001 to 0.00001) and cross-entropy as a loss function.

4.3 Proposed forgery detection model utilizing CNN from scratch

This experiment has been proposed to solve the detection and matching issues in the same
architecture. Thus, the performance of TL models doesn’t achieve the optimal detection
results in the fingerprint dataset. The CNNs from scratch have been built to handle this
problem to optimize the detection rate. Figure 4 shows in detail the proposed model
architecture of this experiment.
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Figure 4: The proposed CNN model architecture of detection and machining fingerprint
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This model is also optimized utilizing (Adam) with a learning rate at 0.0001 and cross-
entropy loss function. Furthermore, two layers of the dropout regularization technique with a
dropping rate (0.4) are utilized to avoid the overfitting problem. The input size of the
fingerprint image is 96*96 with 1 channel (grayscale) image.

5. Results and Discussion

The experimental results of the proposed methodology of fingerprint authentication based
on two levels are presented in this section. The obtained results are presented as tables,
figures, and images. In addition, this experiment was implemented using Python 3.9 and
Keras. All proposed models are trained on GPU 6GB 4060 Nvidia, 32 RAM, and core-i7 at
12 generation.

5.1 Fine-tuned TL Results

This section will explore the results obtained from the evaluation process of the proposed
fine-tuned models. The classification results have been illustrated in Table 1, including the
metrics on the testing phase at accuracy, Mean Square Error (MSE), and Area Under Curve

(AUC).

Table 1: The Fine-tuned TL classification results

Proposed TL pre-trained models Testing Accuracy % MSE AUC %
VGG-16 76.68 0.1725 78.75
VGG-19 77.91 0.1546 79.45
ResNet50 62.55 0.3384 51.41

According to the classification results illustrated in Table (1); this experiment shows the
proposed VGG-19 altered model achieved higher classification accuracy at 77.91 than others.
The area under cover AUC metrics reached 0.79, and the Mean square error (MSE) was also
high. In general, the model performance according to the classification results was not
optimal because of the similarity between features in the dataset classes. In order to analyze
this case study, the histogram was applied to understand this issue by taking 4 images with
information (person number 1, Male, left fingerprint: all images belong to the same person
and same fingerprint). Each image presented the type of dataset class labels for one subject
(one-person fingerprint). Figure 5 shows the original images, whereas Figure 6 illustrates the
histogram of these fingerprint images.

Figure 5: The dataset classes from left to right (easy, medium, hard, real) respectively
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Figure 6: The Histogram of fingerprint images based on each class as in (a). Easy, (b).
Medium, (c). Hard, (d). Real

The similarity of fingerprint histograms refers to the difficulty of the model to recognize
and distinguish between all fingerprint classes according to grey-level color distribution.
Furthermore, shape features are almost the same. Therefore, the second phase of this paper
was proposed to handle these issues by designing feature maps that were built from scratch.
The design of the features map for convolutional layers must focus on edge detection features
more than shape and color distribution. Furthermore, the altered level classes also must be
combined as one class named (forgery) due to the similarity between features.

5.2 The Proposed Forgery Detection Results

This experiment involved combining the altered versions into one class and designing the
CNN model to be more suitable to improve the detection rate. Figure 7 shows the confusion
matrix and the curve of training/testing process accuracy and loss across 30 epochs, which
show how this proposed method improved the performance of detecting forgery in the
fingerprint. The results show an improvement in the detection performance of biometrics
fingerprint images. The comparison between the first and second experiments, including the
classification metrics of the proposed detection method, is shown in Table 2, which refers to
the model accuracy, MSE, precision, recall, and F1-score. The comparison between the first
and second experiments, including the classification metrics of the proposed detection
method, is shown in Table 3, which refers to the model accuracy, MSE, precision, recall, and
F1-score.

Table 2: The comparison and classification results of the detection model
The proposed detection model Accuracy % MSE  Precision Recall Fl-score AUC %
Pretraind-VGG19 77.91 0.1546 0.5892 0.3850 0.4871 79.45
Proposed detecting model 98.69 0.0130 0.9868 0.9988 0.9927 96.88
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Figure 7: Confusion matrix and training/testing results as in subfigure: (a). on 30 epochs,
while (b). Model accuracy, (c). Model loss

According to the classification performance, which appears in Table 3, the proposed
fingerprint detection forgery model achieved the best detection rate at accuracy that reached
98%. Furthermore, the AUC of the ROC curve also improved at 96% compared with pre-
training TL models.

5.3 The Proposed Model Identification / Matching Results

This section is related to utilizing the best model performance to solve the problem of
identification in order to improve the authentication of subject fingerprints. Therefore, the
same architecture of the proposed detection model was used to handle subject identity and
matching tasks. Figure 8 shows the training/testing accuracy/loss of identification subjects,
while Figure 9 shows the prediction results of the proposed model performance on random
samples of subject fingerprints.

Training and validation accuracy of SubjectiD_Mod Training and validation loss of SubjectiD_Mod

10 \ — Taining loss of SubjectiD_Mod
6 Validation loss of SubjectlD_Mod

0.8 5

06 4
3

0.4 4
2

0.2 4 N

— Training acc of SubjectlD_Mod
0.0 - Validation acc of SubjectiD_Mod 0 —

25 50 75 100 125 150 175 200 25 50 75 0 15 150 5 200
(a) Training/testing model accuracy (b) Training/testing model loss
Figure 8: The training/testing of the proposed fingerprint identification model, as in

subfigures (a). Model accuracy, (b). Model loss
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(a) Matched person ID (b) Matched person ID (c) Matched person ID
31 75 97

Figure -9 The proposed model prediction matching on random subjects (a). Matched
PERSON ID 31, (b). Matched PERSON ID 75, (c¢). Matched PERSON ID 97

As a result, figure 8 (a, b) refers to the training and testing process of the proposed model
when achieving the optimal testing accuracy and loss of personal identity. In addition, the
best matching fingerprint in model prediction results, as shown in Figure 9 (a, b, and c),
refers to completely identifying which images belong to which person from (1 to 100).

5.4 Comparing with other related works

For the comparison with other related works, table 3 shows the proposed model performance
with similar tasks of fingerprint classification and forgery detection and other related
problems.

Table 3: The comparison of the proposed model and other related works

Obtained results of
Authors Methodology Accuracy %
In [15] Three CNNs based on the TL model 75.2%, 93.5%, and 76.72%
In [29] Presentation attack fingerprint recognition Above 90%
In [16] Forgery fingerprint detection 95%
Pretraind-Vgg19 Proposed Fine-tuned TL, the best model Vgg19 77.91
Proposed detection Proposed forgery detection and matching model
. 98.69
model architecture

6. Conclusions

In this study, we introduced a new powerful method for fingerprint authentication based
on two levels of security, including forgery detection and matching fingerprints. The
proposed model achieved the best detection accuracy at 98.69 and 99.8% of sensitivity when
tested on the SOCO-fig dataset. However, unlike the recent study, which utilizes only one
task, for instance (detection or recognition), our proposed model considers all altered classes
(easy, medium, hard). Furthermore, this model was used for detection and achieved 100%
matching fingerprint when tested on 100 persons in the same dataset. Even though the
success of transfer learning in large areas of image classification tasks, it still had some issues
with performance when the datasets seemed to be similar in classes, as shown in the first
phase of this study. As a result, the proposed model was carefully developed from scratch,
addressing all issues of transfer learning and obtaining an impressive detection rate. For the
future directions, we can generate more than three forgery classes using generative Al. In
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order to ensure a strong defense system and increase the model's ability to detect and prevent
advanced threats.
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