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Abstract

In recent years, Elliptic Curve Cryptography (ECC) has attracted the attention of
researchers and product developers due to its robust mathematical structure and
highest security compared to other existing algorithms like RSA. It is found to give
an increased security compared to RSA for the same key-size or same security as
RSA with less key size. In this paper a new approach is proposed for encrypting
digital image using the arithmetic of elliptic curve algebra. The proposed approach
produced a new mask for encrypt the digital image by use a new convolution
processes based on ECC algebra operations and work as symmetric cryptographic
system instead of asymmetric system. A new approach combined both compression
and encryption algorithms, the compression algorithm used here is discrete wavelet
transform to decompose the image information into four subbands (LL, LH, HL, and
HH), then LL subband will be encrypted. The new approach test by execute
encryption and decryption processes was more flexible and efficient.

Keywords: Digital image, DWT, Partial encryption, ECC.
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1. Introduction

With advancements in Digital
communication technology the information
security takes place as an important role.
Nowadays, information security is becoming
more important in data storage and transmission.
An increasing amount of information is being
transmitted over the internet, including not only
text but also audio, image, and other multimedia
files.
The revolution of multimedia has been a driving
force behind fast and secured data transmission
techniques. Images are widely used in several
processes; therefore, the protection of image
data from unauthorized access is important.
Image encryption plays a significant role in the
field of information hiding. Image hiding or
encrypting methods and algorithms range from

simple spatial domain methods to more
complicated and reliable frequency domain ones
[1].

New smaller and faster security algorithms
provide part of the solution, the elliptic curve
cryptography ECC provide a faster alternative
for public key cryptography. Much smaller key
lengths are required with ECC to provides a
desired level of security, which means faster key
exchange, user authentication, signature
generation and verification, in addition to
smaller key storage needs. The terms elliptic
curve cipher and elliptic curve cryptography
refer to an existing generic cryptosystem which
use numbers generated from an elliptic curve.
Empirical evidence suggests that cryptosystems
that utilize number derived from elliptic curve
can be more secure. The security of ECC has not
been proven but it is based on the difficulty of
computing elliptic curve discrete logarithm in
the elliptic curve group [2].

This paper produces new application for EEC
work as symmetric cryptographic system by
generate a new mask based on ECC algebra to
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encrypt the digital image by two proposed
algorithms that make transfer process secure,
faster and more efficient.

2. Previous researches

Some cryptographic algorithms have gained
popularity due to properties that make them
suitable for use in constrained environment like
mobile  information  appliances,  where
computing resources and power availability are
limited. One of these cryptosystems is Elliptic
curve which requires less computational power,
memory and communication  bandwidth
compared to other cryptosystem. A collection of
papers related some of them [2].

1. [2] propose a system for "Proposed New
Elliptic Curve Cryptography Protocol
Based on Dictionary Techniques"” This
research proposed a new application for
elliptic curve cryptosystem work as
symmetric  cryptographic  system by
investigate from dictionary techniques, a
new protocol implemented to transfer secret
massages between the sender and receiver
using dictionary techniques for English
text.

2. And in July 2011 [3] Propose a system for
"Implementation  of  Elliptic  Curve
Cryptography on Text and Image"”, This
research gives a brief background of key
exchange and encryption/decryption using
ECC. Then explain implementation of these
algorithms on text documents.

3. Digital image

Digital images are composed of pixels (short
for picture elements). Each pixel represents the
color (or gray level for black and white photos)
at a single point in the image, so a pixel is like a
tiny dot of a particular color. Pixels are a little
like grain particles in a conventional
photographic image, but arranged in a regular
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pattern of rows and columns and store
information somewhat differently. A digital
image is a rectangular array of pixels sometimes
called a bitmap [4].

4. Discrete Wavelet Transform

The Discrete Wavelet Transform (DWT) is a
popular tool in the field of image and video
compression applications because of its multi-
resolution representation capability [5].
The discrete wavelet transform uses filter banks
for the construction of the multiresolution time-
frequency plane. DWT uses multiresolution
filter banks and special wavelet filters for the
analysis and reconstruction of signals [6].
The Multiresolution Analysis (MRA) can be
implemented with a two channel filter bank
using quadrature mirror filters. The algorithm
applies a one dimensional highpass and lowpass
filtering step to both the rows and columns to
the input image. Each filtering step is followed
by subsampling which results in change in scale.
Transforms in image processing are two-
dimensional, so we need to implement a
separable transform. When a two dimensional
transform is separable, we can calculate it by
applying the corresponding one dimensional
transform to the column first, and then to the
rows. At each decomposition level there are four
different output images, an approximation of the
input image and three detail images [7]. The
information contained in the output subbands of
the DWT are:

- LL coefficients which correspond to a
lowpass filter to rows, followed by lowpass
filter to columns.

- LH coefficients which correspond to a
lowpass filter to rows, followed by highpass
filter to columns.

- HL coefficients which correspond to a
highpass filter to rows, followed by lowpass
filter to columns.

- HH coefficients which correspond to a
highpass filter to rows, followed by highpass
filter to columns [7].

5. Image quantization

As illustrated in section 4, an image can be
decomposed into approximate, horizontal,
vertical and diagonal details. N levels of
decomposition are done. After that, quantization
is done on the decomposed image where
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different quantization may be done on different
components [8].

The quantization of the DWT coefficients is
done according to uniform scalar quantization
characteristics. For the reconstruction, first the
quantization is done then an inverse DWT is
performed [6].

6. Elliptic Curve Cryptography

The use of Elliptic Curves for cryptography
was discovered in 1985 by Victor Miller and
Neil Koblitz. ECC is a public key mechanism
that provides the same functionality as RSA
schemes; their security is based on the hardness
of the different problem namely discrete
logarithm problem (DLP). This means that the
desired security level can be attained with
significantly smaller keys in elliptic curve
systems than is possible with their RSA
counterparts [9].
The mathematics used for ECC are considerably
deeper and more difficult than mathematics used
for conventional cryptography [10].
Elliptic curves combine number theory and
algebraic geometry. These curves can be defined
over any field of numbers (i.e., real, integer,
complex) although we generally see them used
over finite fields for applications in
cryptography. An elliptic curve consists of the
set of real numbers (x, y) that satisfies the
equation:

yvmodp=(C+ax+b)ymodp (1)

The set of all of the solutions to the equation
forms the elliptic curve. Changing a and b
changes the shape of the curve [2]. The
parameters a and b must satisfy the following
condition[11].:
(4a°+27b°) mod P .0mod P (2)
Small changes in a and b parameters can result
in major changes in the set of (X, y) solutions.
Refered as E_(a,b). figure 1 shows the addition

of two points on an elliptic curve. Elliptic curves
have the interesting property that adding two
points on the elliptic curve yields a third point
on the curve [2].
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Figure 1- Elliptic curve addition.

6.1 Elliptic Curves over Zp

Elliptic curve cryptography makes use of
elliptic curves in which the variables and
coefficients are all restricted to elements of a
finite field. Two families of elliptic curves are
used in cryptographic applications: prime curves
over Zp (where p is the prime number) and
binary curves over GF(2™). For a prime curve
over Zp, We use a cubic equation in which the
variables and coefficients all take on values in
the set of integers from O through p - 1 and in
which calculations are performed modulo p. For
a binary curve defined over GF(2™), the
variables and coefficients all take on values in
GF(2") and in calculations are performed over
GF(2"). Prime curves are best for software
applications, because the extended bit-fiddling
operations needed by binary curves are not
required; and that binary curves are best for
hardware applications, where it takes
remarkably few logic gates to create a powerful,
fast cryptosystem [11].

7. Partial Encryption (Selective Encryption)

The variety of applications for secure
multimedia requires either full encryption or
selective encryption. The goal of SE is to
encrypt a well defined range of parameters or
coefficients. Always, when considering image
processing applications on such devices we
should use minimal resources. However, the
classical ciphers are usually too slow to be used
for image and video processing in commercial
low powered systems. The selective encryption
(SE) can fulfill the application requirements
without the overhead of the full encryption. In
the case of SE, only the minimum necessary
data are ciphered [12].
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Multimedia communications often requires real-
time data transmission, so tremendous image;
audio and video data need to be transferred
securely. Given that all multimedia data are
encrypted, this will consume a great deal of
overhead, so that multimedia data is difficult to
transmit  timely and the quality of
communication cannot be guaranteed. Under
such circumstances, the design of a selective
encryption algorithm with less processing time
but with relatively high security level is
extremely significant [13].

8. The block diagram of the proposed

approach

Open image
(width, height)

}

Compress image
using DWT

l

Colors @ Positions

Create 2D Create 2D

secret mask secret mask
Convolve 2D Convolve 2D

secret mask with
positions of image

secret mask with
contents of image

| N\ |

9. The proposed approach algorithm

The arithmetic of Elliptic curve algebra used
in this paper for encrypting pixel's position (X,y)
or pixel's value of image. First selecting prime
number and apply the EC equation for creating
the curve resulting in group of point as ordered
pair that will be used as secret key (2D secret
mask), then apply the arithmetic of EC algebra
between the secret key and the points of image,
this operation will done on portion of this points
in image after the compression process. The
decryption operation is done by applying the
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same arithmetic of EC algebra between the
encrypted points of image and inverse only the
y-coordinate of the points in the secret key as
(X,-y). The process of secrete key generation;
encryption and decryption will be illustrated
more accurately in the following proposed
algorithm:

9.1 Generate the 2D secrete mask

The encryption key is 2D secret mask created
by using the arithmetic of EC algebra over
prime number according to the following
conditions:

1. Choose prime number (prime number is an
integer number that doesn’t accept any
division except on itself and 1).

2. Choosing the prime number depending on
the type of the encryption process
(encrypting image by positions, or
encrypting image by colors). When the
image encrypting by pixel's positions the
prime number (P) will be chooses
according to the size of image (width or
height), the nearest prime number (the
same, smaller or larger) to image's width or
height. When the image encrypting by
pixel's colors the prime number (P) will be
chooses according to the color of the image
(gray image, colored image (8-bpp),
colored image (24-bpp), etc). While the
image using in this work is BMP color
image (24-bpp), the color content of each
pixel is (Red, Green, and Blue) that is (O to
255, 0 to 255, 0 to 255), each color to
progress by steps to 256 values, so the
nearest prime number to every maximum
color value is (257).

3. Determine the size of the mask (number of
rows and columns).

4. Create the 2D secret mask depending on the
EC equation of generating the curve (rule
1), by taking all the numbers (from O to P-
1), the numbers that satisfied (rule 1) will
use to create an ordered pair from (x, y).
Create many ordered pairs to fill the 2D
secret mask.

9.1.1 Example

To simplify the process of creating the secret
key according image encryption by position,
assume image size (130 * 130), so the nearest
prime number will be (P=131), suppose (a=1
and b=1) or any two numbers that satisfy the
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equation (2). The set of finite numbers that will
be used in key generation (0 to p-1) = (0 to 130):
Z11={0,1,2,3,4,5,6,7,8,9,10,...... ,123,124,125,1
26,127,128,129,130}

Giving p=131, a=1, b=1 written as Ep (a, b) =
Eis1 (1, 1). The result of this formula (y2 mod p
= (x* + ax + b) mod p) appear in table 1.

Table 1- Create mask.

Ziz | Y2mod 131 | (X3 + X + 1) mod 131
0 0 1
1 1 3
2 4 11
3 9 31
4 16 69
5 25 0
6 36 92
7 49 89
8 64 128
9 81 84
10 100 94
11 121 33
12 13 38
121 100 39
122 81 49
123 64 5
124 49 44
125 36 41
126 25 2
127 16 64
128 9 102
129 4 122
130 1 130

Matching all results of one formula to the results
of another, when there is equal results take the
original value (in Zi3) for each of them to
create ordered pair as (X, y).The ordered pairs
obtained from (P=131) is 127 pairs, some of the
ordered pairs are:

(0,1), (0,130), (1,38), (1,93), (2,50), (2,81),
(5,0), (7,58), (7,73), (9,52), (9,79), (10,15),
(10,116), ,(124,100), (125,33),
(125,98), (127,8), (127,123), (128,44), (128,87).
The number of ordered pairs different for every
prime. Some of the ordered pairs will be chosen
to fill the 2D secret mask, according the size of
the 2D secret mask.
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9.2 Algorithm One: Encrypt the compressed
image by positions

The process of partial image encryption by
position will be done after the compression
process, then encrypting the LL subband of
image. The process of encryption will be done
by generating the secret key (2D secret mask)
depending on the size of image. Partial
encryption is a recent approach to reduce the
computational requirements for huge volumes of
images (computational requirement described in
section 9.2.1). Here partial image encryption
scheme will do using DWT with arithmetic of
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Elliptic Curve algebra. In this method, the
approximation matrix (lowest frequency band) is
encrypted as it holds most of the image’s
information. This process of decomposition
usually repeated n times, and it is repeated just
on the LL subband.

The implementation of the algorithm achieves
high encryption rates. The steps of encrypt the
image are described in figure (2, a), while the
steps of reconstruct the original image are
described in figure (2, b).

Approximation
Discrete Wavelet
Transform (DWT)

Decomposition

Inverse Discrete
Wavelet Transform

(IDWT) Reconstruction

g
Original image

b} The steps of decryption and reconstruction taken to reconstruct the original image.

Inverse Discrete

Wavelet Transform

(IDWT) Reconstruction

Approximation

part
Discrete Wavelet
Transform (DWT)
Three details Decomposition

part

Encrypted image

Figure 2- The partial encryption and decryption process.

In this algorithm bitmap image will be
compressed using discrete wavelet transform.
The compression process done by convolving
the Haar filter with the original image to create
four sub images (LL: LowLow subband, LH:
LowHigh subband, HL: HighLow subband, and
HH: HighHigh subband), these subbands created
by passing Lowpass and Highpass of Haar filter
along the image's rows and columns, and
downsampling by 2 after each process, as
illustrated in section 4. After the compression
operation the process of encryption performed
on the LL subband (most significant portion of
image). To perform encryption by position first
create the secret key by using the arithmetic of
EC algebra then passing the 2D secret mask
across all pixel's position in the LL subband and
apply the EC algebra between the corresponding
values (ordered pair from the 2D secret mask
and the corresponding position in LL (X, y)).
Reconstruct the subbands of image after

encrypting the LL subband to get the encrypted
image. In the decryption operation the same
process will be done but with the inverse of the
2D secret mask values.

figure 3 describe the process of compressed
image encryption by position using 2D secret
mask (3*2); this mask has ordered pairs
generated from prime number (67) using EC
equation because the original image size is (257)
and after two level of compression the size of
LL subband will be (64).

9.2.1 Example

This example illustrates the process of
sending and receiving stage for one point will be
taken from image. The convolution operation
will perform between point from 2D secret mask
and point from image (position) based on the
arithmetic of EC, these operations performed on
all of the positions that will be encrypted.
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¢ Sending stage

Suppose the size of image that will be
encrypted (256 * 256), where for the second
level of compression the size of LL subband will
be (64*64), so the prime number will be (67).
This example describe the process of encrypting
(2, 0) position from image, by the corresponding
ordered pair from 2D secret mask (5,8), as
follows:

1. Find Lemda (1),

. _ (YQ-¥p . .
A= (X—Q—Kp) mod Prime if P#£Q

] 8—0
A= (—) mod &7

5-2
"—(8) d 67
h=|gJmo
A=25

2. Find the new point using the arithmetic
of EC, where R(Xg, Yr) is the new point
(encrypted point),

Xr = (A% = Xp — Xq ) mod prime
Xg = (25° - 2 - 5) mod 67

XR = 15

Yr = (A (xp = Xg) = Yp) mod prime
Yr = (25*(2 - 15) — 0) mod 67

yr =10

The convolution process based on arithmetic
of EC for the point P=(2,0) and Q=(5,8) give the
new point R=(15,10), so the point of image in
position (2,0) will replaced by the point in
position (15,10), figure 3 illustrate the
convolution operation in the sending stage.
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LLz | LH:z

LL LH LH
HLz | HH:z

LH

HL HH HL HH HL HH

(xp.yp)
00 o1 o2 | ... 0.M/4-1]
o | 1z | o [
X ¥
2 e (}1 21| 22 | s |20
0|1 : T
0 |66 Sl :
@ SIRT] AR R s TR YA

The 2D secret mask LI subband of image

(3*2) over prime=67

ve =% (xp —xg) - yr) mod Prime

L xp =(}2 - %p - Xg) mod Prime

Figure 3- Encrypt compressed image by positions.

¢ Receiving stage

The original point encrypted in sending stage
will be reconstructed using the encrypted point
(R) and the inverse of the 2D secret mask (-Q)
in the decryption process, where the inverse
point of (5, 8) in the 2D secret mask is: (5, -8) =
(5, -8 + 67) = (5, 59), this operation performed
on all the ordered pairs of the 2D secret mask to
get the inverse of 2D secret mask.

1. Find Lemda (X),

= C‘%) mod Prime
Q-XEp

if P#£Q

) (59 —10
A=

5_15)m0d5?

2. Reconstruct the original point using the
arithmetic of EC,

Xp = (A = Xg — Xq ) mod prime

Xp = (42% - 15 - 5) mod 67

Xp = 2

yr = (A (Xr = Xp) — Yr) mod prime
yp = (42*(15 - 2) -10) mod 67
yr=0
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The convolution process based on the
arithmetic of EC for the point (15,10) and —Q
(5,59) gives the original point (2,0), so the point
in the encrypted image in position (15,10) will
replaced by the point in the position (2,0).

Algorithm One: Encrypt the compressed image
by positions.

Input: Image, Haar filter, Prime number, a, b,
size of mask.

Output: Encrypted image

Step 1: Open image and save the image size
(width, height).
Step 2: Compress image by discrete wavelet
transform method by passing Haar filter over the
image to create compressed image with one
approximation (LL subband) and three details
(LH, HL, HH subbands).
Step 3: Perform the quantization process
(multiply all the coefficients with a scalar).
Step 4. Create the 2D secret mask (encryption
mask) from prime number based on the size of
LL subband using Elliptic curve equation of
generating the curve,

y>mod p = (x® + ax + b) mod p
Step 5: Encrypt image by performing the
convolution operation based on the Elliptic
Curve arithmetic operation between the 2D
secret mask (Xq, Yq) and the current pixel's
position of LL subband (Xp, Yp),

XR :0\.2— Xp — XQ) mod p

Yr =(A (Xp —Xgr) —Yp ) mod p
Step 6: Passing the mask to next positions.
Step 7: If Width and Height of LL subband of
image larger than the current position the
operation performed on then goes to step 5.
Step 8: Reconstruct all subbands of image
(encrypted LL, LH, HL, HH).
Step 9: End.

9.3 Algorithm Two: Encrypt the compressed
image by colors

The process of partial image encryption by
color will be done after the compression
process, then encrypting the LL subband of
image. The process of encryption will be done
by generating the secret key (2D secret mask)
depending on the color model of image.
Creating the 2D secret mask from prime number
using EC equation of generating the curve, the
prime number (P) will be chosen according to
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the color model of image (gray image, colored
image (8-bpp), colored image (24-bpp), etc),
while the image using in this work is BMP
image (24-bpp), the content of each pixel is
(Red, Green, and Blue) that is (0 to 255, 0 to
255, 0 to 255) each color to progress by steps to
256 values, so the nearest prime number to each
component is (257).

Passing the secret key along the pixel's content
of LL subband only two component from the
pixel's content must be used because there is
only two encryption component for every entity
in the 2D secret mask (X, y), therefore the third
component will leave as it is, while the image
used in this work is bitmap image, so the
encrypted color will be Red and Green, Green
and Blue, or Red and Blue.

Reconstruct the subbands of image after
encryption process of the LL subband to get the
encrypted image.

figure 4 describe the process of image
encryption by color with 2D secret mask (3*2),
the numbers in the 2D secret mask represent
ordered pairs generated from the prime number
(257) using EC equation.

LL LH LH LH

HL HH HL HH HL HH

Xp ¥z

Notused
¥a= (% (xp—xg) — yz) mod Pime

xx= (M — %p— xg) mod Prime

2D secret mask (3%2)
overprime=237

Figure 4- Encrypt compressed image by colors.
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Algorithm Two:
image by colors.
Input: Image, Haar filter, Prime number, a,
b, size of mask.

Output: Encrypted image

Encrypt the compressed

Process:

Step 1: Open image and save image size (width,
height).

Step 2: Create the 2D secret mask (encryption
mask) from the prime number based on Elliptic
Curve equation of generating the curve,

y?mod p =(x® + ax + b) mod p

Step 3: Compress image using discrete wavelet
transform method by passing Haar filter over the
image to create compressed image with one
approximation (LL subband) and three details
(LH, HL, HH subbands).

Step 4: Perform the quantization process
(multiply all the coefficients by a scalar).

Step 5: Split LL subband of image to three color
components (Red, Green, Blue),

pixel = point from image.

Red = pixel mod 256

Green = ((pixel And &HFFO0FF00)/256)

Blue =((pixel And &HFF00000)/65536)

Step 6: Encrypt image by performing the
convolution process based on the Elliptic Curve
arithmetic operation between the 2D secret mask
(Xq, Yo) and two components from the LL
subband of the current pixel's content (Red (Xp),
Green (yp)).

Step 7: Passing the mask to next positions.

Step 8: If Width and Height of LL subband of
image larger than the current position the
operation performed on then goes to step 6.

Step 9: Reconstruct all subbands of image
(encrypted LL, LH, HL, HH).

Step 10: End.

94 Implementations  the
algorithms

In this section the implementation of the
proposed algorithms will be illustrated on the
BMP compressed images (first level, second
level, third level, fourth level, and fifth level of
decomposition) respectively, the compression
type used here is discrete wavelet transform
(DWT).

proposed
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1. Encrypt the compressed image by positions
a. Encrypt after 1* level of compression

Original image
Image size 256*256

Encrypted image
prime=131
Size of mask =17*2

b. Encrypt after 2" leve _ ion

Original image
Image size 256*256 prime= 67

Size of mask =7*2

Encrypted image
prime= 33
Size of mask =23*2

Original image
Image size 256*256

Encryptéd iage
prime= 17
Size of mask =7*2

Original image
Image size 256*256
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e. Encrypt after 5™ level of compression

Encrypted image
prime= 13
Size of mask =17*2

" Original image
Image size 256*256
2. Encrypt the compressed image by colors

a. Encrypt after 1% level of compression

" Original image
Image size 256*256

Encrypted image
prime=257
Size of mask =17*2

b. Encrypt after 2" level of compression

ncrypted |mage ]
prime=257
Size of mask =17*2

“Original image
Image size 256*256

“Original image
Image size 256*256

prime=257
Size of mask =17*2

Iragi Journal of Science. Vol 54.N0.2.2013.Pp 455-467

d. Encrypt after 4th level of compression
l f:*-.‘ . d

“Original image
Image size 256*256

prime=257
Size of mask =17*2

Encrypt after 5" level of compression

Encrypted image
prime=257
Size of mask =17*2

" Original image
Image size 256*256

10. Experimental Results Test

In order to determine the proposed approach
to generate 2D secret key succeed to conceal
pure image information and in the same time the
deciphered image can reconstructed the original
image without missing any information. The
measures use to achieve this test are:-

MSE=pp ) QLUGD-I@ g
—_ x=0

H-1w -1
22 (Fxy)?

SNR = - 20 B (4)
(f (0 y)- ' y))

y=0 x=0
255

PSNR —10l0g, | dB 5

e

Where f(x,y) is the value of the original
image at row(y) and column(x), f(x,y) is the
corresponding values of ciphered image, and H,
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W are height and width of the image below mean that proposed key is succeeded
respectively. MSE is the mean square error [14] to conceal pure image information (i.e.
N N there are large errors in ciphered image
Zzaijbi,- caused by the use of partial cryptography

Similarity (A, By) = ———=—— using EC algebra) [16].
\/zzaﬁ \/zzbj 2. The small results of SNR (Signal to Noise
it i1 = (6) Ratio) and PSNR (Peak Signal to Noise

Ratio) mean the proposed key caused large
noise (i.e. small result implies better image
concealment of original image) [17].

3. The similarity measure shows the amount
of correlation between the original image
and ciphered image and the result from this
test is acceptable.

Where aij, bij is two images matrices of size
(NxN) [15].
From the results of the measures that were used
to test the ciphered images that show in tables
(2,3,4,5,6,7,8,9,10 and 11) we can obtain the
following:-
1. The large results of MSE (Mean Square
Error) such as the results in the tables

Table 2- The test results for encrypting LL subband of image's positions after first compression level.

10337.56 | 8549.99 | 3251.97 3.35 1.45 3.29 7.98 8.81 | 13.009 | 0.83 | 0.76 0.86

Table 3- The test results for encrypting LL subband of image's positions after second compression level.

9587.93 8111.65 | 3645.45 3.62 1.53 293 | 831 9.03 12.51 0.85 0.77 0.85

Table 4- The test results for encrypting LL subband of image's positions after third compression level.

9867.91 | 8256.14 | 3152.04 3.518 1.504 3.39 8.18 8.96 13.14 | 0.84 0.77 0.87

Table 5- The test results for encrypting LL subband of image's positions after fourth compression level.

8655.97 | 7608.61 3496.53 4.011 1.63 3.06 8.75 9.31 12.69 0.86 0.78 0.87

Table 6- The test results for encrypting LL subband of image's positions after fifth compression level.

10020.06 | 7662.37 | 10655.16 | 3.46 1.62 1.005 | 8.12 9.28 7.85 0.84 0.78 0.71
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Table 7- The test results for encrypting LL subband of two color component (Red and Green) after first
compression level.

10731.64 | 9059.68 | 107.72 3.23 1.37 99.38 | 7.82 8.55 27.808 0.83 0.76 0.99

Table 8- The test results for encrypting LL subband of two color component (Red and Green) after second
compression level.

10194.84 | 8995.78 | 113.93 | 3.405 1.38 93.97 8.04 8.59 27.56 0.84 0.76 0.99

Table 9- The test results for encrypting LL subband of two color component (Red and Green) after third
compression level.

9937.07 | 9099.33 | 119.24 | 3.49 1.36 89.78 | 8.15 8.54 27.36 | 0.84 0.77 0.99

Table 10- The test results for encrypting LL subband of two color component (Red and Green) after fourth
compression level.

10084.12 | 9670.27 | 11422 | 3.44 1.28 93.73 | 8.09 8.27 2755 | 0.84 0.75 0.99

Table 11- The test results for encrypting LL subband of two color component (Red and Green) after fifth
compression level.

891658 | 8127.02 | 112 | 389 | 152 | 9559 | 862 | 903 | 27.63 | 0.86 | 0.79 0.99
11. Discussion c) There is very small effect when changing

When comparing the results of each the size of the mask and this is clear in the
approach for five compression level, the above results and images.

following will be obtained:
a) There are small differences between the 12. Conclusions

results from first level through fifth level From the new partial cryptography of digital

compression of the encrypted image by image using the arithmetic of EC algebra, we

positions, but the best results and tests reached to the following conclusions:-

appear after first level compression a. Encrypt small portion of the digital image
b) The differences between the results from after the compression process will reduce

first level through fifth level compression the computational overhead and reduce

of the encrypted image by colors also consuming time for encryption.

small, but the best results and tests appear b. Using the arithmetic of EC to create 2D

after first level compression. secret mask.
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. The

. Using the arithmetic of EC algebra to

perform the encryption process.
proposed approach succeeds to
produce EC as one key cryptosystem
instead of two key cryptosystem.

. The proposed approach be more efficient

when the prime number nearby the image
dimensions (width and height), and color
components.

. The proposed approach be more secure

with different values for a, b.

. Increasing the level of compression will

decrease the encryption rate (decrease the
number of encrypted pixels in image)
because only LL subband of image will
encrypted, this is produce less security, so
the first level is the best level for creating
encrypted image with high security level.
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