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Abstract

Data security and its characteristics are considered one of the most important
requirements of the modern era, as this generation is in rapid digital development.
Therefore, it needs an effective methodology for a strong and effective encryption
algorithm, by incorporating the standard encryption algorithm known as Rijndael.
And steganography. The goal of this study is to transfer and store audio data with
complete confidentiality and security. This study converts audio data into a 256 bit
audio sample that we use for the purpose of encryption using the Rijndael algorithm,
as this algorithm is known for its strength and for winning many awards. The
principle of this algorithm’s work is to create multiple blocks of different block sizes
and keys. We create keys for the purpose of encryption, and they are integrated into
audio files using the developed data steganography technique. Saving the data is
done using an image with the bmp extension. After that, we expose these images to
compression to know and evaluate whether the steganography is successful. After
that, we return it, remove the compression, and decrypt it. We note the return of the
original text. The goal of this proposed methodology is to protect audio data from
attacking persons and reduce the chances of revealing this data. This methodology is
used for the purpose of transferring, storing, and safely preserving secret audio files
with a security aspect. This research has one of its most important features in that it
combines the strength of encryption, which is represented by the Rigndael
algorithm, and the strength of data hiding technology, which resulted in the time of
breaking the code and returning it in a record time of up to 99.9%. It also gives a
developed and innovative methodology, for securing, transferring, storing and
protecting audio data in all modern digital fields.
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1. Introduction

These days, audio data security plays a major role in the IT business and expands
quickly.[1],[2],[3] Encrypting audio data prevents illegal access and manipulation while
guaranteeing its integrity and confidentiality.[4],[5] Technology preservation of audio files
from hackers and eavesdroppers became crucial for the Technology professional. Thus, the
necessity for swifter and more secure audio file encryption algorithms remains continual.
Encrypting audio using cryptography involves simultaneously adding noise, or the key, to a
plain text file. Decryption is using the same key to reveal the original plain text. Speech is an
attractive hands-free human-computer interface broker that only requires basic hardware to
purchase high-quality microphones and comes at a very low bit rate. Human speech is
essentially recognized as continuous, connected speech without tedious practice (free speaker)
since a vocabulary with the appropriate complexity (100,000 words) is incredibly difficult [6],
[7],[8]. Nonetheless, algorithms, procedures, and techniques make it simple to process voice
signals and recognize text spoken by a speaker. This study proposes a new algorithm that uses
Rijndael algorithm keys generated from speech audio files (WAV) to conduct encryption on
audio files. The suggested algorithm was put to the test and used. [9],[10],[11], The Rijndael
method serves as the foundation for the Advanced Encryption Standard (AES), and a popular
block encryption algorithm. The same key is used for both encryption and decryption since it
employs symmetric keys. Rijndael runs on fixed-size data blocks and supports a range of
block sizes and key lengths. The Rijndael algorithm is a symmetric block cypher with lengths
of 128, 192, and 256 bits that can handle data blocks of 128 bits. Under the restrictions that
the input and output sequences have the same length, the Rijndael encryption key, the input,
and the output are all bit sequences of 128, 192, or 256 bits apiece. [12],[13],[14]. Advanced
encryption standard-based stenographic algorithm (AES). AES is used to encrypt the sound
after it has first been transformed into a picture. Security assessments and simulations show
how well the suggested algorithm performs. [15],[16], The sound is Digital audio data is
often preserved in WAVE format files on Windows operating systems. In 1991, it made its
debut as a part of the resource interchange file format (RIFF) for images and movies. The
three distinct types of chunks that comprise the standard audio data format are the descriptor
chunk, the format chunk, and the data portion Wave. While the WAVE header is the
descriptor portion, the format chunk provides important attributes like sample rate, byte rate,
and bits per sample. The data chunk indicates the size of the sound data and contains raw data.
Generally speaking, it is the best to avoid unfamiliar pieces as new ones that might be added
in the future.[6], [17],[18] Steganography is a method of concealing the existence of a
message, combining the terms steganos (cover) and graphy (writing). It involves hiding
information under various covers, allowing only the sender and recipient to know. Currently,
most steganography applications are computer-based. Although often compared, a
combination of steganography and cryptography can preserve stego and increase hidden data,

1201



Mohammed and Al-Mothafar Iragi Journal of Science, 2025, Vol. 66, No. 3, pp: 1200-1216

potentially addressing capacity and security concerns. [19],[20], The present research
proposes an efficient methodology for encrypting audio data by combining Rijndael and
steganography algorithms approaches that were published from 2016 to 2023 that are
surveyed in this study. The later portions also demonstrate the current research directions in
the area. The following is a summary of this paper's contributions: gives a summary of the
Investigating Rijndael-Based Algorithms for Audio Ciphering. The rest of this essay is
structured as follows: Section 2 presents the Problem Statement. Section 3 shows some
related Work. Section 4. is devoted to Encryption Methodology, followed by the Procedure
Steps for Audio Ciphering based Rijndael Algorithm and steganography in section 5. Then, in
section 6,7, we present the obtained results and discussion, and finally, in section 8, we give
the conclusion and future work of this paper.

2. PROBLEM STATEMENT

The main problems could be summarized in the next few points:
e Attacks on voice data and privacy can occur in today's digital age. There is an Increased
need to exchange voice data over the network, although Rijndael voice encryption is generally
considered safe, because this algorithm is considered one of the advanced algorithms in data
encryption, and hidden encryption leads to its concealment. Data in digital media increases
security in communications and complicates detection.
e There may be challenges in ensuring the robustness, reliability and analysis of Rijndael-
based voice coding technology, especially when dealing with different types of audio signals
or when large amounts of data are involved.
e Is there a potential conflict between security and ease of use? Developing an Efficient
Rijndael-Based Voice Encryption System and increasing its Robustness Using Backdoor
Cryptography While Rijndael-based voice encryption technology may provide high levels of
security, it can also be complex and difficult to use, especially for inexperienced users. This
may lead to problems in adopting and implementing these technologies in real-world
applications.

3. RELATED WORK

In 2016, Chaos-based Audio Steganography and Cryptography were introduced by
Huwaida S.M.H.. and et al [21]. This approach was derived from the One-Time Pad and LSB
Method. It was accustomed to being used. For the purpose of secure audio communications,
two chaos maps are combined into an audio file: the Piecewise Linear Chaotic Map
(PWLCM) and the Cryptographic and Steganography Logistic Map, respectively.

In 2018, Cryptography and Audio Video Steganography were introduced by Yadav M. and
et al [22]. This approach was predicated on enhanced data security. Using LSB (Least
Significant Bit) replacement technique, we were able to secure the secret data by concealing
an encrypted secret image behind the audio signals of the audio and video file and the
encryption key behind the video frame.

In 2021, Information Hiding in Audio Steganography was introduced by Shanthakumari R.
and et al [23]. The foundation of this approach was LSB Matching Revisited. Secure
communication and data security are crucial, so it was utilized to the idea of a -LSB Matching
Revisited -LSBMR algorithm to create chosen samples as an input unit to conceal ambiguous
signals into audio samples.

In 2021, Audio Steganography Schemes were introduced by Hemeida F. and et al [24].
This approach was derived via a comparative analysis. It was utilized to as audio sample for
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the purpose of Schemes indicating greater performance utilizing AES-256 when compared
with its equivalents. The dual-layer message security system comprises encryption as the first
layer and anonymity as the second.

In 2022, Hiding secret data was introduced by Kumar M. and et al [25]. This method was
based on the LSB algorithm, which works by replacing the least significant part of each pixel
or sample in digital media with a bit of confidential data, thus embedding confidential data
within the media to achieve a high level of concealment and robustness while maintaining a
low probability of detection.

In 2022, Audio steganography was introduced by Wahhab. A.E.L. and et al [26]. This
technique was built upon bit cycling and the improved LSB approach. In order to create a
strong hybrid security system into a video file in the wav format for secure data,
steganography and encryption were combined.

In 2022, Audio steganography was introduced by Abdulkadhim H.A. and et al [27]. In
order to increase security and strength, this method combined the Least Significant Bits (LSB)
algorithm method with a four-dimensional highly chaotic multi-wing (GMWH) system into a
video file. It was based on the Least Significant Bits algorithm with 4D grid multi-wing
hyper-chaotic system.

In 2023, A Modified Enhanced Method of Audio — Video Steganography was introduced
by PL N. and et. «al[28]. This technique was built around the LSB algorithm's modified pixel
value differencing. For the aim of safe data transfer, encoded audio data was embedded into a
video file.

In 2023, Audio Steganography was introduced by Nisha O.T. and et al [29]. Genetic
algorithms formed the basis of this technique. In order to provide reliable and confidential
communication that is secure, high-capacity data Stegano technology was included in audio
signals.

4. METHODOLOGY

Three areas of work focus are identified in this system design: the encryption and
decryption process, Steganography, the key generation method and block size. [30] An
information cypher conceals information by employing redundant cover data, including
documents, audio files, movies, and photos. Recently, this method has grown in significance
in many application fields. For instance, digital video, audio, and audio steganography
involve using the human hearing system's limited capacity to conceal information in the audio
data's least significant bit (LSB).[31]

The algorithm was designed to disguise all data entered within audio to protect data
privacy. As a result, the system was created using a brand-new Rijndael algorithm. This
suggested system gives the
user two options for encrypting and decrypting data. Encryption involves hiding secret
information with an audio file, while decoding involves retrieving the hidden information.

1. Present a method for using encryption
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Figure 1: Terminology in general steganography [32]

2. The algorithm that provides better accuracy and quality of encryption V.B.studio is used in
information concealment, the Rijandnel algorithm is used. and use Steganography They are
encoded and put into an audio file, which is transferred along with text and other file formats
to the destination, as one can see in the Figure 1.

4.1 Audio Ciphering

One technique to protect data in a sound file against invasive attacks is using audio
encryption. We utilize the precise algorithm and the (noise) key on the source text. Our
primary focus is on encryption Techniques for handling audio data. Analysing and comparing
fundamental encryption standards has shown that ways of encryption can be used to encode
audio. Like AES, DES and Triple DES (3-Data Encryption Standard). [33],[34],the sound is
In Windows operating systems, digital audio data is frequently saved in WAVE format files.
It was first used for photos and videos in 1991 as a Resource Interchange File Format (RIFF)
component. The three distinct types of chunks that comprise the standard audio data format
WAVE are the descriptor chunk, the format chunk, and the da ta chunk. The format chunk
contains significant characteristics like sample rate, byte rate, and bits per sample, whereas
the descriptor chunk is the WAVE header. The data chunk includes raw data and specifies the
size of the sound data. It is generally advised to skip unfamiliar chunks because new chunks
could be added in the future. [6],[17] ,This reach focuses on the aspects Previous chaotic
audio algorithms did not consider its advantages and disadvantages. Analog and digital signal
processing are important foundations for encryption. The requirements for these algorithms as
well as the security and statistical tests for evaluating such algorithms have been shown.[35]

4.2 Rijndael Algorithm

NIST published an excellent 116-page report summarizing all contributions and justifying
the decision on October 2, 2000, when it officially announced that unaltered Rijndael would
become the AES. NIST uses the following lines in at the conclusion of this report, a decision
has been made regarding the Rijndael. It appears that the Rijndael has always performed very
well in both hardware and software across a wide range of computing data, regardless of its
use in comments or not giving feedback. The key setting time ways are very excellent and the
key agility is good.[36] Daemen and V. created the Rijndael algorithm, and renamed the AES.
The steps involved in AES Encoding and decoding are depicted in Fig. 2. These actions,
which include Sub Bytes, Shift Rows, Mix Columns, Add Round Key, Inv Shift Rows, Inv
Sub Bytes, and Inv Mix Columns, are described in the Federal Information Processing
Standard, or FIPS, 197. The final round differs slightly and does not include the Mix Columns
action during encoding. The AES algorithm implements key extending routine to create a key
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schedule. Given an employee provides the key of 16, 24, or 32 bytes, it returns what is known
as an Expanded Key of 16 x 11, 16 x 13, and 16 x 15 bytes, respectively [37], [38].

Plain text

Cipher text

A "

A" A
Initial round Add Initdial Round Add
Round K ev -
Rounid Kev

b4 T=<

Standard Round Sub Standard Round Sub
Bytes Shift Rows Mix Bytes Shift Rows Mix
Columns Add Round Key Clolumns Add Rouwnd

Key

Are all rounds NO

except final one Axe all

rounds

are performed?

performed?

Final Round Sub
Bytes Shift Rows
Add Round key

WV Plain text

Cipher text

b

I (a) Encryption structure I I (b)) Decryption structure I

Figure 2: Rijndael algorithm (a) Encryption structure; (b) Decryption structure [37]

Lastly, Rijndael's internal round structure appears to have good potential to benefit from
instruction-level parallelism. Security was the most important category, here now the most
complex evaluation can show only a small number of some explanatory laws, The majority of
them fall into the category that does not show any weakness, Rijndael operations are among
the easiest operations to defend against hackers and timing attacks. In addition to this, it
provides some definitions against such attacks without affecting performance in a very
significant way. [39]

4.3 Block Cipher Rijndael Algorithm

AES has three possible key standards: 128 bits, 192 bits, or 256 bits. The terms AES 128,
AES 192, and AES 256 refer to the three distinct AES implementations. However, 128 bits is
always the block size. The original Rijndael cipher supported block and key sizes that could
be changed in increments of 32 bits (Daemen and Rijmen 1998). The Rijndael algorithm, it
should be emphasized, enables different key and block sizes. Block and key sizes of 128, 160,
192, 224, and 256 bits are supported by Rijndael. Nevertheless, the AES standard states the
block standard of 128 bits and the key standard of 128, 192, and 256 bits. Two cryptographers
from Belgium named Daemen and Rijmen created this algorithm. Belgian cryptographer
Daeman has devoted much of his career to the cryptanalysis of hash functions, stream ciphers,
and block ciphers. Rijmen is another Belgian cryptographer who worked on ciphers like
KHAZAD, Square, and SHARK and contributed to creating the WHIRLPOOL cryptographic
hash. Rijndael uses a replacement permutation matrix rather than a Feistel network. The 128-
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bit plain text block needs to be first arranged into a 4-byte by 4-byte matrix in order for the
Rijndael cipher to work (Daemen and Rijmen 1998). The state of this matrix will change as
the algorithm goes through its series of stages. As a result, the plain text block must first be
converted to binary before being placed into a matrix, as illustrated in Fig. 3 [40].

11011001 | 01110010 | 10110000 | 11101010
01011111 | 00011001 | 11011001 | 10011001
10011001 | 11011101 | 00011001 | 11111101
11011001 | 10001001 | 11011001 | 10001001

Figure 3: convert the plain text block into binary

Rijndael is an iterated block cypher with a variable block length and variable key length.
It is possible to independently set the block and key lengths to 128, 192, or 256 bits. Similar
to Square and BKSQ), the wide trail technique was used in the design of Rijndael. This design
technique offers protection from both differential and linear cryptanalysis. The round
transformation is broken down into various components in the approach, each with a distinct
function. [40],[41].

44 METHOD : COMBINING RIJNDAEL CRYPTOGRAPHIC STEGANOGRAPHY
ALGORITHMS
The Advanced Encryption Standard (AES), also known as Rijndael, is the encryption
specification used for electronic data developed by the National Institute of Standards and
Technology (NIST) in the United States. Its foundation is the substitution arrangement
network plan principle. Its key standard can be 128, 192, or 256 bits, while its block size is set
at 128 bits. Each phase of a round in the decryption algorithm is the inverse of its
corresponding stage in the encryption algorithm. These four basic processes apply to both
encryption and decryption. The following are the four phases:
e Sub Bytes Transformation: Each byte is substituted with a different one in this non-
linear substitution step based on the entries in a lookup table called an S-box. A one-to-
one mapping of all byte values from 0 to 255. Where r'(a,) is the new value ,and r(a,p) is
the original value.

r'@h) = r(r(a,B)) (1)
/-> Sxp
ey
v0,0 | 0.0 | ¢0,0 {aﬂﬂ 0| p0.0| p0.0 | p0.0
1,0 [ «1,0 | al,0TTl,0 BL,0 L BLO | BLO
02,0 | «2,0 | «2,0 | «2,0 2,0 p2.0 p2,0 | p2.0
03,0 | ¢3.0 | 3,0 | a30 3,0 p3.0 p3.0 | p3.0

Figure 4: Sub Bytes Operates on individual bytes of state.
e Shift Rows: This transposition phase involves cyclically shifting each state row a

predetermined number of steps. Where b is the row number, the rows are moved left by a
certain number of bytes. where r'(, 8) is the new value , and r(a.,p) is the original value.
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r'@B) = r(a, (a + p)mod 4) (2)
Initial state after shifted rows
le | 1p | 17 | 18 la | 1p | 1y | 15
Za 2B 2y 28 2B | 2y 2o 2a
3w 3p 3y 36 3y | 306 3u 3p
da 4p Aoy 43 45 | 4o 4p Loy

Figure 5: Shift Rows

e Mix Columns: The operation of a Mix Column is utilized following the application of
the S-box and shift rows operation to the state. In this stage, the four bytes in each of the
state's columns are combined by a mixing operation. A fixed polynomial, , is multiplied
by the outcome.

(x) =3x%2+x%+ x + 2modulo x* + 1 (3)
BO 02030101 a0
Bl 0102 03 01 ol
B |E= 01010203 = a2
B3 03 01 01 02 o3

Figure 6: Shows the effect of the column mix step on the state

e Add Round Key: A 4-word round key is provided for the first Add Round Key stage and
each of the cypher's ten rounds using the RIINDAEL key expansion algorithm, which accepts
a 4-word (16-byte) key as input. The first step is to copy the key into a group of four words.
Next, four groups are created based on the values of the preceding four words. At last, the
encryption text is obtained. Where r'(a, #)is the new value to added key , r(a,p) is the original
value. k(i, j)Value of key.

r'(i,j) = r(a, H)XOR k(i,)) (4)
00,0 | 0.0 [ «0.0 | 00,0 k0.0 | k0,0| k0,0 | k0,0 p0.0 | p0.0 | p0.0 | po.0
01,0 [0 al0] L0 kLO | kLO| kL0 | k1.0 pLO[BLO|pLOTBLO
02,020 020]c20] B [K20[ K20 K20 k200 ey [20|p20]p20] p2o
3.0 [ €3.0 | 13.0 | 63,0 k3.0 | k3.0 1 k3,01 k3,0 p3.0 | 3.0 | p3.0 | p3.0

Figure 7: In Add Round Key, the round key is added to the state with a bitwise XOR

All of the layers must be inverted in order to decode; that is, the Mix Column layer must
become the Inv Mix Column layer, the Byte Substitution layer must become the Inv Byte
Substitution layer, and the Shift Rows layer must become the Inv Shift Rows layer. On the
other hand, there are certain similarities between the inverse layer operations and the
encryption layer processes. [31],[39],[42].
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4.5 Steganography
Steganography Cover
Text Image Audio Video Network

Figure 8: Steganography Cover

Utilizing a file as a container or cover, also known as a cover file, Sensitive information
can be securely transferred and received to the designated destination by using steganography
to hide it over unsecure networks. These days, a variety of digital file formats are utilized to
hide sensitive information. Nevertheless, not all file formats may be used as cover files for
steganography since each cover file needs to have enough redundant space for the hidden
message to be placed in. [43], Due to their widespread usage on the Internet and the thousands
of times they are exchanged among users every day, multimedia files are often used.[32] ,
Additionally, network protocols can be used to embed or conceal data. The sizes of the cover
files, which serve as the concealed data's cover, are often dictated by the amount of the secret
data that is intended to be embedded. Thus, the core elements of stenographic systems are
cover files. This section reviews and generally classifies the covers used as cover files to
encode hidden data in various steganography techniques into four categories (text, image,
audio, video, and network), as seen in Figure 8.[44][45],[46].

Audio steganography, sometimes called Less Significant Bit (LSB) is a technique that can
be used to hide information from audio recordings by changing the least significant bits of
audio samples [47],[48],[49]. As we've seen, stenographic techniques and error-correcting
codes are closely related. He unveiled a brand-new steganography that blends Rijndael
phonetic steganography with LSB and a fresh error-correcting code. The proposed technique
was assessed using several performance metrics, and the results showed that it provides better
security and more embedding capacity than the current approaches. When using LSB audio
steganography, it can be challenging to strike a compromise between the amount of
information that can be hidden in an audio recording and the requirement that the user be
ignorant of the modification.[7]

4.6 Image Encryption

Information security is one of the biggest obstacles to sharing private information over
the internet. The proliferation of technology has made it necessary to develop more effective
techniques for guaranteeing the integrity of data while it is being transmitted. Security
algorithms can be broadly classified into two groups. The first category includes encryption
algorithms, which modify data appropriately (encryption) so that it is not understandable to a
potential interceptor. However, the sender and recipient can still share the data by encrypting
and decrypting messages using a pair of public-private keys (asymmetric encryption) or a
common key (symmetric encryption). For more information on the fundamentals of
cryptography techniques, especially image encryption, in theory, the communication is secure
if the right cryptosystem is used. However, in reality, no encryption technique is impenetrably
secure against successful attacks. [50] The technique of utilizing a secret key to conceal
photographs from unwanted access is known as image encryption. The arrangement of digital
visual data is done using rectangular array frames. Pixels are the units used to represent
members of an array; a pixel is a numerical value. As information technology (IT) has
advanced, so too have digital images a type of information that includes binary, colour,
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grayscale, and medical images, among others., have been used, saved, and communicated
more and more. Thus, safeguarding this kind of data presents a significant challenge. Many
existing image encryption algorithms, such as SCAN, circular random grids, elliptic curve El
Gamal, gray code, wave transmission, vector quantization, fractional wavelet transform, p-
Fibonacci transform, and chaos, have been proposed based on various technologies while
taking into account the characteristics of the image data. [51]

5. PROCEDURE STEPS for AUDIO CIPHER-based RIJNDEL and
STEGANOGRAPHY ALGORITHS

The new approach uses an audio cipher-based Rijndael and steganography algorithms
Algorithm (1):- The proposed algorithm steps for audio cipher using Rijndael algorithm
Process: Begin
Step 1: Read the sound file (WAV).
Step 2: Convert the sound file into hex data.
Step 3: Generate a key of the required length (128-bit, 192-bit or 256-bit) encryption key.
Step 4: Use the Rijndel algorithm (AES) of the required length
(128-bit, 192-bit or 256-  bit) block cipher to encrypt WAV file.
Step 5: stego the audio file in cover by the image
Step 6 : compression the image and convert it to the bmp extraction
Step 7: To extract the decrypted file (WAV) data, the receiver
needs the new audio file(WAV) with a different key and block cipher .

Step 9: Return (S). End.

Read sound file
\ 4

Convert the sound file into

hex data
\ 4

Generate a key untile length

Y
Use the Rijndel algorithm

A 4

Y

stego the audio
Y

Compression image image
A 2

Convert to the bmp

Y

5 Extract the decrypt file
(WAW)

Figure 9: Audio Encryption System

Return
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6. Results and Discussion

A computer equipped with a 1 TB hard disk drive, 8 GB RAM, and an Intel Core i5
processor running Visual Basic was used to implement the proposed method, which is a
combination of data encryption and hiding. First, regular audio files (with different sizes,
keys, and samples) are converted into encoded audio files of an audio clip with a sample of
256. The outcomes of encrypting and decrypting data with steganography and Rijndal
algorithms are displayed in Table 1. In the first scenario, we successfully encrypt the audio
while restoring the original data in plaintext using a key size of 128 and a block size of 128
Next, different encryption keys and block sizes are used in each situation to complete
Decryption process. The block and key size are limited to 256 up to this point. Secondly,
hiding the data. After preparing the audio files encoded using the Rijndal algorithm, this data
is now hidden inside an image with the bmp extension. We carry out the process of hiding the
data in it and note the encryption time used (with different sizes, keys and samples) and we
perform a compression process on it. We notice the weight reduction of the image and then
we decompress it. By converting the bmp format from to Png and returning it to the bmp
format, we also decrypt it and note that the time used for decryption is longer when using 256
(with different sizes, keys and samples), and the time is less for 128. The ultimate goal of the
study and the criteria by which encryption and data hiding algorithms are evaluated, which is
a complex method in terms of effectiveness and performance, are the foundations on which
we base our analysis of these results. According to Rijndael. This is the 256th time that the
block size and key is reached. Regarding encryption, decryption, data steganography and
plaintext return, the success of the decryption process and recovery of the original data can be
considered as very positive points. By comparing the key and block sizes used and their effect
on sound quality, encoding strength and restoration of the original audio, performance and
efficiency can also be examined. Two images were used, as shown in the figure, Table No. 1
continues to Image No. 1 and Table No. 2 continues to Image No. 2
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Table 1: for image 1

Iragi Journal of Science, 2025, Vol. 66, No. 3, pp: 1200-1216

Bloc

Encryp

Decrypt

K Key Plain Encrypt Decryp
. size Text . t t time
Size time
5352E43763EEC1 0001020304050607
0001020304050607080 0.02037 0.00000
128 128 90A0BOCODOEOE A85024?1?[>:%6D5208 5 08090A%I?:0CODOE 000
6A6BC554EEDC1 5352E43763EEC1
128 192 5352E43763EECLA85 17D00727EB7647E 0.00381 A8502433D6D520 0.00000
02433D6D520B1F0 3 000
4993 B1F0
6220515108AAEC7
128 256 6A6BC554EEDC117D BCA7DF06F7E629 0.00800 61??)%(():752574557%271 0.05468
00727EB7647E4993 687 0 750
E4993
6220515108AAEC7BC %%i%g%?gf;égif 6220515108AAEC
192 128 A7TDF06F7E629687101 C824637B597D90B 0.00312 7BCA7DF06F7E6 0.00000
1121314151617 5 2968710111213141 000
AlF5
51617
BESE606C012042FDB C28772D7B45F915 BE8E606C012042
13991849C3FAC82463 6E80672A7TAEOFO 0.00262 FDB13991849C3F 0.00000
192 192 7B597D9I0BALFS 20C56911484BF68 ' 5 ACB824637B597D9 'OOO
BF69 0BA1F5
C28772D7B45E9156E8 9C9BCEE110FB19 C28772D7B45F91
0672A7AEO0F020C569 DE2AEA7F2CDA3 0.01206 S6E80672ATAEOF 0.09375
192 256 11484BF68BE69 61FED82B8C3D92 ' 3 020C56911484BF6 'OOO
6B6EFC8 8BF69
BOCB4FC1CCEE 9C9BCEE110FB1
ggg‘i\gg%é&ggiggg DF769D8458980E2 9DE2AEAT7F2CD
256 128 82B8C3D926B6EECS] A226762D58D697  0.02387 4361FED82B8C3  0.00000
8191A1B1C1DLELE CBB2FAB6C4320 5 D926B6EFC81819 000
Ab5644F7190 1A1B1C1DI1E1F
80E78DF65415A59 BOCB4FC1CCEE
685583125810%(35\'252%% DOA404EBSAABB DF769D8458980E
256 192 2D58D697CBB2EARS 4E9BOBCB7F8322 0.01981 2A226762D58D69 0.00781
C4320A5644F7190 311B3E8B0SACAF4 3 7CBB2FAB6C432 250
40FAE887 0A5644F7190
9F7A23FBA038CD 80E78DF65415A5
iagzgggﬂé%’zg%g% CC88054D86BC57 9DOAA04EBSAAB
256 256 BCB7F8322311B3E80 1A3AD09385ACD7 0.03687 B4E9BOBCB7F83 0.00078
SACAFAI0EAESST FE332DF647F63C 5 22311B3EB0SACA 1250
7TAEBB8A93 F440FAE887
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Table 2: for image 2

Iragi Journal of Science, 2025, Vol. 66, No. 3, pp: 1200-1216

BLOC Key Plain Encrypt Enctryp REERTLE Decryp
S size Text it t time
5352E43763EECIA 0001020304050607
0001020304050607080 0.02100 0.00000
128 | 128 | P RIIONO Y 8502433D(6)‘>D52081F : 08090A%I|3:OCODOE o
6A6BC554EEDCI1 5352E43763EEC1
5352E43763EEC1AS5 0.01087 0.00781
128 | 192 | PEIIASE A 7D00727EBT647EdY O OY AB502433D6D520 )7
93 B1FO
6220515108AAEC7
1og | 256 | BAGBCSS4EEDCIL7 ~ BCA7DFOGF7E6296 0.00750 %g%gf;fg;%% 0.00000
D00727EB7647E4993 87 0 000
E4993
6220515108AAECTB 55?5969016828&0&'; 6220515108AAEC
107 | 108 | CATDFOBFTE296871 DOSIRSI9NST/AE 000206  7BCATDFOSF7EG  0.00000
011121314151617 3 2068710111213141 000
1F5
51617
BESE606C012042FD %28%767722%8'6\‘55301255 BESE606C012042
167 | 10, | B13991840C3FACE24 CONTEATAEIENE) 000068  FDB13991849C3F 000000
637B597DI0BALF5 o 8  ACS824637B597D9 000
OBALF5
C28772D7B45F9156E  9COBCEE110FBI9 C28772D7B45F91
167 | g5 | BUGT2ATAEOF020CS6 DE2AEATF2CDA36 000737 56EB0672A7TAEOF  0.01562
911484BF68BF69  1FEDS2BSC3D926 5 020C56911484BF6 50
B6EFCS 8BF69
9C9BCEE110FBI9D  BOCBAFCICCEED 9C9BCEE110FB1
E2AEATF2CD4361F  F769D8458980E2A2 9DE2AEATF2CD
j55 | 128 | EDB2BBC3DU26BSEF  26762D58D697CBB 000700 4361FEDS2BSC3  0.00000
C818191AIBICIDIE 2FAB6CA320A5644 0  D926B6EFCS1819 000
1F F7190 1A1B1C1D1ELF
80E78DF65415A59 BOCB4FC1CCEE
%ggggggégé%gg DOA404EBSAABBA DF769D8458930E
jeg | 192 | oSS0t EOBOBCB7F832231 ) oc  2A226762D58D69  0.00000
e noe S 1B3EBOBACAFA4OF 7CBB2FAB6C432 010
AESS7 0A5644F7190
9F7A23FBA038CD 80E78DF65415A5
?AlEC)ZSEDB?:i?&SgE; CC88054D86BC571 9DOA404EBSAAB
256 | 255 | obrmressontinary ASAD093BSACDTF 000356 BAE9BOBCB7FS3  0.00000
Aot BSED  E332DFG4TF63CTA 3 22311B3EBOBACA 050
EBSA93 F440FAESS?

7. Discussion and Future Work

The results were wonderful and distinctive, especially considering that most of the
encryption using the Rijndahl algorithm only works with text, as well as Steganography. Now
we were able to work and combine the two methods together. However, we tried the audio
and were able to encrypt and hide the key and block size to 256, which makes it more difficult
to hack. This provides a guide to improving the security and effectiveness of audio data
encryption and Steganography methods. We are keen to experiment with different algorithms
and methodologies using different types of images.
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8. Conclusion

An ancient field, cryptography has evolved into a critical field of study for the security of
communications, confidential transmission and storage. We can prevent our information from
being compromised by using steganography and encryption for secure communication. As a
result, encryption algorithms based on the Rijndael series of algorithms increase the security
of an effective audio encryption method. After encryption, we hid the data in the images. We
exposed the images to compression and then retrieved the audio data as it is in this work. We
have successfully established a reliable and effective use of Rijndael-based combined
Steganography to secure the transmission or storage of audio data by carefully evaluating all
performance and security considerations. The results of this methodology have helped
develop voice encryption methods in various industries and have contributed to voice
security.
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