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ABSTRACT

This paper presents a 3D watermarking model based on the nearest distance
between two vertices in mesh, where the embedding path moves as deep as possible
until the embedding data is completed. The proposed algorithm achieved good
results according to invisibility and robustness. The visibility was measured in term
of Root Mean Square Error (RMSE) and Hausdroff Distance (HD), which obtained
good results. As related to robustness, the proposed method showed resistance to
geometrical attack (translation, scaling and rotation) as well as acceptable resistance
to signal processing attacks like noise addition and simplification.
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1. Introduction

In the last years, the three dimensional (3D) models were spread rapidly due to increased
multimedia applications. In any watermarking system, there are two main processes that must be
achieved: embedding and extraction. In the embedding process, the information are inserted in the
cover media, while in the extraction process, the information extracted from the watermarked model is
embedded [1].

There are many different ways to represent 3D models, but the triangle mesh is the most common
one. This method contains three points (vertices) and edges that connect these vertices; other types of
3D models include voxel data, trees, and NURBS [2].
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In this paper a blind watermarking method to embed a binary data in 3D mesh is proposed, based on
the shortest distance between vertices.

The 3D watermarking requirements are the same for the other multimedia (image, audio, and
video), which are the invisibility, robustness, and capacity [3].
Concerning 3D watermarking, several techniques have been observed in this field, such as that
reported in the study of liu J [1] who proposed a 3D triangle mesh by firstly computing the average
normal for each vertices in 3d model, then the vertices are selected for embedding based on the value
of the average normal. Another technique was described by Luma and Muna [4] who proposed a
method based on a geometrical scheme to embed a watermark in triangle mesh, where the vertices of
the 1-ring continue in n-ring and so on until all the binary data are completed. Zainab et al. [5]
proposed a 3D watermarking method based on the area of faces and the mean curvature in order to
select the best area for embedding.
2. 3D Watermarking
Watermarking means the embedding of information in 3D model, to keep the copyright of 3D digital
models. The 3D triangular model with texture consists of the following [6]:
1) 'Geometric Mesh': collection of 3D triangles with vertices and edges.
2) "Texture Image": consists of 2D image that represents texture information.
3) 'Texture Mesh': the group of 2D triangles.
4) "Triangle Mapping’: Conversion of 3D to 2D triangles?Watermarking algorithms in 3D mesh can
be performed either by updating an order of the data in the computer 3D object file, or by changing the
topology of the 3D object (i.e., the connectivity of the mesh to embed data, while positions of vertices
are not changed).
3. The Proposed Watermarking Algorithm

A new proposed watermarking method is depending on the geometric approach for hiding data in
3D mesh. This approach is performed through moving the 3D mesh to the center of mass to prevent
the watermarked model from any geometrical attack (translation, scaling, rotation). Initially, the 3D
polygon mesh is shifted to the origin of the rectangular coordinate system by finding the center of
gravity of the 3D mesh and then transforming vertices coordinates to be from —1 to +1.
The proposed system selects the center of the 3D object as a starting point for the path using the
the following equations (1, 2, and 3).
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Xe, Yc, Zc represent the center of the 3D mesh; (n) is the counter of the vertices in the 3D mesh; X,
Yy, and Z, are the coordinates of the vertex [4].

The path of embedding generated by moving from one vertex to another vertex depends on the
minimum distance between each vertex and all the vertices connected with it. The distance between
any two vertices is calculated by Euclidean distance. The Euclidean distance between any two points
(such as p and q) is the distance for the line between them. In 3D space, the distance between any two
points that haves positions (X y1,21) and (X2, Y2, Zo) IS

d=\/(x2 —xp?+ 2 —y1)? + (22— 21)? - (4)

To explain how the embedding process is achieved, Figure-1 shows a part of the Venus mesh to
explain an example for the embedding path. As a first step, the center of the mesh is computed as
shown in (V1), the position value of vertices is used for embedding by least significant bits, then the
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distance from V to all the neighbouring vertices is considered as the child generated for this vertex is
found and selected the vertex with shortest distance for embedding.

Figure 1- A part of the mesh explaining the starting point

This process is repeated until complete embedding of all the data is achieved. The following
algorithm describes head line steps for embedding text in a 3D mesh using nearest neighbour.

Input:3D model, text

Output: watermark model

Stepl: Read 3D model of ".OFF' File format (M).

Step2: Read Vertices (V) and Edges (E) from file.

Step3: Read the data and convert it to binary.

Step4: Choose the center of the mesh based on equations (1-3).

Step5: Generate the entire child for the center vertex (the neighbor vertices).

Step6: Select the path based on the shortest distance by applying (Eq. 4) between the center and all
child vertices.

Step7: Choose the vertex on the other side of edge for embedding, convert it to the vertex location to
binary and used least significant bit for embedding.

Step8: Repeat the above step 5, 6, 7 until complete embedding process.

Step9: View the watermark model.
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In order to extract the watermark from the watermark model, the following steps have been applied:

Input: watermark model
Output: text

Stepl: Load 3D watermark model of *.OFF"' File format (M).

Step2: Read vertices and edges from file store in (V) and (E).

Step3: Choose the center of the mesh based on equations (1-3)

Step4: Convert the vertex location to binary, extract the first binary bit using the LSB.
Step5: Generate the entire child for the center vertex (the neighbor vertices).

Step6: Select the closet vertex to the center based on the shortest distance.

Step7: Convert the binary to ASCII code.

Step8: Check if it reach end of bits then go to step10.

Step9: Repeat the above step 5, 6.

Step10: Convert from ASCII to text (the watermark).

4. Experimental Results

Many experiments have been performed to show the implementation of the proposed method
according to invisibility and robustness against types of attack. Table 1 shows the models that have
been used as examples for the experience in a Standford library [7]. "Venus", "Nefertiti", "Mannequin
", and the watermark are "*Copyright Protection™.

Table 1- The test 3D objects.

No Name Test models from different position Faces | Vertices
1
Venus 1396 711
3 Nefertiti 562 299
4 Mannequin 839 428

In this paper, the invisibility of the proposed system has been measured by Root Mean Square
Error (RMSE) which represents the difference between the original and the watermark model.
RMSE determined the error generated from the square root between every pair of vertices for the two
objects before and after embedding, so that the two meshes must have the topology. RMSE is
calculated as follows [8]:

RMSE=/3, [[vi_v] [|2 .. (5
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Where: n represents the number of vertices in the mesh, v;: vertex of object before embedding, and
v;': a vertex corresponding in the watermarked object [8].

Another measurement of visibility called Hausdroff Distance (HD) has been used to test the
proposed system. HD compares between two models and finds the error between them through
calculating the minimum distance for any point in the first model to all points in the watermarked
model [9].

HD(M, N) = maxyem{min,en{d(m,n)}} ... (6)

Where: M and N are the meshes before and after embedding, d (m, n) is the Euclidean distance for
(m and n) in 3D domain, and the value of HD should be equal to zero if there is no difference between
two meshes. Figure-2 illustrates the 3D models before embedding (original), a 3D mesh model to
clarify each face with its vertices, and the watermarked model. There is obviously no difference in the
eyes, this is confirmed by the values of the objective test based on RMSE and (HD), as shown in Table
2. In Table-2, their values approaches zero, which reflects little difference between the original model
and the 3D watermarking model

(@) (b) (©)

Figure 2-(a) the original model, (b) the mesh for 3D model, and (c) The watermarked model.
Table-2 displays the experimental results for the proposed algorithm. The results show that the method
of creating watermark models does not generate any distortion in the components of the image, where
the values of RMSE and HD are very low and close to zero.

Table 2-The RMSE and HD for watermarked model

Model RMSE HD
Mannequin 0.00000094 0.0039
Nefertiti 0.00000002 0.0039
Venus 0.00000005 0.002
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5. Robustness against Attack

One of the important requirements that must be achieved by any watermarking system is robustness
against attack. In this paper, the Correlation Factor is used to measure the difference between the
embedding and the extracted watermark.
Correlation Factor (CF) is the ratio of the recovered watermark to the embedding watermark bits, its
value range between —1 to +1, and can be expressed as follows [2]:

NG (bi —b" )(b; —D)

m sN71(b, —b)°

Where: indicates the averages of the extracted watermark bit , while the embedded watermark bit.
Generally, the acceptable value of CF is higher than 0.75. When the value approaches 1, it indicates an
ideal result (i.e. watermark extracted is completed without any loss).

In this paper, two types of attack have been used to check the robustness. The first type is the
geometrical attack which includes translation, scaling and rotation. The second type of attack is signal
processing that includes noise addition and smoothing. The noise is inserted in the normal direction
for every element of the vertices, while the smoothing occurs on the original objects by subdividing
the mesh specified by the “Vertices” and “faces”, such that each face of the mesh has been subdivided
into N*2 smaller faces. Table 3 below shows the effect of these different types of attack on the
watermarked model that depends on the value of CF which represents the ratio of the extracted
watermark bit after attack as the value high this mean good robustness against attack.

CF = (D)

Table3-CF values after different types of attack.

Model Translation | Scaling | Rotation Noise level 0.001 subdivision

Venus 1 1 1 0.89 0.1

Nefertiti 1 1 1 0.6352 -0.21
Mannequin 1 1 1 0.904 0.22

6. Conclusions

The proposed method is efficient in terms of non-observation and robustnes. The selection of
embedding area in 3D mesh increased the invisibility which is one of the most requirements of any
watermarking system, where it based on the minimum distance between vertices (the area with most
intensity of vertices).

The experimental results showed that the proposed algorithm is resistant to any geometrical attack
(rotation, scaling, and translation) with acceptable value at adding noise, while the resistance had
weakness at the more complex attack which is subdivision that change the topology of the 3D mesh by
increasing the number of faces in 3D model.
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