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Abstract:

The Internet of Things (loT) has had a substantial impact on a number of
industries, including smart cities, the medical field, the automotive industry, and
logistics tracking. But along with the 10T's advantages come security worries that
are proliferating more and more. Deep learning-based Intelligent Network Intrusion
Detection Systems (NIDS) have been created to detect continually evolving network
threats and trends in order to address this issue. Six alternative deep learning
algorithms, including CNN, RNN, and DNN architectures, are used in this research
to present a novel anomaly-based solution for 10T networks. Three distinct intrusion
detection datasets were used to evaluate the algorithms, and the findings revealed
that the hybrid method performed better than the others in terms of accuracy. In
particular, the hybrid algorithm had a 99.13% accuracy on the UNSW-NB15 dataset,
an 89.01% accuracy on the l10TID20 dataset, and a 90.83% accuracy on the
BoTNeTIloT-L01-v2 dataset. These results point to the suggested hybrid algorithm
as superior to previous algorithms and a potential intrusion detection method for
Internet of Things networks.
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1. Introduction

Deep learning has been suggested as a cutting-edge way to find 10T intrusions because it
uses data-driven, anomaly-based methods and can find new attacks that haven't been seen
before. Examine the deep learning models put forth for 10T intrusion detection in this study

[1]

Due to the exponential growth of cyberattacks, intrusion detection is essential to the
security architecture of the Internet of Things (loT). The significant improvements in
communication, cloud computing, and 10T have created significant security challenges. Due
to these advancements and the inadequacy of current security measures, cyberattacks are
increasing rapidly [2].

A trustworthy 10T intrusion detection system has been proposed using a deep transfer
learning-based approach. The suggested method is based on a deep transfer learning model
that can be trained on a large dataset of labeled data from numerous sources. The model can
then be adjusted using a smaller batch of labeled data from the target domain [3].

Another proposed 10T intrusion detection system makes use of deep learning and enhanced
transient search optimization. The suggested system employs a new transient search
optimization technique to maximize the hyperparameters of the deep learning model. The
results show that the recommended method outperforms other state-of-the-art intrusion
detection systems in terms of accuracy and false alarm rate [3].

For 10T intrusion detection systems, deep learning algorithms have shown tremendous

potential. They are able to provide cutting-edge solutions thanks to their data-driven,
anomaly-based technique and their ability to identify newly emerging, unrecognized attacks.
Deep transfer learning-based techniques and improved transient search optimization
algorithms have been called reliable intrusion detection systems for the 10T [1, 4].
The remainder of the article is organized as follows: Related works are explained in Section 2.
IoT intrusion detection systems and deep learning approaches are presented in sections 3 and
4. The methodology is described in detail in Section 5. The experimental results are given in
Section 6. Finally, Section 7 includes the conclusion and future work.

2. Related Work

A wireless IDS system utilizing a wrapper-based feature extraction unit and a feed-forward
deep neural network (FFDNN) was suggested in [5]. The WFEU extraction method generates
a condensed optimum feature vector using the Extra Trees methodology. The UNSW-NB15
and AWID datasets for intrusion detection are used to examine the efficacy and efficiency of
the WFEU-FFDNN. Other machine learning (ML) techniques, including the k-Nearest
Neighbor, Random Forest, Support Vector Machine, Naive Bayes, and Decision Tree, are
also compared to the WFEU-FFDNN in this evaluation. Attacks on binary and multiclass
targets are part of the experimental study. The findings demonstrate that the proposed WFEU-
FFDNN has higher detection precision than existing methods. The WFEU created an ideal
feature vector with 22 properties for the UNSW-NB15.
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A robust framework system for detecting intrusions based on the I0oT environment was
presented in [6]. To develop the suggested method, the 10TID20 dataset, a recent dataset from
the 10T infrastructure, was attacked. In this framework, the intrusion was categorized using
convolutional neural networks (CNN), long short-term memories (LSTM), and a hybrid
convolutional neural network with the long short-term memory (CNN-LSTM) model. The
particle swarm optimization approach (PSO) was used to choose pertinent characteristics
from the network dataset in order to enhance the suggested system while reducing the
dimensions and complexity of the network dataset. Deep learning methods were applied to the
features that were recovered.

The UNSW-NB15 dataset was prepared as a number of distinct files, and binary
classifications were utilized for labeling, according to [7]. To test models once rather than
once for each file in this inquiry, the entire dataset was pooled into one file. The attack
families from the dataset were then used as a new label to create a multi-classification-labeled
dataset. Using the larger dataset, they examined the effectiveness of deep learning within two
categorization groups. They evaluated the outcomes of using relevant studies. The
effectiveness of deep learning and machine learning models was assessed using accuracy and
loss utilizing the extended dataset. The classification method used was CNN-LSTM, with an
accuracy of 98.80%.

[8] came up with a deep, multi-layer classification method for intrusion detection. This
method combines the two-phase detection of the existence and type of an intrusion with an
oversampling strategy. This makes the classification results more accurate. The research
shows that the proposed technique works best with intrusion type identification label (ITI)
oversampling and 150 neurons for the single-hidden layer feedforward neural network
(SLFN) and with two layers and 150 neurons for the LSTM, with an accuracy of 86%.
Researchers in [9] suggested that SDN-based smart homes may be protected using machine
learning and deep learning settings for smart houses that use software-defined networking and
Mininet to provide immediate virtual networks for 10T. In this study, ML and DL experiments
were run on the first Software-Defined Networking (SDN) dataset, which was obtained from
smart homes by conducting real attacks and creating regular traffic, and the second 1oTID20
dataset, freely available online.

[10] described a 5-layered method for spotting intrusions in large datasets. In this study, the
learning rate and perceptions of the machine model were increased by adding more unique
properties of recurrent neural networks with short-term long memory in both directions
(RNNBILSTM). These properties are used in the proposed Accessible Contiguous Attribute
Assessment and Selection (ACAAS) solution (Access Control-as-a-Service), which is meant
to protect 10T networks, recognize attacks, and improve prediction performance.

3. 10T Intrusion Detection System

An Internet of Things system's network layer is where an intrusion detection system, or
IDS, typically functions [11]. 10T Network Intrusion Detection Systems (NIDS) keep track of
Internet traffic between networked devices. In order to identify dangers and safeguard the
network from unauthorized users and harmful attacks, it serves as an additional layer of
defense [12].

A typical intrusion detection system comprises instruments or processes that look for
attacks or unauthorized access to system activity. Sensors are often part of an IDS, and data
verification and intrusion detection tools are used to examine the data collected from these
sensors. The 10T invasion is the technique for 10T intrusion detection systems; they are illegal
actions or activities that damage the 10T ecosystem. In other terms, an intrusion is any act that
jeopardizes the integrity, availability, or confidentiality of information [13].
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An loT system's deployed IDS should be able to scan data packets and respond in real
time, analyze data packets at different 10T network tiers utilizing different protocol stacks,
and adjust to different threats [14, 15].

4. Deep Learning Approaches

Due to its rapidly rising applications in atomistic, image-based, spectral, and textual data
modalities, deep learning (DL) is one of the areas of materials data science that is expanding
at the fastest rate. This study provides a solid theoretical framework for understanding deep
neural networks and their applications. This study shows how to describe the output of trained
networks using layer-to-layer iteration equations and nonlinear learning dynamics, starting
from a first-principles component-level view of networks [16, 17].

5. Methodology

Three different kinds of datasets, namely UNSW-NB15, 10TID-20, and BotNetloT, were
used in the aforementioned study. Six different kinds of deep learning architectures were
examined in order to ascertain how well they performed on these datasets. The data
underwent a process known as “data preparation” prior to being used to train the models on
the datasets. The 10TID-20 dataset was split into training and testing sets in an 80:20 ratio,
whereas the UNSW-NB15 and BotNetloT datasets were divided into training and testing sets
in a 70:30 ratio. Following that, the training data was fed into a variety of deep learning
algorithms, including DNN, CNN1, CNN2, GRU, LSTM, and a CNN/LSTM hybrid model.
Finally, as shown in Figure 1, the performance of the trained models was assessed using the

test data.
Preprocessing

w

@

"l
bl

Evaluating

Figure 1: Applying various DL algorithms to different datasets

5.1. Datasets

Three distinct 10T intrusion detection datasets were employed in this study. A labeled
network traffic dataset called UNSW-NB15 [18] is the first dataset that has been applied in
studies on 10T intrusion detection. It has nearly two million records of network traffic, both
benign and malicious, that were recorded in a real-world network environment. The dataset
has labels that say whether the traffic is malicious or not, and it also gets 49 network
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properties from each network flow. This makes it a useful tool for figuring out how well
intrusion detection methods work for 10T networks. Second, the 10TID-20 [19, 20] dataset is a
labeled dataset that is openly accessible and was created exclusively for loT intrusion
detection research. It includes network traffic information gathered from an loT environment
with 20 different kinds of lIoT devices in a real-world setting. With a total of 15 assault
scenarios produced by using various network attacks, such as brute-force attacks, DoS
attacks, and malware infections, the dataset contains both benign and malicious traffic.

The dataset contains 27 network parameters, including source and destination IP addresses,
port numbers, protocol kinds, and packet sizes, which are retrieved from each network
transaction. Additionally, labels indicating whether a network flow is malicious or benign are
included for each flow.

The 10TID-20 dataset can be used to assess how well different intrusion detection systems
and machine learning algorithms work at spotting assaults that are specifically targeted at 10T
devices.

Third, the malicious botnet dataset (BotNetloT), which is made up of data files collected
during the detection of 10T botnet attacks on a cybersecurity system, is focused on using an
IoT dataset for intrusion detection systems. On Kaggle [21], this dataset is accessible to
everyone.

Researchers collected network traffic data from nine distinct Internet of Things (loT)
devices connected to a local network using the software Wireshark to build this dataset. The
information was gathered in a file format called packet capture (PCAP), which is frequently
employed in network analysis. 23 statistics features for the network’s main switch are among
the data packets from the network that are included in the PCAP file.

The BotNetloT dataset includes traffic that is both beneficial and harmful as a result of
various loT-specific attacks like botnets and infiltration campaigns. The information is helpful
for evaluating intrusion detection systems' performance in identifying loT-specific threats and
determining the health of networks. Additionally, the dataset can be used to develop and
evaluate machine learning algorithms for IoT intrusion detection.

Three datasets' specifications are listed in Table 1.

Table 1: specification of datasets

Dataset No of instances No of instances No of classes
10TID20 625783 86 9
UNSW_NB15 2540047 49 10
BoTNeTloT-L01-v2 7062606 27 9

5.2. Data Pre-processing:
Pre-processing is an important stage before the processing of the data, and it includes the
following four stages:

5.2.1. Data Cleaning

In this stage, duplicated and not-useful data and features like objects and IDs are removed
after being identified to enhance and present the best results of the prediction system.
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5.2.2. Handling Missing Values
There are some missing values in the dataset that were replaced with zero values.

5.2.3. Normalization

The feature normalization stage of data pre-processing is crucial. Data normalization is a
useful strategy for increasing DL and ML accuracy. Data from the three datasets are scaled
using the Standard Scaler to a range between 0 and 1. The following equation represents the
process of normalization with min-max normalization:

x' = x —(x) (1)

(x) —min(x)
5.2.4. Data correlation
A statistical technique used in research to determine the association between two variables
and gauge the strength of their linear relationship is correlation analysis. The magnitude of the
change in one variable as a result of the change in the other is determined using correlation
analysis.

Because all algorithms require numeric values, this work transforms categorical values
into numerical values.

5.3. Deep Learning in 10T Intrusion Detection System

Deep learning techniques were used on three different datasets in this research because it is
a modern technology. Six different architectures were used in deep learning. It relied on the
algorithms DNN, Recurrent Neural Network (RNN), and CNN in these architectures, as
shown in the following algorithms:

5.3.1. DNN

The LSTM, GRU, or convolution layers are not used in the straightforward DNN
approach. In comparison to the other algorithms mentioned in this paper, it is one of the
simplest and has a quicker training time because it only has dense layers. Dense layers, an
essential component of many artificial neural networks used in deep learning, are included in
the five-layer DNN technique. Every neuron in the layer underneath is linked to every neuron
in the layer above by a thick layer, resulting in a fully interconnected network of neurons. In a
dense layer, each neuron receives input from every other neuron above it, processes it, and
then sends output to every other neuron above it. A weighted sum of the inputs is calculated
by the neuron, and then it is subjected to an activation function.

The backpropagation algorithm is employed during training to determine the weights of
each input link. Errors made by the output layer are retransmitted across the network using
backpropagation, which modifies the weights to make the error less. Four layers of the
Rectified Linear Unit (ReLU) activation function make up the DNN algorithm. There are 128
neurons in the top layer, 64 and 32 neutrons in the two middle layers, respectively, and 16
neurons in the bottom layer. When the 10TID20 or BoTNetloT datasets are used, the fifth
layer has nine neurons, while the UNSW_NB15 dataset uses 10 neurons. The SoftMax
activation function is utilized in the fifth layer.

BoTNetloT, 10TID20, and UNSW_NB15 are three different types of datasets, and each
one of them was subjected to the DNN method in Figure 2. The DNN is a straightforward
method that has been found to work well in a variety of tasks, including audio and picture
recognition, natural language processing, and predictive analytics.
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reshape_input | input: | [(None, 71, 1)] reshape_input | input: | [(None, 42, 1)] reshape_input | input: | [(None, 19, 1)]
InputLayer | output: | [(None, 71, 1)] InputLayer | output: | [(None, 42, 1)] InputLayer output: | [(None, 19, 1)]
flatten | input: | (None, 71, 1) flatten | input: | (None, 42, 1) flatten | input: | (None, 19, 1)
Flatten | output: | (None, 71) Flatten | output: (None, 42) Flatten | output: (None, 19)
4
dense | input: | (None, 71) dense | input: | (None, 42) dense | input: | (None, 19)
Dense | output: | (None, 128) Dense | output: | (None, 128) Dense | output: | (None, 128)
dense_1 | input: | (None, 128) dense_1 | input: | (None, 128) dense_1 | input: | (None, 128)
Dense | output: | (None, 64) Dense | output: | (None, 64) Dense | output: | (None, 64)
dense_2 | input: | (None, 64) dense_2 | input: | (None, 64) dense_2 | input: | (None, 64)
Dense | output: | (None, 32) Dense | output: | (None, 32) Dense | output: | (None, 32)

A
dense_3 | input: | (None, 32) dense_3 | input: | (None, 32) dense_3 | input: | (None, 32)
Dense | output: | (None, 16) Dense | output: | (None, 16) Dense | output: | (None, 16)
dense_4 | input: | (None, 16) dense_4 | input: | (None, 16) dense_4 | input: | (None, 16)
Dense | output: | (None, 9) Dense | output: | (None, 10) Dense | output: | (None, 9)
(a) (b) ()

Figure 2: Shows the layers of the DNN algorithm: (a) the loTID20 dataset; (b) the
UNSW_NB15 dataset; and (c) the BoTNetloT dataset

5.3.2. CNN1

A deep learning method that mixes dense and convolutional layers is called CNN1. For
processing high-dimensional inputs like photos or videos, convolutional neural networks
(CNNs) are a common type of neural network. The convolutional layer, a critical part of
CNNs, uses a network of filters to extract local features or patterns from the input data. These
filters are applied to the input data by sliding over the input data and computing a dot product
between the filter values and the input data values at each place. They are learned during
training via backpropagation. The final product of the convolution is a new matrix reflecting
the filter output applied to the input data at that location. A collection of feature maps is
produced by applying various filters to the input data, and the convolutional layer can use
these feature maps to train itself to recognize local features like edges, corners, and textures.

Three convolutional layers, each with 20 filters, three kernel sizes, and padding of the
same kind, make up the CNNL1 algorithm. All layers employ the ReL U activation function,
which is followed by four dense layers that each contain 128, 64, 32, and 16 neurons,
respectively. The first four layers are of the dense type and use the ReL.U activation function,
while the final layer makes use of the SoftMax activation function. For the BoTNetloT and
I0TID20 datasets, the last layer has nine neurons, while for the UNSW_NB15 dataset, it has
ten neurons. The application of the CNN1 algorithm to various datasets is shown in Figure 3.
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reshape_input | input: | [(None, 71, 1)] reshape input [ input: | [(None, 42, 1)] reshape_input | input: | [(None, 19, 1)]
InputLayer | output: | [(None, 71, 1)] InputLayer | output: | [(None, 42, 1)] InputLayer | output: | [(None, 19, 1)]
convld 1 | input: | (None, 71, 1) convld 1 | input: | (None, 42, 1) convld 1 | input: | (None, 19, 1)

ConvlD | output: | (None, 71, 20) ConvlD | output: | (None, 42, 20) ConvlD | output: [ (None, 19, 20)
convld 2 | input: | (None, 71, 20) convld 2 | input: | (None, 42, 20) convld 2 | input: | (None, 19, 20)
ConvlD | output: | (None, 71, 20) ConvlD | output: | (None, 42, 20) ConvlD | output: | (None, 19, 20)
convld 3 | input: | (None, 71, 20) convld 3 | input: | (None, 42, 20) convld 3 | input: | (None, 19, 20)
ConvlD | output: | (None, 71, 20) ConvlD | output: | (None, 42, 20) ConvlD | output: | (None, 19, 20)

l l l

batch_normalization | input: | (None, 71, 20) || batch_normalization | input: | (None, 42, 20) || batch_normalization | input: | (None, 19, 20)
BatchNormalization | output: | (None, 71, 20) || BatchNormalization | output: | (None, 42, 20) || BatchNormalization | output: | (None, 19, 20)

l l l

flatten | input: | (None, 71, 20) flatten | input: | (None, 42, 20) flatten | input: | (None, 19, 20)
Flatten | output: | (None, 1420) Flatten | output: (None, 840) Flatten | output: (None, 380)
dense | input: | (None, 1420) dense | input: | (None, 840) dense | input: | (None, 380)
Dense | output: | (None, 128) Dense | output: | (None, 128) Dense | output: | (None, 128)
dense 1 | input: | (None, 128) dense 1 | input: | (None, 128) dense 1 | input: | (None, 128)
Dense | output: | (None, 64) Dense | output: | (None, 64) Dense | output: | (None, 64)
dense 2 | input: | (None, 64) dense_2 | input: | (None, 64) dense 2 | input: | (None, 64)
Dense | output: | (None, 32) Dense | output: | (None, 32) Dense | output: | (None, 32)
dense 3 | input: | (None, 32) dense_3 | input: | (None, 32) dense 3 | input: | (None, 32)
Dense | output: | (None, 16) Dense | output: | (None, 16) Dense | output: | (None, 16)
dense 4 | input: | (None, 16) dense_4 | input: | (None, 16) dense 4 | input: | (None, 16)
Dense | output: | (None, 9) Dense | output: | (None, 10) Dense | output: | (None, 9)

(a) (b) (©
Figure 3: Shows the layers of the CNN1 algorithm: (a) the loTID20 dataset; (b) the
UNSW_NB15 dataset; and (c) the BoTNetloT dataset

5.3.3. CNN2

This study's suggested method makes use of a CNN architecture with four convolutional
layers. With the same padding and three kernel sizes, each layer has 30 filters. All layers
utilized the Rectified Linear Unit (ReLU) activation function, and then four dense layers were
added, each containing 128, 64, 32, and 16 neurons. The ReL.U activation function is used in
the first four dense-type layers; the fifth and final layer uses the SoftMax activation function.
Ten neurons make up the last layer for the UNSW NB15 dataset, compared to nine for the

BoTNetloT and 10TID20 datasets. Figure 4 displays how this strategy was applied to several
datasets.
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reshape _input | input: | [(None, 71, 1)] reshape_input | input: | [(None, 35, 1)] reshape_input | input: | [(None, 19, 1)]
InputLayer output: | [(None, 71, 1)] InputLayer output: | [(None, 35, 1)] InputLayer | output: | [(None, 19, 1)]
y
convld 1 | input: | (None, 71, 1) convld_1 | input: | (None, 35, 1) convld 1 | input: | (None, 19, 1)
ConvlD | output: | (None, 71, 30) ConviD | output: | (None, 35, 3) ConvlD | output: | (None, 19, 30)
A
convld 2 | input: | (None, 71, 30) convld 2 | input: | (None, 35, 3) convld 2 | input: | (None, 19, 30)
ConvlD | output: | (None, 71, 30) ConvlD | output: | (None, 35, 3) ConvlD | output: | (None, 19, 30)
y y
convld 3 | input: | (None, 71, 30) convld 3 | input: | (None, 35, 3) convld 3 | input: | (None, 19, 30)
ConvlD | output: | (None, 71, 30) ConviD | output: | (None, 35, 3) ConvlD | output: | (None, 19, 30)
y
convld 4 | input: | (None, 71, 30) convid 4 | input: | (None, 35, 3) convld 4 | input: | (None, 19, 30)
ConvlD | output: | (None, 71, 30) ConvlD | output: | (None, 35, 3) ConvlD | output: | (None, 19, 30)

A
batch_normalization_3 | input: | (None, 71, 30) || batch_normalization | input: | (None, 35, 3) || batch_normalization | input: | (None, 19, 30)

BatchNormalization output: | (None, 71, 30) || BatchNormalization | output: | (None, 35, 3) BatchNormalization | output: | (None, 19, 30)

r y

flatten 3 | input: | (None, 71, 30) flatten | input: | (None, 35, 3) flatten | input: | (None, 19, 30)
Flatten | output: | (None, 2130) Flatten | output: | (None, 105) Flatten | output: | (None, 570)
y
dense_15 | input: | (None, 2130) dense | input: | (None, 105) dense | input: | (None, 570)
Dense output: | (None, 128) Dense | output: | (None, 128) Dense | output: | (None, 128)
A
dense_16 | input: | (None, 128) dense 1 | input: | (None, 128) dense_1 | input: | (None, 128)
Dense | output: | (None, 64) Dense | output: | (None, 64) Dense | output: | (None, 64)
y
dense_17 | input: | (None, 64) dense_2 | input: | (None, 64) dense 2 | input: | (None, 64)
Dense output: | (None, 32) Dense | output: | (None, 32) Dense | output: | (None, 32)
y
dense_18 | input: | (None, 32) dense_3 | input: | (None, 32) dense 3 | input: | (None, 32)
Dense | output: | (None, 16) Dense | output: | (None, 16) Dense | output: | (None, 16)
y
dense_19 | input: | (None, 16) dense_4 | input: | (None, 16) dense_4 | input: | (None, 16)
Dense | output: | (None, 9) Dense | output: | (None, 10) Dense | output: | (None, 9)

(a) (b) ()
Figure 4: Shows the layers of the CNN2 algorithm: (a) the loTID20 dataset; (b) the
UNSW_NB15 dataset; and (c) the BoTNetloT dataset

5.3.4. GRU

The GRU algorithm makes use of dense and gated recurrent unit (GRU) layers. Sequential
data, such as time series or text written in natural language, is simulated using recurrent
neural networks (RNNs) of the GRU form. The GRU has gating techniques to control the
information flow between various time stages in the sequence. A hidden state, which acts as
the model's internal memory, and an update gate, which determines how much of the current
input and previous hidden state to use for updating the current hidden state, are the two
fundamental components of the GRU cell. The update gate is created using a sigmoid
activation function. It creates a probability between 0 and 1 by linearly integrating the initial
hidden state and the current input. This probability is used to combine the current input with
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the previous hidden state, with the current input receiving more weight as the gate approaches
1 and the previous hidden state receiving more weight as the gate approaches 0.

The GRU additionally features a reset gate that determines how much of the previous
hidden state should be forgotten at the current time step, in addition to the update gate. The
reset gate is calculated using a sigmoid activation function and a linear combination of the
current input and the initial concealed state.

The reset gate's output is used to update a reset gate vector. The GRU avoids overfitting by
generating a new hidden state by adding noise to a weighted sum of the output from the
update gate and the old hidden state.

The GRU finds long-term relationships in the input sequence without running into the
problem of vanishing gradients that can happen in traditional RNNs. This is done by
controlling the flow of information between certain time steps using gating techniques.

The final layer of this method uses ten neurons for the UNSWNB15 dataset, nine neurons
for the BoTNetloT and 10TID20 datasets, and one GRU layer with 200 units. The use of the
GRU technique on various datasets is shown in Figure 5.
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Figure 5: Shows the layers of the GRU algorithm: (a) the 1oTID20 dataset; (b) the
UNSW_NB15 dataset; and (c) the BoTNetloT dataset

5.3.5. LSTM

The LSTM approach simulates sequential data, such as time series or text in natural
language, using dense LSTM layers. A specific type of recurrent neural network called the
LSTM uses memory cells to store data for a very long time and gating mechanisms to control
the flow of information between different time steps in a sequence. The LSTM's main
innovation is the use of a cell state, an input gate, and an output gate. The input gate controls
how much current is input to update the cell state, and the output gate controls how much
current is input to compute the output. The internal memory of the model is the cell state. The
most recent hidden state and the current input are linearly combined to create the input gate,
which is then transformed into a probability value between 0 and 1.
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The state of the cell is changed by adding a candidate value that is made by applying a
hyperbolic tangent activation function to a linear combination of the current input and the
previous hidden state. Additionally, the LSTM contains two gates: forget and output.

These gates regulate how much of the initial cell state should be forgotten and how much
of the current cell state will be used to compute the output, respectively. The LSTM weights
the output of the output gate and the last updated cell state to produce a new hidden state.

The LSTM can express long-term dependencies in the input sequence while avoiding the
issue of vanishing gradients that could occur in conventional RNNs. Due to its ability to store
information over a long period of time and control the flow of information between different
time steps, it is a powerful tool for modeling sequential data in fields like language modeling,
speech recognition, and machine translation.

A single LSTM layer with 200 units and a dense layer with nine neurons were used for the
BoTNetloT and 10TID20 datasets, while 10 neurons were used for the UNSWNB15 dataset.
Figure 5 illustrates how these techniques were applied to distinct datasets.
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Figure 6: Shows the layers of the LSTM algorithm: (a) the loTID20 dataset; (b) the
UNSW_NB15 dataset; and (c) the BoTNetloT dataset

5.3.6. Hybrid

The hybrid algorithm requires more time to execute because it is more sophisticated than
the earlier ones. In this stage, two processes occur: the first is the feature selection process,
and the second is the learning process. It has multiple layers, including four convolutional
layers, three kernels, and 30 filters, each with the same padding. Rectified Linear Unit
(ReLU) activation is used in all layers until the final one. These layers are responsible for the
feature selection process; in addition, an LSTM layer with 200 units is used, which is
responsible for the learning process. Finally, there are four dense layers with 128, 64, 32, 16,
and 9 neurons (for the UNSWNB15 dataset) or 10 neurons (for the BoTNetloT or 10TID20
datasets), and again, the ReL U activation function is used in all layers until the last one. The
final layer is activated using the "SoftMax" function. The use of this technique on diverse
datasets is shown in Figure 7.
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Figure 7: Shows the layers of the hybrid algorithm: (a) the 10TID20 dataset; (b) the
UNSW_NB15 dataset; and (c) the BoTNetloT dataset

6. Experimental Results

This section includes confusion matrices as well as the results for multi-class
classification. We assess the model's performance with the aid of accuracy, precision, recall,
and the F1 score. In contrast to recall, which is determined by dividing the total number of
true positive class values in the test data by the number of true positive predictions, precision
is calculated by dividing the total number of true positive predictions by the total number of
false negative predictions. The weighted average of recall and precision is the F1 score. By
dividing the total number of correct predictions by the total number of predictions, accuracy is
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determined. A low recall indicates a high proportion of incorrect negative predictions, and a
low accuracy indicates a high proportion of false positive predictions. A high F1 score
denotes precision and recall that are in balance, with few false negatives and positives. These
measures were calculated using the corresponding equations, which were based on sources
[22], [23], and [24].

Accuracy = S i L\ R— (2)
TP+TN+FP+FN
Precision = 3)
TP+FP
Recall = 4
TP+FNP ST X Recall
F1Score = 2 x ——= 5)

Precision +Recall

where TP = true positive, TN = true negative, FP = false positive and FN= false negative.

The studies were carried out using the Google Colab platform, which has a 2 GHz CPU, an
NVIDIA Tesla T4 GPU, 12 GB of RAM, and 53 GB of hard drive. On the 10TID20 dataset,
six deep learning methods were tested with a batch size of 1024. Table 2 displays the findings
of these experiments.

Table 2: Performance metrics in the loTID20 dataset

Algorithm Accuracy Recall Precision F1Score
DNN 88.81% 86.68% 86.20% 82.93%
CNN1 88.64% 79.78% 88.31% 79.47%
CNN2 88.69% 79.22% 87.44% 79.23%
GRU 88.70% 82.53% 83.42% 82.86%
LSTM 88.92% 86.07% 91.25% 82.46%
Hybrid 89.01% 86.99% 92.44% 82.78%

Table 2 shows the preference for hybrid algorithms over other algorithms, and the accuracy of
this algorithm was 89.01%.

When testing six deep learning algorithms on the UNSW_NB15 dataset, batch_size equals
2048. The results are shown in Table 3.

Table 3: Performance metrics in the UNSW NB15 dataset

Algorithm Accuracy Recall Precision F1Score
DNN 98.17% 51.10% 64.70% 49.93%
CNN1 98.21% 49.38% 53.98% 49.86%
CNN2 98.09% 46.55% 62.83% 47.30%
GRU 98.25% 52.55% 57.34% 53.09%
LSTM 98.52% 57.30% 65.55% 58.93%
Hybrid 99.13% 69.23% 78.01% 70.77%

Table 3 shows the preference for hybrid algorithms over other algorithms, and the accuracy of
this algorithm was 99.13%.

When testing six deep learning algorithms on the BoTNeTIloT-L01-v2 dataset, batch_size
equals 2048. The results are shown in Table 4.
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Table 4: Performance metrics in the BoTNeTloT-L01-v2 dataset

Algorithm Accuracy Recall Precision F1Score
DNN 89.70% 85.83% 94.95% 84.68%
CNN1 89.85% 86.58% 93.85% 85.21%
CNN2 90.60% 88.08% 95.95% 86.64%
GRU 89.88% 86.14% 94.79% 85.04%
LSTM 90.03% 87.03% 95% 85.46%
Hybrid 90.83% 88.58% 95.79% 87.14%

Table 4 shows the preference for hybrid algorithms over other algorithms, and the accuracy of
this algorithm was 90.83%.

Table No. 2, Table No. 3, and Table No. 4 illustrate the advantages of the hybrid algorithm
over the rest of the algorithms.

From Table 5, it can be concluded that the hybrid algorithm takes more time than the rest of
the algorithms, unlike the DNN algorithm, which takes less time than the rest.

Table 5: Elapsed time

Dataset Algorithm Epoch Elapsed time
10TID20 4ConvlD 45 3min 45s
10TID20 3ConvliD 60 4min
10TID20 DNN 100 3min 20s
10TID20 GRU 50 15min
10TID20 LSTM 130 45min 30s
10TID20 Hybrid 230 1-hour 35min 50s
UNSW_NB15 4ConvlD 100 11min 40s
UNSW_NB15 3ConvliD 40 4min 40s
UNSW_NB15 DNN 100 7min 30s
UNSW_NB15 GRU 80 54min 40s
UNSW_NB15 LSTM 202 2 hours 58min 26s
UNSW_NB15 Hybrid 602 10 hours 42min 8s
BoTNeTloT 4ConvlD 60 23min
BoTNeTloT 3ConvlD 59 19min 40s
BoTNeTloT DNN 60 13min
BoTNeTloT GRU 40 42min 40s
BoTNeTloT LSTM 154 3 hours 9min 56s
BoTNeTloT Hybrid 112 3 hours 4min 48s

The study contrasts the approach with some current studies. On the UNSW_NB15 dataset,
Table 6 compares the overall accuracy performance across several classes. Table 7 compares
the accuracy of studies performed on the 10TID20 dataset for subcategories. In terms of
accuracy metrics, our method fared better than the alternatives.
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Table 6: General comparison of multiple classification accuracy measures for the
UNSW NB15 dataset

Method Accuracy
[5] 77.16%
[6] 76.30%
[25] 66.30%
Proposed method (Hybrid CNN+LSTM) 99.13%

Table 7: General comparison of subcategories with accuracy measures of the 10T1D20 dataset

Method Accuracy
[26] 77.55%
proposed method (Hybrid CNN+LSTM) 89.01%

7. Conclusion

In this study, three Internet of Things intrusion detection datasets (loTID20, UNSW-
NB15, and BoTNeTloT-L01-v2) were used to assess how well six deep learning algorithms
performed. With accuracy ratings of 89.01% on dataset 10T1D20, 99.13% on dataset UNSW-
NB15, and 90.83% on dataset BoTNeTloT-L01-v2, the results show that the hybrid method
performs better than the other techniques. The tests show how important the LSTM
architecture is for enhancing outcomes, whether it is used alone or in conjunction with other
algorithms like the CNN algorithm, which eventually led to the creation of the hybrid
algorithm. Future work should compare the hybrid algorithm to others in the field of machine
learning, including SVM, Random Forest, and XGBoost.
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