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Abstract

The fact that the signature is widely used as a means of personal verification
emphasizes the need for an automatic verification system. Verification can be
performed either Offline or Online based on the application. Offline systems work on
the scanned image of a signature. In this paper an Offline Verification of handwritten
signatures which use set of simple shape based geometric features. The features used
are Mean, Occupancy Ratio, Normalized Area, Center of Gravity, Pixel density,
Standard Deviation and the Density Ratio. Before extracting the features,
preprocessing of a scanned image is necessary to isolate the signature part and to
remove any spurious noise present. Features Extracted for whole signature first, then
extracted for every part after dividing the signature into four sections. For verification,
statistical verification techniques are used (Euclidean Distance, Hellinger Distance
and Square Chord Distance). The system is trained on three datasets of signatures.
The first and the second datasets have English signatures while the third one is
collected from people; it contains Arabic and English signatures. The system has been
tested on every dataset. The experimental results show that the Euclidean Distance
has the average accuracy of 94.42, the Hellinger Distance has the average accuracy of
95.27 and the Square Chord Distance has the average accuracy of 93.14. That result
for whole the image and the following average accuracy for image using grid the
Euclidean Distance has the average accuracy of 93.54, the Hellinger Distance has the
average accuracy of 95.87, and the Square Chord Distance has the average accuracy
0f 95.93.
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1. Introduction
A handwritten signature can be defined as the scripted name or legal mark of an individual, executed
by hand for the purpose of authenticating writing in a permanent form. The acts of signing with a writing
or marking instrument such as a pen or stylus are sealed in the paper. Approaches to signature
verification fall into two categories according to the acquisition of the data: On-line and Off-line. On-
line data records the motion of the stylus while the signature is produced, and includes location, and
possibly velocity, acceleration and pen pressure, as functions of time [1]. Online systems use this
information captured during acquisition. These dynamic characteristics are specific to each individual
and sufficiently stable as well as repetitive. Off-line data is a 2-D image of the signature. Processing
Off-line is complex due to the absence of stable dynamic characteristics. The difficulty also lies in the
fact that it is hard to segment signature strokes due to highly stylish and unconventional writing styles.
The non-repetitive nature of variation of the signatures, because of age, illness, geographic location and
perhaps to some extent the emotional state of the person, accentuates the problem. All these coupled
together cause large intra-personal variation. A robust system has to be designed which should not only
be able to consider these factors, but also detect various types of forgeries [2].
The system should neither be too sensitive nor too coarse. It should have an acceptable trade-off between
a low False Acceptance Rate (FAR) and a low False Rejection Rate (FRR). [3]
2. The proposed system
As shown in Figure 1, the proposed system consists of three major parts: preprocessing, features
extraction and verification. Preprocessing phase makes signature image ready for feature extraction.
When the system is in learning mode, extracted features resulting from feature extraction step are used
to learn system to the signature but, when the system is in testing mode, extracted features resulting
from feature extraction step are used to classify the signature is original or forgery.
Separating data into training and testing sets is an important part . Typically, when separate a data set
into a training set and testing set, most of the data is used for training, and a smaller portion of the data
is used for testing. Analysis Services randomly samples the data to help ensure that the testing and
training sets are similar. By using similar data for training and testing, you can minimize the effects of
data discrepancies and better understand the characteristics of the model.
Training model
1-input image
2- do preprocessing operation on image
2.1 Convert to gray : convert image to gray using formula Gray
color = 0.299*Red + 0.5876*Green +0.114*Blue
2.2 Convert to binary :
if pixelvalue > 200 (threshold) then, change the value of pixel to 255 (white), else, change the value
of pixel to 0 ( black)
2.3 Crop and resize : - remove white area around image
2.4 Remove noise : using median filter
3-extract feature from signature
3.1 Compute mean and Standard Deviation
3.2 Compute pixel density : If c = 0 then (check the value of the pixel is black or not), C+=1
3.3 Compute slope : (gpx1- gpx2) / ( gpyl- gpy2) where (gpx1, gpyl ) gravity point of left part , (gpx2,
gpy2 ) gravity point of right part
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3.4 Compute baselineshift : (gpx1- gpx2)( gpyl- gpy2) where (gpx1, gpyl ) gravity point of left part ,
(gpx2, gpy2 ) gravity point of right part
3.5 Compute occupancy ratio : pixel density/ Total pixel
3.6Compute density ratio :DR= xt / yt where xt pixel density in the top part of image , yt pixel density in
the bottom part of image
3.7 Compute gravity center : gravity point = (gpx, gpy )
gpx= totx / count where totx sum the black pixel in the row
gpy = toty / count where toty sum the black pixel in the column
3.8 Compute aspect ratio
4- save features founded in Step 3 in access database
Test model
1- Employ unknown Signature
2- Enhance image (binary, resize, crop and remove noise if image need).
3- Extract the features (same as features computed in training model)
4- Matching with the features stored in database.
5- Do the classification
6- Take decision as originals or forgeries
2.1 Preprocessing
In order to improve the performance of the system, few preprocessing operations are carried out on
offline signatures. The acquired signature images sometimes may contain extra pixels as noises which
are due to some problems during scanning of signatures or due to non-availability of It is necessary to
remove these extra pixels from the signatures; otherwise the signature may not be recognized correctly.
The purpose of preprocessing phase is to make signatures ready for feature extraction. The preprocessing
stage includes four steps: convert color image to gray, noise removal, cropping, Binarisation, image
normalization, and grid.
Convert color image to gray
Gray scale images only contain brightness information. Compared with binary images, they contain
richer information. Typically, gray scale images contain 8§ bit data. The range of pixel values is from 0
to 255. These images can provide some sort of noise.
formula convert RGB to Gray level = 0.299*Red + 0.5876*Green +0.114*Blue ...(1)
Remove noise
There are different kinds of noise in an image; to remove this kind of noise median filter can be
applied to images, to apply mask is needed. This mask can be of 3*3 matrix.
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Figure 1-Block diagram of proposed system.

Binarisation

Conversion from gray scale image to a black and white (binary) image- For signature verification, the
color of ink has no significance at all. Instead the form of two signatures must be compared. Hence all
scanned images were converted to black and white images where white is represented by 255 and black
by 0 [2]. Threshold in this algorithm is used to split the background from the signature the threshold
value is (200) the value is chosen by trial and error.

Cropping and resizing

Cropping refers to the removal of the outer parts of an image to improve framing (presentation of visual
elements in an image). The signature cuts from the image automatically by determining its beginning
and ending. To compare two signatures they must be in the same size so that signature resize is
required.[3]

2.2 Features Extraction

Features extraction process is an important step in developing any signature verification system since it
is the key to identifying and differentiating a user’s signature from another. In this system, the features
extracted are: Mean, Standard Deviation, Pixel density, Occupancy Ratio, Density Ratio, Gravity, slope,
baseline shift and aspect ratio.

Mean

The mean of a data set is simply the arithmetic average of the values in the set, obtained by adding the
values and dividing by the number of values. The mean is a measure of the center of the distribution.
Standard Deviation

The standard deviation is a measure of the scatter of values within a set of data. SD is a standard for the
distribution of a lot of information. The more spread apart the data, the higher the deviation.

Pixel density and Occupancy Ratio

Pixel density is the pixel belong to the signature it gives us the density of the signature. Occupancy ratio
is the ratio of the number of pixels which belong to the signature to the total pixels in the signature
image.
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The pixel density feature xPD € [0, 1] . the pixel density of a signature segment is directly linked to
stroke width, it is also commonly referred to as apparent pen pressure. For this reason, the pixel density
feature is said to contain pseudo-dynamic signature information. [4]
PD=M/HW ............... 2

Where M = number of black pixels

H = height of the image

W = width of image

Density ratio
Signature image is split into two halves horizontally. After that The pixel density of each part is
calculated and divided it to each other. It provides information about the signature density ratio of two
halves of the signature image which density part is greater than the other. It provides information about
the signature density ratio of two halves of the signature image. [5]
DR = density of the left half /density of the right half ........ 3)
Gravity Center
Gravity center is the spot at which the total weight of the signature can be seen as focused. This feature
is important because it is used in the other feature like slope and baseline shift feature extraction.
The Center of Gravity is the 2-tuple (X,Y) given by, [6]
X = -0XN" Pyv(j)*j/A
Y =X Pu()FA @)
where Py and Py are the vertical and horizontal projections respectively.
Baseline Shift
It is the difference between the vertical centers of gravity of the left, and the right part of the image. It
was taken as a measure for the orientation of the signature.
Slope

In this feature the slope is found in the line joining the Centers of Gravity of the vertical splitting of
the signature sample. The signature sample divided into left and right halves after that calculate the
center of gravity of the two halves to distinguish signature samples.
Aspect Ratio Computation

The ratio is obtained by dividing the signature height to signature width. The height is the maximum
length of the column in an image and similarly the width is the row of maximum length. This ratio may
differ from person to person, but the ratio is constant for an individual.
2.3 Verification

The extracted features are fed to a classification system. This system compares the extracted features
from the given signature with the features extracted from the corresponding signature in the database in
order to verify the authenticity of the signature and makes a final decision for verification as a genuine
or forged signature. A crucial parameter for verification is the choice of statistical distance metrics to
measure the similarity or dissimilarity between two signature images. It is essential to explore the
different similarity measures to find out the best distance metric for signature matching. In conventional
signature matching technique, Euclidean distance is used to find the similarity between the test image
and features database. Similarity score is used to find the best match of test image from the features
database. Test image is more similar to image if the distance between the test image features and features
in database is small. The proposed method is tested with three distance matrices: Euclidean distance,
Hellinger distance, and Chord Distance. After trial and error the threshold value has been specified
which is (0.6) for Euclidean distance, (0.3) for hellinger distance and (0.2) for square chord distance.
Distance (Deuc , Dheling, Dsqch) can be calculated by using equations.

Dec=VY (pi— Q)2 .o (5)
Dheling :\/Z (\/pj - \/QJ) S (6)
Duan=Y (\pi=VQ) e, @)

P and Q represents the feature for database image and test image respective
If this distance is below a certain threshold then the query signature is verified to be that of the claimed
person otherwise it is detected as a forged one. [7] [8]

3 Signature Dataset

Data acquisition consisting of three datasets of signature images two of them collected from internet
and the third one is taken from people . The first dataset consist of 55 signatures original and 55 signature
forgery each writer have 22 sample of his sign , the second dataset consist of 30 signatures original
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and 30 signature forgery and the last dataset consist of 50 signatures original and 50 signature forgery .
the first and the second dataset is English signature and the third one is collected from people it is
contained Arabic and English signature .The figure 2 shows some sample of datasets.

original _1_1 original_2_1 original_3_1 original_4_1 original_5_1 original_6_1
........

ariginal _7_1 original_8_1 ariginal_9_1 ariginal_10_1 original_11_1 original_12_1

original_13_1 original_14_1 original _15_1 original_16_1 original _17_1 original_18_1

\

Figure 2 - samples of different datasets

4. System Interfaces

The interface of the developed system shown in figure 3 .At first signatures have been taken from
dataset, after that, the features are calculated from each signature in dataset and saved it in MS access
database. Then the three distance methods are used to verify the tested signature. If the length of the test
signature is within a certain limit, the system will classify it as authentic or else forged. Figure 4 shows

system execution steps.
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Figure 3- System interface
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Figure 4-system execution steps

5. Experimental Results

The system has been tested for its accuracy and effectiveness on data from 55 users with 24 samples
of each making up a total of 1320 signatures. The proposed verification algorithm is examined on both
real and forged signature sample counterparts. We save the original signature in access database after
finds each feature to the signature. after saving the signature we compare two signature one is new and
the other in data base and check is the signature original or forged . False Acceptance Rate (FAR) and
False Rejection Rate (FRR) are the two parameters used for measuring performance of any signature
verification method. FAR and FRR are calculated by giving equations:
FAR=Number of forgeries accepted/ Number of forgeries tested * 100
FRR= Number of originals rejected/ Number of originals tested*100
The accuracy value also calculated:
accuracy = Number of originals accepted/ Number of originals *100

A crucial parameter for classification is the choice of an appropriate distance metric to measure the
similarity or dissimilarity between two signature images. The results of forged and genuine signatures
are indicated in the tables below. Table 4.1 shows the results of Euclidean distance measure for the first
dataset. In this example the image features have been computed without using a grid (image is one
segment)
Table 1- Euclidean distance value for the first data set

Nature of Signature | No. of | False  Acceptance | False Rejection | accuracy rate
Samples Rate Rate

Original 55 |- 0.0363 % 96.36

Forged 55 0.0545 % | == 94. 54

In table- 2 the result of Hellinger distance for the first dataset are used and the images without grid.

Table 2- Hellinger distance value for the first data set

Nature of Signature No. of | False  Acceptance | False Rejection | accuracy rate
Samples Rate Rate

Original 55 | - 0.0363 % 96.36

Forged 55 0.0545 % | - 94. 54

Table-.3 shows the result of Square Chord Distance for first dataset without grid.
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Table 3- Square Chord Distance value for the first data set

Nature of Signature No. of Samples | False Acceptance Rate | False Rejection | accuracy rate
Rate

Original 55 |- 0.0545 % 94. 54

Forged 55 0.0545 % | =m=meee- 94. 54

Tables -4.4, 4.5, and 4.6 show the result of the second dataset, the verification techniques Euclidean

distance, Hellinger distance, Square Chord Distance are used respectively.

Table 4- Euclidean distance value for the second data set

Nature of Signature No. of Samples | False Acceptance Rate | False  Rejection | accuracy rate
Rate
Original P 0.0909 % 90.90
Forged 22 0.0909% | - 90.90
Table 5- Hellinger distance value for the second data set
Nature of Signature No.of Samples | False Acceptance Rate | False Rejection | accuracy rate
Rate
Original 22 | e 0.0454 % 95.45
Forged 22 0.0454% | == 95.45
Table 6- Square Chord Distance value for the second data set
Nature of Signature No. of Samples | False Acceptance Rate | False Rejection | accuracy rate
Rate
Original 22 | e 0.0454 % 95.45
Forged 22 0.0909% | - 90.90

Tables - 7, 8, and 9 show the results for the third dataset which is collected from 50 people, each person
have one signature original and one signature is forgery, when the verification techniques Euclidean

distance, Hellinger distance, Square Chord Distance are used.

Table 7- Euclidean distance value for the third data set

Nature of Signature No. of Samples | False Acceptance Rate | False Rejection | accuracy rate
Rate
Original 50 | e 0.04% 96
Forged 50 0.04% | e 96
Table 8- Hellinger distance value for the third data set
Nature of Signature | No. of | False  Acceptance | False Rejection | accuracy rate
Samples Rate Rate
Original 50 |- 0.06% 94
Forged 50 0.06% | e 94
Table 9- Square Chord Distance value for the third data set
Nature of Signature No. of Samples | False Acceptance Rate | False Rejection | accuracy rate
Rate
Original N 0.06% 94
Forged 50 0.06% | = 94

Euclidean distance gives good FAR and FRR values compare to all distances for these datasets.

In the proposed system the signature can be divided at preprocessing step into four equal segments for
each segment feature. Tables 10,11 and 12 show the results for the first dataset when the verification
techniques Euclidean distance, Hellinger distance, Square Chord Distance are used and image features

are calculated using a grid.

Table 10- Euclidean distance value for the first data set

Nature of Signature | No.Of Samples | False Acceptance | False Rejection Rate | accuracy rate
Rate

Original 55 | e 0.0181% 98.18

Forged 55 0.0363% | === 96.36
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Table 11 -Hellinger distance value for the first data set

Nature of Signature No. of Samples | False Acceptance Rate | False Rejection | accuracy rate
Rate

Original 55 | e 0.0181% 98.18

Forged 55 0.0727% | - 92.72

Table 12- Square Chord Distance value for the first data set

Nature of Signature | No. of | False  Acceptance | False Rejection | accuracy rate
Samples Rate Rate

Original 55 | - 0.0363% 96.36

Forged 55 0.2%0.0363% | -=---—-- 96.36

The tables- 13, 14, and 15 show the result of the second dataset.

Table 13 - Euclidean distance value for the second data set

Nature of Signature | No. of | False  Acceptance | False Rejection | accuracy rate
Samples Rate Rate
Original 22| - 0.0454% 95.45
Forged 22 0.0454% | -memee- 95.45
Table 14- Hellinger distance value for the second data set
Nature of Signature | No. of | False  Acceptance | False Rejection | accuracy rate
Samples Rate Rate
Original 22 | - 0.0454% 95.45
Forged 22 0.0454% | == 95.45
Table 15 - Square Chord Distance value for the second data set
Nature of Signature No. of Samples | False Acceptance Rate | False Rejection | accuracy rate
Rate
Original 22| e 0.0454% 95.45
Forged 22 0.0909% | - 90.90
Tables-16, 17, and 18 show the result of the third dataset.
Table 16- Euclidean distance value for the third data set
Nature of Signature | No. of Samples | False Acceptance Rate | False Rejection | accuracy rate
Rate
Original N 0.04 % 96
Forged 50 0.04% |- - 96
Table 17 - Hellinger distance value for the third data set
Nature of Signature No. of Samples | False Acceptance Rate | False Rejection | accuracy rate
Rate
Original R 0.06 % 94
Forged 50 0.02% | e 98
Table 18- Square Chord Distance value for the third data set
Nature of Signature No. of Samples | False Acceptance Rate | False Rejection | accuracy rate
Rate
Original N 0.04 % 96
Forged 50 0.06% | == 98

Conclusions and future work

In this paper an offline handwritten signature verification system has been developed which use set of
simple shape based geometric features. Before extracting the features, preprocessing of a scanned image
is necessary. Features Extracted for whole signature first, then extracted for every part after dividing the
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signature into four parts. For verification, statistical verification techniques are used. The system is
trained on three datasets of signatures. The system has been tested on every dataset. After the
development, testing, and evaluation of the offline handwritten verification system the following
conclusions can be drawn:

1- The work described in this paper concerns the application of different statistical techniques to classify
the signature as original or genuine.

2- After collecting the dataset and seeing that it needs enhancement, this is done in the preprocessing
step. At this step, the signature needs crop, resize, etc. in order to be ready for feature extraction. Using
crop and resize makes different sizes of the same signature (in different images) identical and the
following processing deals with signature only.

3-The proposed signature verification system is based on some special features of geometric feature
extraction. Geometric feature is the best feature because it keeps both their global as well as local feature
properties.

4-To obtain better results ( as shown in tables.10-18) the signature divided into four parts, for each part
the features are extracted.

5- There are several approaches for offline signature verification, each technique has its different
advantages and disadvantages, depending on feature set selected for different techniques that can be
utilized to obtain optimum results.

6 -The developed system can verify English and Arabic signatures, because the system deals with
signature as image. The third data set contains Arabic and English signatures.

7-Statistical techniques are used because they are simple to use and give better results.

8- The developed system can verify English and Arabic signatures, because the system deals with
signature as image. The third data set contains Arabic and English signatures.

9. We can conclude the following comparison based on accuracy between the verification techniques
used in this work.

Euclidean distance Hellinger Distance Square Chord Distance
With grid 93.54 95.87 95.93
Without grid 94.42 95.27 93.14

Future work will include the automation of off-line handwritten signature trajectory recovery;

1- In preprocessing step, may use additional operations such as thinning.

2- In Feature extraction can use feature energy information from more different parts of the signature

appropriately organizing the extracted information.

3- There are many Verification techniques, that depends on machine learning which can be used such

as neural network or hidden Markova model.
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